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Abstract: In this paper, the problems of secure routing for wireless sensor network are studied. According to the 
special secure routing requirements of the WSN, an ECC based secure routing algorithm for WSN is presented 
and implemented. This algorithm has the advantages of low energy consumption, light delay and high delivery. 
The signature and authentication based on ECC are introduced in the process of routing, which can exclude the 
malicious nodes from joining the route and ensure the security of data transmission and the integrity of data. 
Simulation results and analysis show that the performances of this protocol are efficient. Copyright © 2014 
IFSA Publishing, S. L. 
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1. Introduction 

 

After more than ten years of development, sensor 
network has received extensive attention, and 
constitute a rapidly emerging area of research [1]. 
Wireless sensor network (WSN) is composed of 
many battery-powered and low-cost sensor nodes 
which are used to sense data from the environment 
(e.g., light, humidity, temperature, etc.). Sensor node 
has a certain computing power and one or more of 
sensors. Each sensor node acts as an information 
source, sensing and collecting data samples from its 
environment. Sensor nodes perform routing 
functions, creating a multi-hop wireless networking 
fabric that conveys data samples to other sensor 
nodes and to external destinations. Information is 
transferred through route protocol in order to collect 
environmental parameters in an objective region. 

In wireless sensor network, a large number of 
sensor nodes densely distributed in a region where 

the message may need to go through several nodes to 
reach their destinations, but due to the dynamic 
nature of sensor networks, there is no fixed 
infrastructure, each node is a potential route node, so 
security concerns become particularly acute in 
applications deployed over wireless sensor networks 
owing to stringent limitations in communication and 
computational power. However, classic routing 
algorithm, such as SPIN [2], LEACH [3], DD [4], 
GPSR [5] and Flooding, do not contain the 
specialized security mechanism and vulnerable to 
attacks and misbehaviors that threat the availability 
of nodes and services.  

It has been recognized that the routing security 
issues of wireless sensor networks is beyond doubt 
one of the great challenges in wireless sensor 
network and gain more and more attention. A number 
of secure routing protocols has been proposed. Most 
of them belong to optimal design increasing the 
security mechanisms on the basis of existing protocol 
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without fully considerations of network security. In 
particular, these protocols do not fully consider the 
stability of wireless sensor network topology 
relatively. In fact, the relative stability of the sensor 
network topology can be better utilized to design and 
implement a more practical and efficient sensor 
network routing protocol. To solve this problem, we 
proposed an ECC-based secure routing protocol 
(ECC-SRP), which uses ECC key institutional 
signature and certification of routing information to 
ensure credible routing in wireless sensor network. 

The rest of this paper is organized as follows. 
Section 2 summarizes related work. Section 3 
describes our design of ECC-based secure routing 
protocol (ECC-SRP). Section 4 evaluates the 
performance and compares ECC-SRP with a route 
protocol (RP) without any security mechanism but 
have the same route discovery and route maintenance 
process as ECC-SRP. Finally, we draw some 
conclusions in Section 5. 

 
 

2. Security Issues in Sensor  
Network Routing 
 
Unlike traditional wired and wireless networks, 

WSN face a number of security threats, such as the 
false routing information, selective forwarding, 
sinkhole [6-7], Sybil [8-9] and wormhole [10-12] etc. 

As security threats to WSN routing is unique, 
existing WSN security routing strategy can be 
divided into two levels according to the security 
implementation: effective key management and 
design of secure routing protocol. Most research 
efforts address these challenges with particular focus 
on cryptography and key establishment strategies. 
Encryption policy encrypts and decrypts by utilizing 
public/private key or hash key chain. Key 
management generally adopts trusted CA scheme or 
threshold cryptography scheme. Some encryption-
based secure routing strategies proposed include 
INSENS [13], TRANS [14], SPINS [15], etc. 

INSENS (Intrusion Toleration Routing in 
Wireless Sensor Networks) provides support for 
discovering the topology of a wireless sensor network 
and building secure routing mechanisms in the 
presence of passive and active security attacks and 
compromised sensor nodes. It is a two-stage protocol, 
namely route discovery and data transmission. Multi-
path redundancy has been established in the route 
discovery process, so that malicious nodes can be 
bypassed by using multi-path in the data transmission 
phase. Symmetric key algorithm is used during 
process of route establishment. INSENS prevents the 
invasion of enemy camouflage node, but Key and 
one-way function which are pre-set in the node are 
easy to be defrauded, thus easy to form a false route 
and be attacked by using selected forwarding. 

TRANS is a geographic-based routing protocol 
with a concept of trust between nodes. Each node 
calculates trust values for its neighbors’ location 

based on trust parameters and fills a trust table based 
on measurements. The degree of confidence is 
adjusted dynamically according to the neighbor 
behavior. The sink node assigns the shared key for 
the entire sensor network. Only the destination 
authenticates the sink request and only the sink node 
authenticates the data from the destination for energy 
saving purposes. Node sends data only to those 
neighbors who have a high trust. In this way, 
disguised node discarding packets often will be 
isolated and selected forwarding attack can be 
prevented. However, node using this protocol must 
know clearly location information of its own and its 
neighbors, which is costly in practical applications. 

SPINS is a typical secure routing protocol. It has 
two secure building blocks: SNEP and μTESLA. 
SNEP includes: data confidentiality, two-party data 
authentication, and evidence of data freshness. 
μTESLA provides authenticated broadcast for 
severely resource-constrained environments. It 
requires the pre-shared key between the node and the 
base station before network deployment, and use 
TESLA (Timed, Efficient, Streaming, Loss-tolerant 
and Authentication) protocol for authentication. 

As can be seen from the above analysis, the use of 
encryption in routing protocol provides reliable 
security with an acceptable resource consumption 
and energy consumption, which is suitable for 
wireless sensor networks. Symmetric key operators 
better adapted to the wireless sensor network 
considering node resources and energy limited but its 
overall safety performance is not satisfactory, once 
the key is compromised, the security of the entire 
network routing will be completely lost protection.  

Relative to traditional asymmetric key, elliptic 
curve cryptography (ECC) is promising alternative to 
RSA-based algorithms as the typical size of ECC 
keys is much shorter for the same level of security. 
ECC has been recognized as viable approach for 
WSN, especially considering that the wireless sensor 
network has a good topological stability on the 
deployment of the specific sensing region. In the next 
section, we will detail our proposed secure routing 
protocol based on ECC. 

 
 

3. ECC-Based Secure Routing Protocol 
 

3.1. Elliptic Curve Cryptography (ECC) 
 
As the computing ability, storage capacity and 

energy of nodes in wireless sensor network are very 
limited, any algorithm design must consider the 
impact of these factors and efficient. Therefore, for 
security for wireless sensor network routing, low-
power and light-weight security algorithms are pre. 
Asymmetric encryption algorithm based on RSA and 
DSA is not suitable owing to their large amount  
of computation. 

Elliptic curve in the elliptic curve cryptosystem is 
defined in the projective plane coordinate system on 
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the elliptic curve. Elliptic curve equation is called the 
Weierstrass equation [16]. 
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Elliptic curve discrete logarithm problem is the 
algorithm of exponential time complexity. Integer 
factoring problem and discrete logarithm problem is 
general algorithm of sub-exponential time 
complexity. So the elliptic curve algorithm performs 
better than other algorithms. 

Elliptic curve cryptography algorithms can 
generate qualified key in a short time, the key length 
determines the number of bits needed to store 
encryption keys and system parameters. In the case of 
the same security, system parameters and key of ECC 
are shorter than that of both RSA and DSA. The key 
transmission bandwidth is the number of bits to be 
transmitted when an encrypted message or a 
signature is sent. When digital signature of the short 
message is generated, the ECC provide greater 
bandwidth savings than other public key systems. 
Moreover, ECC point compression techniques can be 
further used to save the storage and bandwidth. 
Therefore, the ECC key system is particularly 
suitable for WSN where node’s computing ability 
and power capacity are limited and bandwidth is 
constrained, and is widely used in wireless sensor 
network security. 

 
 

3.2. Key Management of ECC-SRP 
 
The ECC-SRP protocol uses a combination of 

offline-CA and distributed management as key 
management strategy. The offline CA is responsible 
for key management instead of a particular node. 
Meanwhile, sensor nodes in the network also have 
some ability of key management during operation to 
adapt to changes of network topology. Key 
management of ECC-SRP can be divided into three 
phases: the initialization phase, the update phase and 
revocation of certificates. We first illustrate some of 
the variables and symbols to be used in Table 1: 

 
 

Table 1. Illumination of Identifiers. 
 

KA+ 
Node A’s 
public key 

IDA 
The unique identifier 

of node A 

KA- 
Node A’s 

private key 
CertA 

The certificate of 
Node A 

e Certificate 
expiration time 

RCB 
Broadcast message 

Identifier of 
certificate Revoking 

[d]KA- 

Node A’ 
Message 

Signed by 
private key 

SNB 
Broadcast message 

identifier of 
suspicious nodes 

t Timestamp MAC 
Message 

Authentication Code 

1) Initialization. 
In this phase, offline CA is responsible to generate 

certificates by using ECC algorithm for each 
participating node. In order to reduce the overhead of 
route calculation, CA needs to establish a certificate 
store and distribute certificate to each node during the 
process of network initialization. When the route is to 
be established, nodes need only to sign the message 
using private key while certificate need not be 
transferred. The receiving node can complete the 
certification with corresponding public key retrieving 
from the local certificate store. For example, the 
certificate of the node S can be described as follows: 
 

−+=→ CASSS KIDetKCertSCA ],,,[ :  (2) 
 

2) Update. 
If a new node N is to join the running network, it 

must apply for a certificate from the offline CA. 
Offline CA generate public and private key using the 
ECC algorithm and issue certificates to eligible node. 
Certificate is described as follows: 
 

−+=→ CANNN KIDetKCertNCA ],,,[ :  (3) 
 

Then CA update the certificate store and send 
private key to node N. Node N participates the 
network after receiving the certificate and private key, 
then broadcast a message including its own certificate, 
namely CertN. If the message is valid, the receiving 
nodes update their own certificate store by  
adding CertN. 

 
3) Revocation. 
Node's certificate store records each node's 

certificate expiration time. When certificate expired, 
it will be evocated. Certificate expiration time in 
certificate store needs to be updated in two cases. 

One case is the CA revoke the certificate. If the 
CA needs to revoke the certificate of node X, it will 
broadcast a revocation certificate message (RCB) and 
those nodes receiving this message will revoke the 
corresponding certificate of node X. RCB message is 
given as follows: 

 

−→ CAX KCerttRCBCA ],,[ :broadcast  (4) 
 

In the other case, a node can revoke the certificate 
of a suspicious node in the network by sending a 
suspicious node broadcast message (SNB) with group 
signature. If node N in the network found suspicious 
node X, it can send a message to notice the other 
nodes. Message is given as follows: 
 

−→ NX KCerttSNBN ],,[ :broadcast  (5) 
 

When a node receives a message sent by node N, 
node N’s public key will be used to authenticate the 
message signature to identify the validity of the 
message. If a node receives SNB messages about 
node X from more than k trusted nodes, it will be 
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convinced that node X is harmful and revoke 
certificate of node X, where k is the threshold of the 
SNB messages received. 

 
 

3.3. ECC-SRP Routing Mechanism 
 

ECC-SRP consists of two phases: route discovery 
phase (include RREQ and the RREP) and route 
maintenance phase. 

 

1) Route Discovery. 
The node is idle when no data needs to be sent. 

On the contrary, the node becomes the source node 
and checks the routing table to see if there is an 
effective route to the destination node. If the routing 
table has a valid route, data will be sent. If no valid 
route is found, the source node will send route 
request message (RREQ) to initiate a route discovery. 
Intermediate node forwards the RREQ and then the 
destination node receives a RREQ will returns a route 
reply message (RREP) in response. Intermediate node 
forwards this RREP back to source node and a new 
route between source and destination is established to 
support data sending. 

The integrity of route messages is guaranteed by 
adding a message authentication code (MAC). MAC 
is a summary of the routing messages. Authentication 
and non-repudiation of route is achieved through the 
ECC signature verification. Assume that the source 
node S need find the route to reach the destination 
node D through intermediate node A and node B, The 
whole route discovery process can be described as 
follows: 

S: Source node S generates the route request 
message RREQ and message authentication code 
MAC = MD5 [RREQ], sign and broadcast. 
 

S-KMACRREQS ],[  :broadcast→  (6) 
 

A: Intermediate node A receives the signed 
message from node S and certifies this signed 
message with S’s public key. If the signature is valid, 
node A removes S’s signature and updates the RREQ, 
then generates and broadcasts a new MAC signed 
with its own private key. Local route table will be 
updated too. 
 

A-KMACRREQA ],[  :broadcast→  (7) 
 

B: Intermediate node B receives the signed 
message from node A and certify this signed message 
with A’s public key. If the signature is valid, node B 
removes A’s signature and updates the RREQ, then 
generates and broadcasts a new MAC signed with its 
own private key. Local route table will be updated at 
the same time. 
 

B-KMACRREQB ],[  :broadcast→  (8) 
 

D: Destination node D receives the signed 
message from node B and certifies this signed 
message with B’s public key. If the signature is valid, 

node D removes B’s signature and generates the 
RREP (MAC= MD5 [RREP]). RREP is sent back to 
node B and local route table will be updated. 
 

D-KMACRREPBD ],[  :→  (9) 
 

B: Intermediate node B receives the signed 
message from node D and certifies this signed 
message with D’s public key. If the signature is valid, 
node B removes D’s signature and regenerates the 
RREP (MAC= MD5 [RREP]). RREP is sent back to 
node A and local route table will be updated. 
 

B-KMACRREPAB ],[  :→  (10) 
 

A: Intermediate node A receives the signed 
message from node B and certifies this signed 
message with B’s public key. If the signature is valid, 
Node A removes B’s signature and regenerates the 
RREP (MAC=MD5 [RREP]). RREP is sent back to 
source node S and local route table will be updated. 
 

A-KMACRREPSA ],[  :→  (11) 
 

S: When source node S receives the signed 
message from node A, it will certify this signed 
message with A’s public key, if the signature is valid, 
the whole route discovery process ends with a route 
from source to destination established. 

 
2) Route Maintenance. 
ECC-SRP inherits route maintenance features 

used in normal WSN routings. During data 
transmission, active routing nodes send HELLO 
messages regularly to maintain this route. When a 
node forwarding a packet detects a link break through 
Route Maintenance, it tries to salvage the packet by 
searching in its route cache for an alternative route 
for the packet. However, if such a route does not 
exist, this node simply drops the packet and sends a 
route error message (RERR) and inform the source 
node reinitiate the route discovery process. 

 
 

4. Simulation and Analysis 
 
4.1. Security Analysis of ECC-SRP  

 
SECC-SRP adopts ECC which is difficult to be 

cracked. ECC has a short key, less resource occupied 
and fast signing, these characters are more adaptable 
to wireless sensor network. In the routing process, 
MD5 is used to generate a message authentication 
code (MAC) of route messages, which ensure the 
integrity of the information.  

When malicious nodes attempt to tamper with the 
routing message, the receiving node can easily certify 
message integrity of route messages through the 
MAC as the digest algorithm is not reversible. If a 
malicious node attempts to regenerate the MAC of 
tampered routing messages, it can’t sign this message 
successfully without a valid private key.  
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During routing process, ECC-SRP utilize ECC 
key signature verification system to ensure the 
authentication and non-repudiation of routing 
messages, which prevent fraud and forgery attack. 
ECC-SRP can also prevent the route request flooding 
attack. The route request packet without a credible 
signature will be discarded, and flooding attacks will 
be prevented. 

 
 

4.2. Performance Analysis of ECC-SRP  
 

In order to evaluate the influence of ECC 
encryption mechanism for the performance of routing 
algorithms, ECC-SRP is simulated using NS-2 in our 
research. Deployment area is 670 meters long and 
600 meters wide, where thermal sensor nodes are 
distributed randomly. The maximum velocity of these 
nodes is set to zero and 1m/s respectively. The 
number of nodes is set from 30 to 200.  

Constant bit rate (CBR) traffic sources are used to 
accurately evaluate the routing performance. The 
communication pattern consists of 30 traffic sources, 
each initiating packets at the rate of 4 packets per 
second. A packet size of 64 bytes is used. 

We implement a simple route protocol (RP) 
without any security mechanism but have the same 
route discovery and route maintenance process as 
ECC-SRP. This protocol is mainly used for 
comparison with ECC-SRP. Both the two protocols 
are all adopted in our simulation to evaluate the 
performance. Each simulation includes different 
number of nodes and runs of 500 seconds.  

 

1) Average Route Discovery Delay. 
Fig. 1 and Fig. 2 show the simulation results of 

average routing discovery delay with node speed set 
to zero and 1 m/Sec respectively. 

Delay is the elapsed time from source node 
initiate a route request to a route has established. 

Fig. 1 and Fig. 2 show that average routing 
discovery delay of both ECC-SRP and RP declines 
with the increase of the number of nodes. Average 
route discovery delay of ECC-SRP was significantly 
higher than that of RP, which is caused mainly by the 

overhead of ECC signature verification. However, 
considering the discovery process is launched at the 
beginning of data sending, the delay of ECC-SRP  
is acceptable. 
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Fig. 1. Average route discovery delay (speed is zero). 
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Fig. 2. Average route discovery delay (speed =1 m/Sec). 
 
 

2) Packet Delivery. 
Fig. 3 and Fig. 4 show the simulation results of 

packet delivery with node speed set to zero and 
1 m/Sec respectively.  
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Fig. 3. Packet deliveries (speed is zero).

 
Fig. 4. Packet deliveries (speed =1 m/Sec). 
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The delivery rate refers to the percentage of 
packets which are sent by source node and received 
correctly by destination node. Fig. 3 and Fig. 4 shows 
that ECC-SRP and RP are very similar, deliveries of 
RP is a little higher that of ECC-SRP. Both  
ECC-SRP and RP maintain a high packet delivery, 
which shows that ECC-SRP is also efficient. 
 

3) Average Node Energy Consumption. 
Fig. 5 and Fig.6 show the simulation results of 

average node energy consumption with node speed 
set to zero and 1m/Sec respectively. Energy 
consumption refers to the average energy 
consumption of node during a simulation run. 
Simulation result of the two protocols is very similar, 
as ECC-SRP algorithm does not significantly 
increase the number of control messages. 
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Fig. 5. Average energy consumption (speed is zero). 
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Fig. 6. Average energy consumption (speed =1 m/Sec). 
 
 
5. Conclusions 

 
Route is the primary consideration of the wireless 

sensor network security. In wireless sensor network 
environment, the traditional security measures are 
not very suitable. In this paper, we proposed an  
ECC-based secure route protocol, which use  

ECC key institutional signature and certification to 
ensure the credibility of the route. This algorithm has 
the advantages of low energy consumption, light 
delay and high delivery. The signature and 
authentication based on ECC are introduced in the 
process of routing, which can exclude the malicious 
nodes from joining the route and ensure the security 
of data transmission and the integrity of data. 
Simulation results show that the performance of 
ECC-SRP is acceptable and can be used in security-
sensitive WSN applications with a good  
topological stability. 
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