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Abstract: This paper presents a key management-scheme based on trust mechanism. Through evaluating trust 
values of the originating node, it can determine whether these nodes are selected as the cluster-head ones to 
realize key updating. With a two-way trust packet forwarding mechanism, this scenario can not only get the trust 
value of each node, but also verify the correctness of the trust packet. In addition, it may further improve the 
corresponding security of the key management implementation. Meanwhile, this paper does theoretical research 
and analysis from the aspect of security, communication n complexity and memory consumption, and the 
corresponding experimental simulation obtained. Copyright © 2014 IFSA Publishing, S. L. 
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1. Introduction 

 
With wireless sensor networks increasingly used 

in world-wide application, its security needs to be 
paid more attention and already has become a hot 
topic in decades. As is known, the sensor network has 
sensitive properties of energy consumption and node 
deployment system. In addition, its algorithm 
protocol requires that the whole network has a higher 
load and higher node-calculation ability. Although 
the conventional key management seems has a high 
standard of safety, it cannot be adopted in such 
wireless sensor networks environment. Many efforts 
have been made on developing a novel key 
management for wireless sensor networks. The 
reported random keys mainly include the RKDS 
(random keys distribution scheme) and the DRKPD 
(determined random keys pre-distribution scheme). 

In RKDS, each node can connect with the other one 
according to the pre-stored key. Such connection may 
also be realized through the middle node. In [1], a 
key pool is firstly built and a random node may be 
stored in another one through this pool. Between two 
random nodes, therefore, there exists connectivity at 
a certain probability. The algorithms presented in [2]-
[4] also belong to RKA (random key algorithm). 
Although easy deployment, these algorithms have the 
limitations of lower connectivity and higher stored 
consumption. In DRKPD,  there are two cases existed 
respectively: 1) The global key has been already pre-
stored in the nodes, and 2) The secret key for 
communication may be mutually created between the 
related nodes according to some of their pre-
determined information. For example, the secret key 
distribution may be performed by using polynomial 
function structure [5]. However, a new key pair has 
to be created and updated depending upon the pre-

http://www.sensorsportal.com/HTML/DIGEST/P_2183.htm

http://www.sensorsportal.com/


Sensors & Transducers, Vol. 174, Issue 7, July 2014, pp. 103-108 

 104

deployed key in [6] in order to insure a good 
scalability in the network.  

Trust is a special and efficient estimate 
mechanism between the entities. It can not only 
improve sensor networks nodes management, but 
also highly improve network transmission 
performance by fully utilizing limited resources 
available. In [7], one efficient pairwise key model is 
built on the basis of trust mechanism. According to 
the pre-stored global originating key, one secret 
pariwise key can be easily established while the 
validity of each node has to be estimated by the 
corresponding trust mechanism in the networks. Such 
scheme has lower energy consumption. However, its 
anti-capture ability needs to be enhanced. TDKM 
(Technical Data Knowledge Management) is 
integrated with EBS dynamical key management and 
the trust management used to determine whether the 
nodes should be captured. In addition, in order to 
enhance the network resistance those unsafe nodes 
have to be deleted when secret key upgrading.   

Based on a polynomial function secret key 
management and a trust mechanism, the management 
this paper addressed may be used to determine 
whether the nodes can be selected as the 
reconstruction ones. The random secret key will be 
transmitted only when most nodes in the network are 
proved suitable and trustable. A new polynomial 
function, therefore, can be generated with the result 
of the network safety enhanced to a higher level, and 
the network consumption correspondingly reduced.  

The rest of this paper is organized as follows. 
Section 2 describes the principle of key management, 
including trust model hypothesis in Section 2.1, and 
secret key deployment in Section 2.2. Then we 
provide our key scheme analysis in Section 3, 
including security analysis in Section 3.1, 
communication complexity analysis in Section 3.2, 
and storage cost in Section 3.3. In Section 4 we make 
some concluding remarks. 

 
 

2. Key Management Description 
 

2.1. Trust Model Hypothesis 
 
In this model, such trust model can be used to 

evaluate the relationship between the nodes in the 
network. It has some features, such as   

1) At the initial state, i.e. the wireless sensors 
deployed at the pre-determined positions, any two 
nodes able to trust each other with a highest trust 
degree.  

2) The trust function between any two nodes 
varies depending upon the network running time t. 
Such trust degree will decrease with the running time 
t increasing. Therefore, some mutual transmission is 
needed to keep their trust degree from decreasing. In 
addition, some necessary reward and punishment 
measures have to be taken on the trust according to 
its safety requirement, communication quality, and 
service quality between any two nodes.  

3) The trust value of sensor nodes varies within  
[0, 1]. Such trust value may be generated and 
maintained not only depending upon data 
maintenance of its own nodes, but also upon indirect 
generation from the trust nodes. In the actual network 
operation, each node mainly communicates with its 
adjacent neighbours.  Its trust value is therefore 
maintained continuously. In contrast, the trust value 
of the nodes instead of such adjacent neighbour ones 
will be decreased without any instant communication 
for a while. According to the reliable trust model 
algorithm, the trust values of those nodes frequently 
communicating with each other are higher than the 
ones of others. The network security therefore can be 
maintained by successfully deleting those invalid 
nodes by using such trust mechanism. 
 
 
2.2. Secret Key Deployment 
 

A. Pre-deployment of the secret key 
Some special security data and algorithm 

functions need to be pre-stored inside of each node 
before  deployment of all the nodes. Such data and 
function may be listed as 

1) Numbering each node by a corresponding 
unique ID;  

2) The initial secret key E, symmetric algorithm 
encryption algorithm fE and fE

-1,  
3) The hash function H(x). 
After all of the nodes are deployed in the pre-

determined positions, the communication process 
starts between the discussed nodes and its adjacent 
neighbour ones for the purpose of collecting the 
corresponding nodes surrounding information and 
further clustering them. The data packet format is jus 
shown as  

 
 ( )( )( )CnTHfp ,,,ID,ID , (1) 

 
where T means the time information;  n is the random 
parameter, and C is the cluster nodes information. 
Each node has to learn and understand the cluster 
information of neighbour nodes. By comparing their 
communication distance, such node can be added into 
a closer cluster, or create a new cluster with those un-
clustering neighbour nodes. No more new nodes can 
be added when these nodes number in each cluster 
becomes higher than a certain value, i.e. countmax. In 
order to prevent one node from becoming isolated, it 
may be marked as the marked one when the nodes 
number in the cluster adds up to or higher than 
countmax. Subsequently, we may add such node into 
an intra-cluster with the minimum average Least-
Hop. Otherwise, if the nodes number in the cluster is 
lower than countmax and we cannot combine them or 
add them into an adjacent neighbour cluster, this 
cluster should be deleted and its nodes should be 
marked as the isolated ones. After this operation 
finished, a new cycle is carried out.  
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The whole WSN is divided into several separated 
and safe segments by pre-deploying and clustering 
the corresponding secret key in the system. In 
addition, all of the nodes in each cluster are equal and 
share the secret key management and maintenance.  

B. The secret key creation and deployment 
After network clustering process finished, each 
cluster may create its own secret key. In order to 
ensure that the nodes, used to construct their secret 
key, maintain high reliability, it is necessary to let all 
of the nodes within clusters to participate in common, 
shown as follows. 

1) Assuming that the secret key needs to be 
updated in the cluster as one random node S requires, 
some necessary information data should be collected, 
such as the trust values for node S, which are 
transmitted from the other neighbouring nodes. From 
these trust values table, it is most important to get 
more reliable trust nodes whose number n is just 
equal to the degree of the polynomial function. 
According to a random sequence and its 
corresponding inverse sequence, two data packets are 
transmitted with the format shown as  
 

 ( )Trust,,nouce,ID,ID ,,2,1s nen pE  , (2) 
 
where, Een is the communication key of the 
transmitter. In the initial stage, such key is employed 
mainly from the pre-stored ones. In the rest stage, it 
is mainly adopted from what the polynomial function 
constructed; p1,2...n is the data packet forwarded 
sequence; Trust means the trust value varying within 
the range of [0,1]. Its initial value is one. At the same 
time, the data packet as the trust value requires is also 
transmitted in the inverse sequence. 

2) After such data packet has been received by the 
other corresponding nodes, the secret key F (H(ID)) 
can be calculated depending upon the polynomial 
function and the transmitter ID. Here, F means the 
polynomial function.  

3) By using an efficient decoding method, we 
may get IDS, P1,2...n, and Trust. TrustS for node IDS 
can now be found out in the trust value table for the 
nodes participating in trust evaluation.  After 
calculation, the original trust value needs to be 
substituted by TrustS*Trust. The data package 
encapsulation will be transmitted by the order of 
P1,2...n . 

4) After every node has evaluated the discussed 
node S, the data packet is finally returned to S itself 
with two trust values, i.e. TrS+ and TrS-. If they both 
have the same value, such trust value TrS will be 
forwarded to the rest nodes, and then used to verify 
whether TrS is equal to  
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If the answer is yes, jump to step 7. Otherwise, there 
must exist one case or another one during the trust 

value transmitted on a positive or reverse direction. 
The first one is that the data cannot meet the 
requirements for the trust evaluation on the same 
node. The second one is that the data have been 
changed during the period of the data package 
transmitted. TrS+ and TrS- then should be transmitted 
from the node S to the other nodes according to the 
original order. 

5) After the node received the trust data from the 
previous one on the sequence, it should be divided by 
the trust value TrustS for node S, and then forwarded 
to the next node. When all of this process is done, 
each node will get the trust values, respectively, i.e. 
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where m is the random node participating in trust 
valuation. In addition, it’s a certain product between 
its previous and next trust values derived from the 
data transmitted along the positive and reverse 
directions. 

Assuming some errors occur while the data is 
transmitted along the positive direction from the node 
p, the following conditions should be met for all of 
the nodes with the number from 0 to p-1, shown as  
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Correspondingly, the following relationships between 
the trust values for the next p nodes should be met, 
shown as 
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Through comparison, when error occurs during the 
data is transmitted along the reverse direction, the 
trust value relationships between the next p nodes 
may be expressed as  
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But the trust relationships are not the same between 
its previous p nodes.  

6) After Step 5 has been done, we may determine 
on which direction the trust evaluation varies. When 
the error occurs during the process of the data 
transmitted along the positive direction from node p, 
the trust evaluation should be recalculated for the 
next node as its previous p nodes require i.e.  
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Then, forward such result to the next node, and 
maintain the following equation, shown as  
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The correct result should be forwarded to Node S. 

7) For each node, we should conduct the 
corresponding calculations after the steps presented 
above have been done, shown as 
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Therefore, the trust value for node S has been 
achieved. Meanwhile a decision may be made for 
each node according to its trust value TrS whether a 
new secret key should be generated and transmitted 
to Node S.  

8) If the trust value TrS for Node S is a bit higher, 
the random secret keys may be received from the 
other nodes, which are generated by polynomial 
function method, shown as 
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where, ia  is the random secret key transmitted by the 

other corresponding nodes. After numerical 

computations done, we may get 
=

n
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i
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. Finally, the 

related parameters in the polynomial function will be 
transmitted to every node in the cluster.  

C. Adding and removing nodes 
When a new node needs to be added, the trust 

values, evaluated individually on it by each node in 
the cluster, are not higher enough. Therefore, this 
node will not be positioned in the forwarding 
sequence among the process of trust evaluation. It 
can participate in secret key updating only when 
some trust values are enhanced to a high level. After 

the secret key created, it is necessary to let the new 
node receive parameters of the polynomial function 
so that the corresponding communication should start 
between them.  

Otherwise, when a node needs to be removed 
from the cluster, it has no obvious security influence 
on the other nodes as each node is mutually 
independent. 
 
 

3. Key Scheme Analysis 
 

3.1. Security Analysis 
 
WSN is usually deployed in the harsh industrial 

environment to prevent the enemies’ malicious 
attacks. On the basis of trust model, such key 
management has a higher security, which may be 
mainly illustrated as followings. 

1) Trust mechanism application. The maintenance 
of such trust mechanism is definitely on the basis of 
communication status and safety monitoring and 
evaluation. By using this feedback, the individual 
trust table may be created between each node. The 
data stored in such table are mainly about trust values 
of the nodes frequently communicating with each 
other. The trust values of those nodes never 
communicating with each other will become lower 
and lower with time passing by. In order to ensuring 
communication quality and security, the transmitter 
only allows its neighbouring nodes with higher trust 
values to participate in the key creation. 
Correspondingly, the participators have to launch 
trust value evaluation for the transmitter. According 
to its trust value derived from the network, we may 
decide whether such node is in safe and further 
determine whether the key needs creation.  

2) To prevent from tampering with trust data. In 
the scheme addressed, the trust evaluation data 
package need to be bidirectional transmitted to every 
node in the network. After the result is obtained and 
trusted, we may transmit such trust values to all of 
the nodes in the original sequential order. If the trust 
product could be modified in the process of 
transmitting one certain node, with the help of Step 5 
we have to evaluate and determine the equivalence 
relation between the following four products, i.e.  
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Then we may find out and position the nodes on 
which the data transmission failed. If S produces 
deceptive behaviour, the trust value TrS is not the real 
one that is transmitted to the every node, and then 
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Therefore, TrS can be evaluated and defined as an 
illegal data.  

3) Maintaining the key security. The distinctive 
characteristics of the polynomial secret sharing 
features are that it has a much higher anti-capture 
ability. The enemy can have the ability to crack the 
whole cluster only when the number of the nodes 
captured must be equal to or higher than n. Therefore, 
the new key can be created and transmitted only 
when there are n or higher than n nodes tend to take 
node S as a target trusted one. Thus, it is time to 
construct a corresponding new polynomial key 
function. Otherwise, the process of the key upgrading 
will fail. 

 
 

3.2. Communication Complexity Analysis 
 
Communication complexity is a measure key 

management scheme for an energy-sensitive WSN. 
The scheme addressed in this study needs to collect 
the network trust value for the sponsor node. 
Actually, the trust data package is bidirectional 
transmitted. Assuming that the number of cluster 
network is nc, the average communication number is 
nt among the nodes in the cluster. After the data 
bidirectional transmitted, the number of end-to-end 
communications in the network is 2nc

●nt
●n. nc

●nt
●n 

hop communication should be re-transmitted in the 
network if the bidirectional trust values are just the 
same. Otherwise, 2nc

●nt
●n hop communication should 

be transmitted. After the trust evaluation is met as 
required, each node may transmit the key information 
value of the transmitter. Correspondingly, the 
parameters of polynomial function will be 
transmitted from the initial node to the whole 
network. Therefore, nc

●nt
●n + nc

●nt
●na hop 

communication is needed again. Here, na is the 
average number of cluster nodes; nc

●na means the 
nodes data of the whole network; nc

●n is lower than 
nc

●na. Because the network cluster size is a constant 
as the nodes number varies, the average 
communication n in the cluster becomes relatively 
small and is a fixed value. In conclusion, the whole 
scheme communication complexity is defined as 
O(N). Here, N is the nodes number of the network. 
Fig. 1 shows an example in nodes deployment.  

 
 

 
 

Fig. 1. Nodes deployment. 

There are 1000 nodes evenly deployed within the 
10×10 area, communication radius defined as 0.5, 
each cluster size controlled within the range of 20-30, 
the degree of polynomial function defined as 15, i.e. 
there are 15 random nodes to participate in key 
reconstruction. When each cluster has been 
upgrading, the results, obtained by many times repeat 
experiments, may be shown in Fig. 2. 

 
 

 
 

Fig. 2. Communication number in the network. 
 
 

From Fig. 2, we may see that each node transmit 
or forward 6.3-6.4 data packages on average when 
the whole network performs a key upgrading. 

 
 

3.3. Storage Cost 
 
In this study, key management schemes storage 

mainly includes key upgrading data and trust 
information. Before nodes pre-deployment, for each 
node, some special information should be stored, 
which includes its ID, the initial global key, the 
encryption and decryption algorithm, hash function，
and its storage complexity O(1). After the network 
deployed, the trust table for each node should be 
stored. But only the trust relationships between the 
other nodes in the same cluster have the power to be 
stored in this trust table. The maximum number of 
network clustering nodes is countmax. This maximum 
is of the same order of magnitude of the degree of 
polynomial function. In addition, the storage capacity 
will not be increased with the network expansion.  

 
 

 
 

Fig. 3. Cluster nodes number distribution. 
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After network clustering process has been 
finished, the quantity of data information stored in a 
node is a fixed value, and its complexity can be just 
calculated by O(1). 

In the network simulation environment expressed 
in Fig. 1, the whole network is divided into  
38 clusters. The corresponding nodes number of each 
cluster may be represented in Fig. 3. 

As trust values of the other nodes in the cluster 
should be stored for each node, the sum of all of the 
trust records needed to be stored is about 26,666, i.e. 
26.6 records for each node. Assuming that the 
number of nodes deployment in the same area is 400, 
500,…, and 1000, Fig. 4 shows how the nodes trust 
average stored capacity is distributed.  

 
 

 
 

Fig. 4. Nodes trust average stored capacity. 
 
 
From Fig. 4, we may see that the number of trust 

value stored in each node goes up with increasing the 
nodes number. In addition, these nodes are also 
deployed at a high density. Thus, the cluster nodes 
average number is correspondingly enhanced to a 
new level, which might result in slowly increasing 
the nodes storage cost. In actual process, the nodes 
number is controlled within the range of 20-30 when 
performing network clustering operation. Therefore, 
the actual nodes storage cost can maintain an 
acceptable value. 

 
 

4. Conclusions 
 

This study mainly discusses a key management 
scheme of WSN on the basis of trust mechanism. 
Such key management scheme plays an important 
role in WSN security. In addition, it also provides 
those energy-sensitive, resources-constrained nodes 
with key creation, maintenance, and upgrading. 
Through further consideration, we find out the core 
of the problems and put the emphasis on how to find 
out and select the reliable nodes to realize its 
polynomial key upgrading with the help of utilizing 
the key information stored in the WSN nodes. By 

comparison, it’s been proved that this key 
management scheme has better security and low 
consumption in communication and energy stored. 
The focus of further research will be switched to 
improve the clustering algorithm adopted in the 
system, and then to verify the protocol’s validity by 
applying such scheme in the actual WSN 
applications. 
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