
Sensors & Transducers, Vol. 174, Issue 7, July 2014, pp. 144-149 

 144

   
SSSeeennnsssooorrrsss &&& TTTrrraaannnsssddduuuccceeerrrsss

© 2014 by IFSA Publishing, S. L. 
http://www.sensorsportal.com 

 
 
 
 
 

Knowledge Level Based Methods for Jamming  
UAVs Communication 

 
1 Zhang Yu, 2 Liu Feng 

1,2School of Computer and Information Science, Southwest University, Chongqing, China 
1 Tel.: 86-23-68254173 

1 E-mail: zhangyu@swu.edu.cn  
 
 

Received: 7 June 2014   /Accepted: 7 July 2014 /Published: 31 July 2014 
 
 
Abstract: We focus on jamming the unmanned aerial vehicle (UAV) communications efficiently. Firstly, the 
UAVs’ information (moving speed, direction, position, radius and the center) available to a jammer is divided 
into 5 knowledge levels. Secondly, the problem of UAVs communication jamming is stated. Then, we design 
jamming methods (L1: RSMR, L2: FMR, L3: RMR, L4: CMT and L5: CPT) for jammers according to their 
knowledge levels. Finally, the jamming methods are simulated in two scenarios. The simulation result shows 
that with more knowledge included, the better result the jammer may output. L5 method performs best. L4 
method takes the second place. The performance of L3 method is higher than L2’s, but is lower than L4’s. L1 
method performs worst. Copyright © 2014 IFSA Publishing, S. L. 
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1. Introduction 
 

Wireless networks are highly sensitive to denial 
of service attacks [1]. Researches are carried out to 
protect the wireless network from jamming attack. 
Network defense policies in wireless sensor networks 
are discussed in [2]. The network restoration problem 
in multi-radio multi-channel wireless mesh networks 
under jamming attacks is investigated in [3]. Three 
schemes are developed to prevent the attacker from 
attacking the packets [4]. A Lightweight Letter-
envelop Protocol solution is presented for preventing 
attacks in [5].A recovery algorithm aiming to evade 
the jamming attack is presented and implemented in 
[6]. These works are related to the common wireless 
networks. 

UAVs are used for a wide range of missions such 
as border surveillance, reconnaissance, transportation 
and armed attacks [7]. The problem of jamming 
attack on the UAVs is formulated as a zero-sum 
pursuit-evasion game in [8]. The problem of 

maintaining connectivity in a network of mobile 
agents in the presence of a jammer is analyzed in [9]. 
Resource allocation problems are studied in [10]. 
These works are about defending the communication 
and minimizing the performance of jamming attacks.  

In this paper, we do research on how to carry out 
jamming attack effectively. The targeted system is 
consisted of UAV nodes. The swarm UAV concepts 
are introduced in [11] and used for electronic attack 
in military operations. Stealthy attack is presented in 
[12], which aims to maximize the damage inflicted 
on the swarm while reducing the risk of exposure. 
We take a different view on the problem of UAV 
jamming. The UAVs’ information is divided into 5 
information levels. We design specialized jamming 
method for jammer in different level. The rest of the 
paper is organized as follows. The UAV jamming 
problem is stated in Section 2. New jamming 
methods are presented in Section 3. In Section 4, the 
simulation is carried out and the result is analyzed. 
Conclusion is drawn in Section 5. 
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2. Problem Statement 
 
2.1. System Model 
 

The target system is shown in Fig. 1. The UAVs 
communicate each other through data links like Link-

16 [13]. The position of each UAV in the global 
coordinate frame can be expressed in terms of the 
variables <x, y, z>, where x, y and z represent the 
UAV’s longitude, latitude and altitude respectively. 
For simplify, we assume that all UAVs move in a 
sphere area and share a same center.  

 
 

Packets flow

UAV

Jammer

Jamming area

 
 

Fig. 1. The architecture of the system. 
 
 

We define random moving (RM) pattern for the 
movement mode of a UAV. RM pattern is shown in 
Fig. 2. Each UAV’s moving direction remains 
unchanged until it reaches the boundary of the 
sphere. When reached the boundary, it randomly 
selects a direction to return and keeps moving within 
the sphere area.  

 
 

Moving direction

 
 

Fig. 2. Moving pattern and direction. 
 
 
2.2. Jamming Power to Signal Power Ratios 

(JSR) Model 
 

The jamming power to signal power ratio at the 
receiver for the most part determines the degree to 
which jamming will be successful. Following models 
for the JSR at the receiver’s antenna are defined  
in [14]. For digital signals, the jammer’s goal is to 

raise this ratio to a level such that the bit error rate is 
above a certain threshold. 

1) Rn Model: 
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2) Ground reflection propagation: 
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3) Nicholson: 
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where JTP is the power of the jammer transmitting 

antenna, TP is the power of the transmitter, TRG is the 

antenna gain from transmitter to receiver, RTG is the 

antenna gain from receiver to transmitter, JRG is the 

antenna gain from jammer to receiver, RJG is the 

antenna gain from receiver to jammer, Jh is the 

height of the jammer antenna above the ground, Th  is 
the height of the transmitter antenna above the 
ground, TRD is the Euclidean distance between 

transmitter and receiver, and JRD  is the Euclidean 
distance between jammer and transmitter. 

We use Nicholson JSR model (3) in the paper. 
The value of each parameter is set 
as 3JTP = , 1JR RJG G= = , 1TP = , 1TR RTG G= =  
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and 1.2trξ = . When trξ ξ= ,
104log ( )3 1 1
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0.79527
D

TR
D

JR
= . Therefore, when the D

JR (distance 

between a jammer and a UAV) times 0.79527 is less 
than the D

TR (distance between a UAV and another 

UAV), the jamming will be successful. 
Here, a jamming area refers to a zone in which a 

UAV cannot receive the packets from another one 
successfully. As shown in Fig. 3, when UAV 1 is 
sending a packet, UAV 2 and 3 cannot get the packet 
successfully because of the jamming, however UAV 
4 and 5 can. So, UAV 2 and 3 locate in the jammer’s 
jamming area for UAV 1. But UAV 2 may receive 
packets from UAV 6. Because the distance between 
UAV 2 and 6 is short, the JSR is lower than the 
threshold. So, UAV 2 does not locate in the jammer’s 
jamming area for UAV 6. 
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Jamming area UAV 1 
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Fig. 3. Jamming area. 
 
 
2.3. Problem Statement 
 

This paper focuses on jamming the UAV wireless 
communications efficiently. The problem we trying 
to solve is jamming the UAV wireless 
communications efficiently according to different 
information of UAVs. The UAVs’ information 
includes moving center CU, moving radius RU, 
position PU, moving direction DU and moving speed 
SU. We divide the information available to a jammer 
into following 5 levels. 

L1: U
C  

L2: U
C + U

R  

L3: U
C + U

R + U
P  

L4: U
C + U

R + U
P + U
D  

L5: U
C + U

R + U
P + U
D + U

S  

Our work is to provide jamming methods 
according to the known specific level of information 
of UAVs. 
 

3. Jamming Methods 
 
3.1. Jamming Method for L1: Randomly 

Selected Moving Radius (RSMR) 
 

The jammer knows the position of the UAVs’ 
center. As UAVs move around a center point, 
whatever the moving pattern the jammer took, the 
UAVs have probability to locate in the jamming area. 
RSMR jamming method is very simple. It only uses 
the center point information of UAVs and makes the 
jammer move in RM pattern with a fixed moving 
radius. The RSMR method works as follows. 

1) Set the UAV’s center CU as the jammer’s 
center CJ;  

2) Randomly select a moving radius C for the 
jammer RJ=C; 

3) Randomly select a moving speed S for the 
jammer SJ=S; 

4) Randomly select a moving direction for the 
jammer. When the jammer reached the boundary, 
randomly select a direction to move back. 

 
 

3.2. Jamming Method for L2: Fixed Moving 
Range (FMR) 

 
The jammer knows UAVs’ moving radius RU and 

the moving center CU. It can select a moving radius 
for better performs. The FMR method works as 
follows. 

1) Set the UAV’s center CU as the jammer’s center 
CJ.  

2) Set jammer’s radius
1

2J U
R R= ; 

3) Randomly select a moving speed S for the 
jammer SJ=S; 

4) Randomly select a moving direction for the 
jammer. When the jammer reached the boundary, 
randomly select a direction for it to move back. 

 
 

3.3. Jamming Method for L3: Restricting 
Moving Range (RMR) 

 

The jammer knows UAVs’ position PU, moving 
radius RU and the moving center CU. The idea of 
RMR is to restrict the jammer’s moving range in a 
limited area. UAVs’ average radius RA is estimated 
firstly.

2 2 2
0 0 0

1

1
( ) ( ) ( )

m

A i i i
i
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m =

= - + - + -å , 

where m  is the number of the UAVs; , ,
i i i
x y z< >  

is the position of UAV i ; 0 0 0
, ,x y z< >  is the center 

of UAVs. Then the jammer’s moving radius RJ is set 

as a half of RA. The moving speed of UAVs 
iU
S is 

sampled in each cycle, where 1,2,...i m= . The 
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average speed is 
1

1
i

m

A U
i

S S
m =

= å . RMR sets the 

jammer’s speed SJ as one-tenth of the average speed. 
It works as follows. 

1) Set the UAV’s center CU as the jammer’s 
center CJ; 

2) Set jammer’s radius
1

2J U
R R= ; 

3) Randomly select a moving speed S for the 

jammer 
1

10j A
S S= ; 

4) Randomly select a moving direction for the 
jammer. When the jammer reached the boundary, 
randomly select a direction for it to move back. 

 
 

3.4. Jamming Method for L4: Covering More 
Targets (CMT) 

 
The jammer knows UAVs’ moving direction DU, 

position PU, moving radius RU and the moving center 
CU. CMT controls the jammer’s moving direction and 
speed to cover more targets in its jamming area. It is 
assumed that the average center point of all UAVs is 
the ideal point for jammer. When the jammer reaches 
that point, more targets may locate in its jamming 
area. There jamming targets will be jammed by the 
jammer. CMT method focuses on finding the moving 
direction and speed to move towards the center place. 
It does not limit the moving range. The center place 
PC of the UAV nodes can be calculated 

by
1

1
i

m

c U
i

P P
m =

= å , where m  is the number of UAV 

nodes and 
iU
P  is the place of UAV node i , 

1,2,...i m= . If the jammer has a lower moving 
speed than its targets, there may have huge error 
between the jammer’s poison and the center place. 
Because when the jammer is moving to the center 
place, the UAV nodes’ may move away and their 
center place has changed. So the jammer needs a 
higher moving speed. The maximum moving speed 

max
S  is sampled by the jammer. 

max 1 2
max( , ,..., )

m
S S S S= , where i

S  is the moving 

speed of UAV node i , 1,2,...i m= . The jammer’s 

moving speed J
S  is set as 1.5 times of max

S . CMT 

works as follows. 
1) Set the UAV’s center CU as the jammer’s 

center CJ; 

2) Calculate the center place
1

1
i

m

c U
i

P P
m =

= å . Set 

the jammer’s moving direction to PC; 
3) Sample the maximum moving speed of UAVs 

max 1 2
max( , ,..., )

m
S S S S= ; Set the jammer’s 

moving speed as 1.5 max
S . 

 

3.5. Jamming Method for L5: Center Place 
Targeted (CPT) 

 
The jammer knows UAVs’ moving speed SU, 

moving direction DU, position PU, moving radius RU 
and the moving center CU. For each UAV’ moving 
speed SU is known, the jammer can change its speed 
to reach the center place of UAVs at specific time. 
CPT works as follows. 

1) Sample UAVs’ position and moving speed; 

2) Compute the center point
1

1
i

m

c U
i

P P
m =

= å ; 

3) Compute the time t  which jammer needed to 

reach c
P ,

( , )
J op

J

L P P
t

S
= , where ( , )J o

L P P  is the 

distance between PJ and PO; 
4) Estimate the positions of UAVs when the 

jammer reaches c
P ; 

5) Compute the center point '
c
P  with updated 

position information; 

6) Set the jammer’s moving direction to '
c
P ; 

7) Set the jammer’s moving speed as 
'

' ( , )
J o

J

L P P
S

t
=  . 

 
 

4. Simulation 
 

4.1. Simulation Scenarios 
 

Two scenarios are used in our simulation. 
Scenario 1 has 10 UAVs and 1 jammer. Scenario 2 
has 20 UAVs and 3 jammers. In both scenarios, the 
UAV’s and jammer’s initial height, speed, radius and 
initial position are set to 12 km, 200 m/s, 8 km and 
<0, 0, 12000> respectively.  

The constant jammer, deceptive jammer, random 
jammer and reactive jammer [15] are frequently used 
jamming attack models. The Constant jammer attack 
model [16] is chosen in our simulations. The constant 
jammer emits continuous radio signals in the wireless 
medium. The signals that it emits are totally random. 
They don’t follow any underlying MAC protocol and 
are just random bits.  

Constant Bit Rate (CBR) traffic model is used in 
the simulation. One packet is generated in every 
10ms in the buffer of UAV node. Every packet’s 
destination is the soldier node. The source address of 
the packet is set as UAV node’s address. So the 
packets are always sent from UAV node to the 
soldier node. The jammer tries to jam the 
communication between UAV and soldier nodes. It 
prevents soldier nodes from successfully receiving 
the packets sent to them. 

We use the ratio of the Ratio of Packet Loss 
(RPL) as the metric in this paper. The jammer may 
lead the loss of packet which is transmitting by the 
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UAVs. RPL is the ratio of the number of packets lost 
compared the number of the packets sent by UAVs. 

The simulation time is set to 24 hours. 
 
 
4.2. Simulation Result 
 

The simulation result in Scenario 1, which has  
10 UAVs and 1 jammer, is shown in Fig. 4. L1: 
RSMR gives out the result of 0.04 % in RPL which is 
the lowest score. L2: FMR, L3: RMR and L4: CMT 
yield results of 0.11 %, 0.4 % and 0.65 % 
respectively. L5: CPT outputs the result of 0.69 % 
which shows the highest performance.  

The simulation result in Scenario 2, which has 20 
UAVs and 3 jammers, is shown in Fig. 5. L1: RSMR, 
L2: FMR, L3: RMR L4: CMT and L5: CPT produce 
results of 0.11 %, 0.16 %, 0.47 %, 0.62 % and 0.65 % 
in RPL respectively.  

 
 

 

 
Fig. 4. Simulation result with 10 UAVs and 1 jammer. 
 
 

 

 
Fig. 5. Simulation result with 20 UAVs and 3 jammers. 

 
 
It is obvious that L2 method is better than L1; L3 

is better than L2; L4 is better than L3; and L5 is the 

best one. Because L1 just uses the knowledge of U
C , 

L2 uses U
C and U

R , L3 uses U
C , U
R and U

P , L4 uses 

U
C , U

R , U
P and U

D , L5 uses U
C , U

R , U
P , U
D and 

U
S . With more knowledge available, it is possible to 

design better jamming methods. L5 is built on most 
information of UAVs, so it has the best performance. 
While L1 uses least information of UAVs, it 
performs worst. L2, L3 and L4 locate in the middle 
between L1 and L5. 

 
 

5. Conclusion 
 

We focus on jamming the UAV wireless 
communications efficiently. Firstly, we state the 
problem of UAVs Jamming. The information 
available to a jammer is divided into 5 levels. In 
Level 1, the jammer only knows the position of the 
UAVs’ center. The jammer in Level 2 knows UAVs’ 
moving radius and the moving center. The Level 
3jammer knows UAVs’ position besides the 
information in Level 2. In Level 4, the jammer holds 
the information of Level 3 plus UAVs’ moving 
direction. The jammer in Level 5 knows UAVs’ 
moving speed, moving direction, position, moving 
radius and the moving center. 

For jammer with different knowledge level of 
UAVs’ information, we design different jamming 
methods. They are L1: randomly selected moving 
radius, L2: fixed moving range, L3: restricting 
moving range, L4: covering more targets and L5: 
center place targeted. The jamming methods do the 
jamming work well and produce different jamming 
performance. The simulation result shows that with 
more knowledge included, the better result the 
jammer outputs. L5 method performs best. L4 
method takes the second place. L3 method’s 
performance is higher than L2 method, but is lower 
than L4 method. L1 method uses least information of 
UAVs, it performs worst. 

However, our jamming methods may not output 
the most optimal result. Furthermore, with same 
knowledge level, alternative jamming methods may 
also be designed. In the future, we will improve our 
methods, design new methods and introduce heuristic 
or intelligent algorithms for better jamming 
performance. 
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