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Abstract: Wireless sensor networks (WSN) has been widely applied to many fields such as disaster 
management and military operations. Clustering allows WSN more scalable and makes sensors Energy-saving. 
As the sensor nodes in WSN are all resource-limited devices and usually deployed unattended in the hazardous 
environments, security becomes more crucial. Authentication and key negotiation are the fundamental protocols 
to build a secure WSN. Public key algorithm and digital signature widely used in traditional networks are not 
very suitable for WSN. In this paper, we propose an authentication scheme for clustered WSN. The proposed 
scheme is based on LU decomposition which is less computation, storage, communication cost than the schemes 
based on public key technology. We also present security and performance analysis. Copyright © 2013 IFSA. 
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1. Introduction 
 

A wireless sensor network (WSN) consists of 
spatially distributed autonomous sensors to monitor 
physical or environmental conditions, such as 
temperature, sound, pressure, etc. and to 
cooperatively pass their data through the network to a 
main location. Wireless senor networks (WSN) can 
be used in many areas (e.g., health, military, home) 
and become one of the most promising network 
technologies [1]. Clustered WSN consists of many 
clusters. Each cluster has a cluster head (CH) and 
many member nodes (Cluster Member, CM) in its 
control. Clustering for WSN has many advantages: in 
the case of certain constraints are met, the cluster 
member nodes can close their communication 
module for a period of time, so that clustering can 
significantly reduce energy consumption. Therefore, 
it can extend the life of the sensor nodes. The data 

collected by CMs generally have some relevance, so 
CH can apply data fusion algorithm to integrate these 
data and transmit to the base station. Data fusion can 
insure the amount of information without increasing 
data traffic, therefore, reducing the energy overhead 
for data forwarding. Moreover, Clustered WSN has 
better scalability, and is suitable for large-scale 
application. 

However, there still exist many unresolved 
problems in WSN, and among them, the security is 
one of the hottest topics [2]. This kind of network 
usually operates in unattended environments in which 
there are more attacks, so the security of this network 
becomes more crucial. And sensor nodes in these 
networks are resource-limited for which the 
traditional public key technology is not very suitable 
for WSN. Authentication between nodes and key 
negotiation are the fundamental protocols to build a 
secure WSN [3]. Authentication mechanism is the 
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core security mechanisms and an important 
foundation for WSN. How to implement 
authentication with safety, high efficiency and low 
energy consumption, is always a research focus for 
the security of WSN. 

In this paper, we propose a low-overhead but 
efficient authentication scheme for clustered WSN. 
Our scheme utilizes LU decomposition adopted from 
[4] which is less computation, storage, 
communication cost, and effectively scalability of the 
network. This paper aims to improve performance, 
without losing the security of WSN. 

The rest of this paper is organized as follows. 
Section two presents the related work. Section three 
presents the proposed scheme. Section four describes 
performance analysis. Section five concludes the 
paper. 

 
 

2. Related Work 
 
Watro et al. proposed an entity authentication 

protocol TinyPK, which is based on low exponential 
RSA [5]. The TinyPK system demonstrates that a 
public-key based protocol is feasible for an extremely 
lightweight sensor network. Incorporating the use of 
TinySec or any other symmetric encryption service 
for mote networks, TinyPK provides the functionality 
needed for a mote and a third-party to mutually 
authenticate to each other and to communicate 
securely. Benenson et al. proposed a robust user 
authentication protocol for WSN [6]. The protocol is 
based on elliptic curve cryptography and utilizes 
redundancy to withstand node capture. For the use of 
public key cryptography, it scales much better than 
symmetric cryptography approaches. 

Public key algorithms based entity authentication 
protocols described above, executes RSA or ECC 
public key algorithm to encrypt and verify the 
signature by sensor nodes, and performs the 
decryption and signature to complete the certification 
process by the energy sufficient base station. 
Although the public key algorithms these protocols 
used are designed to reduce energy consumption, the 
application of public key algorithm in the protocol 
itself leads to the more energy consumption of sensor 
nodes. Moreover, these protocols also require a 
public key infrastructure, which can’t well deal with 
the attacks such as denial of service attack. The 
implementation of the authentication of these 
protocols is a single point authentication which is a 
great security risk for the WSN in which the sensor 
nodes can easily be captured. 

Bauer et al. proposed a distributed authentication 
protocol (Distributed Authentication Scheme, DAS) 
which is based on secret sharing entity authentication 
protocol [7]. The protocol makes use of the notion of 
secret split and share. The base station divides the 
secret S of the node which needs to be authenticated 
into n-1 share secret, the subsequent nodes of the 
node which receives share secret, all recover the 
received share key, if there are over 50 % recovered 

share key equal to the S, then the node gets 
authenticated. The protocol uses distributed multi-
point authentication and the process of authentication 
don’t use any high consumption encryption and 
decryption protocol. But the process of authentication 
needs the computation of all other nodes in the same 
network and the cooperative communication with 
other nodes which results in unnecessary waste of 
energy, information collision, and long delay. 

These entity based authentication protocols have 
their own advantages and disadvantages, and there all 
exist two problems: the directly involvement of base 
station and high energy consumption. Wang et al. 
proposed a new entity authentication scheme for 
WSN [8] based on Merkle hash tree [9]. The authors 
combine the thought of Merkle hash and network 
clustering algorithm. The protocol is simple-
designed, security, and can defend many kinds of 
attacks, such as capture attack, replay attack, and 
denial of service attack. Compared with other 
protocols, this protocol can shorten the authentication 
delay and extend the network lifetime. 
 
 
3. Proposed Scheme 
 

In this section, we briefly introduce LU 
decomposition used in our scheme and then show the 
detail of our scheme, including the formation of the 
authentication materials, the distribution of the 
materials, the procedure of authentication, and the 
materials update. 

 
 

3.1. LU Decomposition 
 
LU decomposition [4] is as follow: 
 

 LUA  , (1) 
 
It can decompose a square matrix A (N x N) into 

two matrices, a lower triangular matrix L and an 
upper triangular matrix U. 

 
 UAEEEE k  321 , (2) 

 
Here, E1, E2, E3,…, Ek are elementary row 

operations which include elimination, scaling, and 
interchange. And we can get L from the equation (3): 

 
 1

321 )(  kEEEEL  , (3) 

 
So, we get both U and L. 
 
 

3.2. Detail of the Proposed Scheme 
 
Here, we introduce the detail of the proposed 

scheme. 
The formation of authentication materials: For a 

cluster which has N CMs, CH needs to generate 
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(n*(n-1))/2 random positive integers (k1,k2,…,k(n*(n-

1))/2). Together with the UID of each CM (id1, id2,…, 
idn, and each CM doesn’t know the existence of 
UID), CH can generate the matrix A as follow: 
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2 2 2 1
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Here, we take a cluster of four CMs as an 
example. At first, we generate 6 random positive 
integer, 2,3,4,6,7,9; and the UID of each CM are 
1,5,8,10. So we can get the 4 x 4 matrix A as follow: 

 

1 2 3 4

2 5 6 7

3 6 8 9

4 7 9 10

A

 
 
 
 
 
 

 

 

Then CH decomposes matrix A with equation (2) 
and (3). So CH gets: 

 

1 0 0 0

2 1 0 0

3 0 1 0

4 1 3 1

L

 
 
 
 
 

 

1 2 3 4

0 1 0 1

0 0 1 3

0 0 0 2

U

 
  
  
 
 

 

 

The distribution of authentication materials: CH 
will distribute the authentication materials according 
to the order i of CMs in the Table 1, namely, the ith 
CM will get Lr(i) and Uc(i). For example, Sx ranks 
first, so Sx gets the first row in L and first column in 
U. In order to reduce the cost of storage and 
communication, we can delete all the 0 at the end of 
the Lr(i) and Uc(i). Hence, what Sx and Sy finally get 
as follows: 

 

 : (1) 1x rS L   and  (1) 1cU   

 

 : (2) 21y rS L   and  (2) 21cU   

 

So our scheme has less storage overhead which 
also leads to less communication overhead. 
Moreover, each CM also stores the Uc(i) of revoked 
CMs and authentication-failed CMs which can 
reduce the computation overhead. And after the 
materials update, these information will be emptied. 

Table 1 shows what stores in the memory of CH. 
The first column is the name of CMs. As we can 

see from Table 1, the name of the first two CMs are 
Sx and Sy. The second column is the UID of each CM. 
The third column is Lr(i) of each CM. The forth 
column is the share key for CH and each CM. The 
CH also stores the Flag of every CM which shows 

whether a CM has been revoked or not. Here,  
1 stands for not being revoked. 

 
 

Table 1. The Content Stored In CH. 
 

Name Unique ID(UID) Lr(i) SK Flag 

Sx 1 [1] Sk11 1 

Sy 5 [1 2] Sk21 1 

… … … … … 

 
 
The procedure of Authentication: When two CMs 

want to mutual authentication between each other, 
before they calculate their authentication materials, 
they can check whether the other one is legal or not 
by looking up whether the received Uc(i) has already 
been in its memory. If the Uc(i) is in store, it indicates 
that the corresponding CM is not a legal node. So 
there is no need doing mutual authentication. If both 
Uc(i) are not in the memory of the opposite sides, 
then they begin to calculate the authentication 
materials. Assume that CM with name Sx contains 
[Lr(i), Uc(i)] and with name Sy contains [Lr(j), Uc(j)]. 
The following five steps show the detail of our 
scheme between Sx and Sy. 

 
 : ( ) ( )x r c ijS L i U j A  , (4) 

 
 : ( ) ( )y r c jiS L j U i A  , (5) 

 
As A is a symmetric matrix, Aij=Aji. Aij (or Aji) can 

also be used as session key between Sx and Sy. 
The following three steps show the detail of our 

scheme for CM to CM. 
Step 1. Sx -> Sy: Sx, Sy, Uc(i) 
In this step, Sx sends [Sx, Sy, Uc(i)] to Sy. Sy checks 

whether Uc(i) has stored in its memory. If existing, it 
means that Sy isn’t a legal CM, so there is no need 
doing the following steps. Otherwise, 

 

: ( ) ( )y r c jiS L j U i A   

 

Step 2. Sx <- Sy: Sy, Sx, Uc(j) 
In this step, Sy send [Sy, Sx, Uc(j), Aji(Sy)] to Sx. 

Just like what Sy does, Sx checks whether Uc(j) has 
stored in its memory. If existing, it means that Sy isn’t 
a legal CM, so there is no need doing the following 
steps. Otherwise, 

 

: ( ) ( )x r c ijS L i U j A   

 

As A is a symmetric matrix, Aij=Aji. Aij (or Aji) 
can be used as session key between Sx and Sy. 

Step 3. Sx -> Sy: Sx, Sy, Aij(Sx) 
In this step, Sx sends [Sx, Sy, Aij(Sx)] to Sy. Sy uses 

its Aji to decrypt Aij(Sx), and if the result is equal to Sx, 
Sx gets the authentication of Sy. if not, Sx can’t get the 
authentication of Sy. 
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Step 4. Sx <- Sy: Sy, Sx, Aji(Sy) 
In this step, Sy send [Sy, Sx, Uc(j), Aji(Sy)] to Sx. Sx 

uses Aij to decrypt Aji(Sy), and if the result is equal to 
Sy, Sy gets the authentication of Sx; if not, Sy can’t get 
the authentication of Sx. 

Step 5. Sx -> Sy: Sx, Sy, Aij(Message) 
If the previous steps are all going well, then in 

this step, Sx sends a message to Sy in order to inform 
Sy the finish of the mutual authentication. If two CMs 
can’t finish these five steps, they need to report this 
information to CH, and CH will check their legality. 

Each CM has a share key ski with the CH. CH 
uses this share key to send the authentication 
materials. As we can see from the matrix A, idi is the 
result of Lr(i)*Uc(i). When a CM wants to get the 
authentication of CH, it sends the Uc(i) to CH 
encrypted with the share key. Then CH decrypts this 
message and calculates Lr(i)*Uc(i). If the result is 
equal to the UID of that CM, that CM gets 
authenticated. If not, then CH will inquire whether 
other CM has this Uc(i), if other legal CMs do not 
have this Uc(i) , CH asks other CMs to store this 
Uc(i). Then other CMs also know that CM is an 
illegal node. 

Materials update: For better security, the 
authentication materials shouldn’t always be the 
same. So CH sets an expiration time T for 
authentication materials, if T expires, CH needs to 
regenerate and reallocate authentication materials. 

After CH uses the share key to send 
authentication materials, both the CH and CM need 
to update their share key. The procedure of share 
key(between CH and CM) update can be described as: 

 

( 1) ( )i j ijsk H sk   

 
Here, i is the order of CM in Table 1, j is the 

order of ski, for example, sk11 is the first share key for 
Sx and CH, sk12 is the second share key for Sx and CH; 
H is a one-way hash function. 

If there are some CMs being about to use up their 
energy, these CMs will report this information to CH. 
Only when these CMs get authenticated, will CH 
modify the third column of these CMs to 0, and then 
CH sends the Uc(i) of these CMs to all its other CMs. 
And other CMs store these Uc(i). Moreover, CH will 
count the number of the revoked CMs, if the number 
is larger than a threshold Nt, CH allows new nodes to 
add into this cluster and regenerates authentication 
materials. 

 
 

4. Security and Performance Analysis 
 
In this section, we present the security and 

performance analysis of our scheme. 
 

4.1. Security Analysis 
 
Capture Attack: If the capture CM has used up 

energy, other CMs all have store the Uc(i) of this CM. 

If the capture CM hasn’t used up energy or the 
capture is a CH, in order to handle such a case, there 
is an Intrusion Detection System (IDS) which detects 
the abnormal behavior of any intruder. The details of 
the IDS are beyond the scope of this paper and will 
be presented in our future works. 

Man-in-the-middle Attack: In our scheme, the 
session key Kij or Kji is very important for 
authentication and they are never directly exchanged 
between two CMs, so the adversary could get little 
information by eavesdropping the exchanged 
message. If the adversary modifies the exchanged 
message between two CMs, those two CMs can’t 
finish the mutual authentication. But they will report 
this information to CH. And after CH check their 
legality, CH finds that two CMs are both legal. So 
CH knows there is an intruder in the network, and the 
IDS can handle this case. 

Replay Attack: The session key Kij or Kji is never 
directly exchanged between two CMs, so the 
adversary could get little information by 
eavesdropping exchanged message and there is no 
use replaying the exchanged message. 

DoS Attack: In order to handle this case, we let 
CMs sleep at most of the time, and only wake up at a 
unanimous time to do the authentication or 
communicate with each other. Because the adversary 
does not know the unanimous time, it will waste its 
energy. 

 
 

4.2. Performance Analysis 
 
Storage Analysis: The CH has to store 5 items for 

each CM. So the storage of CH is 
n*Length(Name|UID|Lr(i)|SK|Flag). Here, n is the 
number of CMs in its control and the function 
Length() is used to get the length of a string. The 
total storage of CMs will change over time for the 
revocation of CMs and the emergence of 
authentication-failed CMs. CM only needs to store 
Lr(i) and Uc(i) at the beginning of materials 
distribution, but with the number revoked or 
authentication-failed CMs increasing, CM has to 
store M*Uc(i) more information. Here, M is the 
number of revoked or authentication-failed CMs. 
This set can reduce computation cost. 

Computation Analysis: The CH has to do the LU 
decomposition, so it has more computation cost. CH 
and CMs all need to calculate the session key, 
encrypt and decrypt the message. But the 
computation overhead of our proposed scheme is 
very low compared with the schemes which use 
public key technology. 

Connectivity Analysis: In our scheme, every node 
can communicate with each other, so any pair of 
nodes can get authentication between each other. So 
our scheme has good connectivity. 

Scalability Analysis: Clustering makes our 
scheme better scalable. Any new added node can be 
assigned to a cluster by a good clustering algorithm. 
So our scheme has good scalability. 
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5. Conclusions 
 
In this paper, we propose an authentication 

scheme for clustered wireless sensor network which 
has less computation, storage and communication 
cost, and also improves the security without losing 
scalability. The LU decomposition our scheme 
utilized has less computation compared with the 
schemes which are based on public key technology. 
CH has more resource and is responsible for more 
computation. So CMs can work for longer time, and 
significantly extend the survival time of the entire 
network. Any pair of CMs can do mutual 
authentication without the help of other CM. If the 
CMs fail to do mutual authentication, and then CH 
will handle this case. Furthermore, the storage and 
communication overhead of our scheme is very low 
for the compression of the authentication materials 
which also saves the network-wide traffic. The set of 
threshold Nt reduces the frequency of key update 
which also saves the energy of sensor nodes. Take 
advantage of cluster, our scheme is also more 
scalable. A suitable cluster algorithm and an IDS for 
the proposed scheme will be considered in our future 
research. 
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