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Preface 

The accelerating integration of networks, сybersecurity mechanisms, and communication 
systems is redefining the principles by which contemporary platforms are engineered, 
verified, and brought into operation—from industrial automation and intelligent 
transportation to high-data-rate digital links and sensor-rich cyber-physical infrastructure. 
Advances in Networks, Security and Communications, Volume 4 arrives at a moment when 
“connectivity” is no longer a single engineering objective, but a negotiated balance among 
reliability, latency, functional safety, resilience to interference, and exposure to 
adversarial behavior. The chapters in this volume reflect that reality: they do not treat 
networks, sensing, and communication theory as isolated disciplines, but as interacting 
layers whose coupling determines real-world performance and trustworthiness. 

What makes this Book Series timely is its emphasis on practical rigor. Each contribution 
addresses a concrete class of operational constraints—non-deterministic wireless channels 
in safety contexts, GNSS limitations and vulnerabilities in vehicle positioning, and 
frequency-selective distortion in baseband communications—then builds toward methods 
that are implementable, analyzable, and testable. Together, the chapters illustrate a shared 
theme: “robustness” is not a single technique but a system property achieved through 
careful modeling, measurable metrics, and disciplined algorithm design. 

Chapter 1 focuses on one of the most consequential questions in contemporary industrial 
and safety-critical networking: how to reason about—and engineer—communication 
channels whose behavior is not fully certified or fully predictable. Building from the 
established “black channel” and “white channel” concepts used in functional safety 
communications, the authors motivate a grey-channel approach—one that remains 
“uncertified” in the strictest sense, yet is observable and measurable in ways that allow 
the system to adapt and maintain required safety integrity. The chapter develops protocol 
structures (FIDES frames) that can activate or deactivate safety features based on 
monitored channel conditions, such as bit errors, losses, and latency changes. By 
combining redundancy strategies, error detection (notably CRC choices with specific 
Hamming distances), sequence and timing mechanisms, and structured message formats, 
the work illustrates how safety-oriented communication can become adaptive rather than 
static—an increasingly relevant perspective for wireless and interference-prone 
environments. 

Chapter 2 shifts from protocol design to mobility intelligence, addressing vehicle 
localization under conditions where satellite navigation can be degraded, denied, or 
attacked. GNSS has long been the default positioning backbone, but dense urban 
environments, multipath, tunnels, and intentional interference increasingly expose its 
limitations. The chapter presents a method for estimating vehicle position using onboard 
MEMS sensors—accelerometers, gyroscopes, and geomagnetic sensors—by correlating 
sensor signatures against reference runs. 



Advances in Networks, Security and Communications, Vol. 4 

 12 

Beyond the algorithmic details, the chapter’s broader message is about redundancy of 
perception: localization can be treated as a fusion of physical motion cues and map 
structure, offering resilience when traditional radio-based positioning becomes unreliable. 
For practitioners in intelligent transportation systems, autonomy support layers, or safety-
critical fleet operations, the techniques described here point toward pragmatic alternatives 
and complements to GNSS-centric architectures. 

Chapter 3 returns to core communication engineering, tackling the persistent challenge 
of high-data-rate baseband transmission over frequency-selective channels. Such channels 
introduce intersymbol interference (ISI) that can undermine detection performance unless 
the receiver uses equalization strategies capable of handling channel memory. The chapter 
surveys and develops equalization methods grounded in maximum likelihood sequence 
estimation (MLSE) implemented via the Viterbi algorithm, and then explores how 
channel shortening techniques can reduce effective channel memory to make optimal or 
near-optimal detection computationally feasible. This chapter will resonate strongly with 
readers who build or analyze high-throughput digital links—whether in wired access, 
wireless baseband, industrial communication, or embedded communications systems—
where the tension between performance and computational complexity is central. It 
reinforces an essential lesson: receiver design is an optimization problem over accuracy, 
latency, and implementability, not a single “best” algorithm. 

Volume 4 of Advances in Networks, Security and Communications demonstrates that 
engineering progress is often made not by chasing novelty alone, but by tightening the 
loop between observability and design: measure what matters, model it carefully, and 
build mechanisms that remain valid under imperfect conditions. Whether the reader’s 
focus is safety-adaptive protocol behavior, sensor-driven localization beyond GNSS, or 
equalization strategies that unlock high-rate performance in selective channels, the 
chapters share a common spirit of pragmatic depth. 

This book will be valuable to multiple communities precisely because it addresses the 
interfaces between disciplines: researchers, graduate students, industrial automation and 
safety engineers. It is our hope that this volume will serve both as a reference for current 
practice and as a catalyst for further work—work that treats networks not merely as 
conduits for data, but as accountable components of systems that must remain dependable, 
secure, and efficient in the real world. 

 
 
 
 
Dr. Sergey Y. Yurish   
 
Editor 
IFSA Publishing Barcelona, Spain 
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Chapter 1 
Flexible Communication Protocols – Steps 
Towards a Grey-Channel Approach 

M. H. Schwarz and J. Börcsök1 

1.1. Introduction 

Communication protocols play a vital issue in many industrial areas. It started with 
fieldbus communication such as Modbus® [1] in 1979 for the automation area, followed 
by CAN® [1, 2] for the automotive sector and others such as Profibus® [1, 2], Interbus® 
[1, 2] and many others. In the late 1990’s, early 2000’s, many manufacturers adopted their 
communication protocols to Ethernet based technology, such as Profinet® [2], 
EthernetPowerlink® [1] or EtherCAT® [1] and many others. In parallel, in 1996, the first 
OPC® [3-5] communication (OLE for Process Control) was established, which is based 
on a client server architecture that transfers current process data, named OPC-DA® (Data 
Access) [3-5] and is not based on any particular manufacturer’s protocol. This was 
necessary as end-users were using different protocols and it was difficult to get all 
information together in e.g. a control room [3-5], also at this time, not all protocols were 
fully open and standardized. These objective facts resulted in many problems and  
fault-prone communication, therefore OPC® was very successful and several other 
communication specifications and extensions were developed such as OPC-AE® (Alarm 
and Events) [3-5], to provide additional information if an alarm occurred or OPC-HDA® 
(Historical Data Access) [3-5], to provide not only the current process data, but also 
previous data and to aggregate them to determine trends and irregularities. The OPC 
foundation recognized that to establish several client-server communications to access 
actual data, historical data and alarms or events makes the system complex also security 
issues that were not considered in 1996 as a problem to be solved directly on the 
client/server level. Several additional extensions dealing with security, or redundant 
server and client strategies were developed to provide fault tolerant systems. The  
OPC-UA® (Unified Architecture) [3-5] specification was released in 2006, where all 
different UPC specification were united and also security and fault tolerant aspects were 
considered right from the beginning. Also, at this time, companies started to develop or 
extend their existing protocols to safety related protocols such as OpenSafety® [6], 

 

M. H. Schwarz 
University of Kassel, Dept. Computer Architecture and System Programming, Kassel, Germany 
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ProfiSafe® [7] or Fail Safety over EtherCAT® (FSoE) [8]. Very often certification bodies 
were right from the beginning involved. In 2018, the OPC foundation released the  
OPC-UA TSN® specification [9] that allows the use in time-critical applications and 
finally, a safety specification was released, in order to deal with safety critical data. The 
industrial organization HMS-Networks [10] publishes frequently the market shares of the 
different fieldbuses. Fig. 1.1 shows that wireless has a portion of 7 % and states a current 
market growth of 8 %. Table 1.1 shows the markets shares and growths from 2015, 2019 
and 2022 [10]. While in 2015 wireless communication was not relevant, it occupied a 
small portion with a large market growth of 30 % in 2019. Manufacturers realized the 
innovation and potential of wireless communication and users started to replace wired 
communication with wireless in order to reduce the cabling [10]. 

 

Fig. 1.1. Market shares of industrial networks [10]. 

The market growth of 8 % in 2022 is due to fact that Ethernet based communication has 
grown stronger and customizers waiting for products of 5G and its impact. Functional 
safety and cyber security are big issues in wireless communication that have to be 
constantly improved. 

Table 1.1. Market shares of industrial networks in different years [10]. 

 2015 Market 2019 Market 2022 Market 
 Share Growth Share Growth Share Growth 

Fieldbus 66 % 7 % 35 % -5 % 27 % 4 % 
Ethernet 34 % 17 % 59 % 20 % 66 % 10 % 
Wireless - - 6 % 30 % 7 % 8 % 

Profinet 17%
Ethernet/IP 17%

Modbus TCP 6%
EtherCAT 11%

Powerlink 3%
CC-Link 2%

Other Ethernet 10%
Profibus 7%
Modbus 5%

DeviceNet 4%
CC-Link 4%

CAN-Open 2%
Ohter 5%

WLAN 4%
Bluetooth 1%

Other wireless 2%
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Industrial Networks 2022

Profinet 17% Ethernet/IP 17% Modbus TCP 6% EtherCAT 11%
Powerlink 3% CC-Link 2% Other Ethernet 10% Profibus 7%
Modbus 5% DeviceNet 4% CC-Link 4% CAN-Open 2%
Ohter 5% WLAN 4% Bluetooth 1% Other wireless 2%
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Wireless communication is getting popular in automation [11], in process control [12], 
robotics [13], logistic [14] and many other industrial areas. Although, products on LTE 
and 5G are awaited, research, investigations and specifications on 6G are in full progress 
[15]. Nevertheless, issues about safety and security are present and valid [16]: then 
wireless communication is non-deterministic and more interference-prone as wired 
communication [17]. Furthermore, safety issues and security subjects have to be combined 
as sources of faults [18-20]. New methods arise to determine if an intrusion is present or 
only noise. Intruders can be identified by their radio frequency fingerprint [21, 22]. If the 
fingerprints are known, then the transmitter can be classified as trusted otherwise as an 
intruder. The additional advantage is that the detection is carried out at low level of the 
communication and the data is rejected at low level and not withdrawn at high level, where 
the data is already in the process of the receiver [21, 22]. Fig. 1.2 presents different 
scenarios that can arise during transmission [23, 24]. The first scenario shows a normal 
transition without any disturbances. Scenario two shows that the transmission is blocked 
by an obstacle. This is not possible with wired communication. Also, it cannot be stated 
if the obstacle was placed unintentionally (can be stated as a safety issue) or on purpose 
(can be stated as a security issue). The third scenario shows a communication with 
interferences. Disturbances can also happen in wired communication when for example 
the wires are badly shielded. However, disturbances can occur more often in wireless 
communication and can also happen intentionally (as a security issue). Scenario four 
shows an intrusion which is much easier in wireless communication. Traditionally, 
fieldbuses are not connected to the internet and are fully isolated. 

 

Fig. 1.2. Different communication scenarios [23, 24]. 

Each component provides a certain failure rate towards an overall failure rate [25]. This 
overall rate is used to classify the system and its integrity. As the communication is 
operating continuously the Probability of Failure per Hour (PFH) is used to determine 
the actual Safety Integrity Level (SIL). Table 1.2 presents the PFH values and its 
corresponding SIL [25]. 
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Table 1.2. Relation of PFH and SIL. 

SIL SIL / PFH 
PFH for safety system PFH for communication channel 

4 < 10-8 < 10-10 
3 < 10-7 < 10-9 
2 < 10-6 < 10-8 
1 < 10-5 < 10-7 

 

This value defines the possibility that an error occurs but is not detected and this leads to 
a safety critical situation [25]. Wired communication may contribute 1 % of the safety 
value of the overall system [26]. Enough methods exist to detect errors and to decrease 
the PFH value. In communication especially in wireless communication a temporal 
increase of errors due to disturbances can occur. Fig. 1.3 illustrates the behavior of CRCs 
in combination with a changing Bit Error Ratio (BER). The first CRC (blue) is No. 13 
with a Hamming Distance (HD) of 6, while the second CRC (red) is No.0 with a Hamming 
Distance of 3, both listed in Table 1.6, respectively. The PFH value increases if the BER 
increases as well. For a BER of 10-4 the blue CRC would be out of scope of any SIL value 
the red CRC can manage it quite well. 

 

Fig. 1.3. PFH behavior for two different CRCs. 

This illustrates that due to a changing BER the PFH can change as well and finally the 
SIL value. This means the system is operating in a not allowed operating mode. Therefore, 
to continuously monitor the BER and as a result the PFH can be beneficial in order to 
detect, if occasionally, temporally or permanently the defined SIL level is violated. 
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The remaining chapter is structured as follows: Section 1.2 is introducing the different 
channel approaches and discusses why it is beneficial to introduce a Grey Channel. 
Section 1.3 illustrates the different communication models and discusses the selected 
method. In the following section different error detection methods are presented and 
discussed. The equations to calculate the PFH values are indicated in Section 1.5 followed 
by the introduction of the new protocols in Section 1.6. Section 1.7 exposes the results 
and validation. Finally, Section 1.8 concludes and states future work. 

1.2. Black, White and Grey Channel 

In safety communication related to automation and process industries, two different 
approaches exist to describe the communication channel between different devices. The 
first approach is the white channel. The standard IEC 61783 part 3 [27], defines a white 
channel es follows: 

“3.1.1.44 white channel: communication channel in which all relevant hardware and 
software components are designed, implemented and validated according to IEC 61508” 

This implies, that all elements of the communication have to be examined for certification 
as the remaining structure. The result is that two strictly separated communication strands 
exist one for safety communication and one for non-safety communication. An alternative 
is the black channel approach [27]: 

“3.1.1.3 black channel: communication channel without available evidence of design or 
validation according to IEC 61508” 

Fig. 1.4 explains the black channel method where all safety demands are executed in the 
safety layer. The black channel is defined as everything below the safety layer. It does not 
matter, if there already exist any protection or error detection method, it assumes that no 
method exists and every protection is carried out only in the safety layer. 

 

Fig. 1.4. Black Channel method. 

The safety layer possesses all relevant safety methods which are explained and detailed in 
the next sections. The advantage of the black channel approach is that standard, non-safe 
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communication can be mixed with safety communication. The safety protocol can be 
embedded in the standard protocol [23, 24]. This is often performed in automation were 
safe and non-safe messages are sent in one frame [23, 24]. In an information header, it has 
to be indicated if the data is for a safe or non-safe communication. Fig. 1.5 illustrates the 
combination of different message types in one transmission line. Fig. 1.6 [23, 24, 27] 
sketches a more detailed picture how both communications safe and non-safe can operate 
together and how strictly separated the non-safe and safety application has to be, so that 
they do not affect with each other. 

 

Fig. 1.5. Combination of safe and non-safe protocols [23, 24, 27]. 

 

Fig. 1.6. Combination of safe and non-safe application [23, 24, 27]. 

The term grey channel is originally defined for railway systems in the DIN EN 50159  
[28, 29] and has an identical meaning as the black channel in the Standard  
IEC 61783-3 [27]. 

Safety Protocol

Standard Protocol Standard Protocol

Safety Protocol

Standard 
Communication

Safety 
Communication

Safety 
Communication

Standard 
Communication

Black Channel

Transmission Medium

Data Link Layer

Physical Layer

Safety Application

Safety Objects Safety Data

Safety Management

Application  

Application Layer



Chapter 1. Flexible Communication Protocols – Steps Towards a Grey-channel Approach 

19 

In the work of Åkerberg [30] a grey channel is defined as a non-safe communication 
channel lacking a black channel assessment. Here, safe related data is transmitted over a 
grey channel for information purposes only [24, 30]. 

In Åkerberg et al. [31] an interesting definition of a grey channel is presented, where a 
black channel has not to fulfil any requirements. A grey channel is a communication which 
fulfils requirements or possesses some constraints, which are at least a minimum 
bandwidth or maximum amount of latency. The authors argue that nowadays a grey 
channel would be a better approach for safety communication [24, 30]. 

In this article the communication channel should be observable and at least the number of 
data bit errors and data bit losses can be detected and counted. It is not necessary to 
estimate the Bit Error Ratio (BER) or the Bit Less Ratio (BLR), as errors and losses are 
counted. It is beneficial to measure the transition time of a sent request and received 
answer in order to determine the latency and to determine if the latency starts to increase. 
Therefore, a grey channel can be defined as follows: 

Grey Channel: communication channel without available evidence of design or validation 
according to IEC 61508, but is observable and bit errors and bit losses can be detected 
and counted and chances in the latency can be detected as well. 

1.3. Communication Models 

The standard IEC 61783 part 3 [27], defines four different communication models related 
to safety communication. The four models present different fault detection methods and 
show possible implementation constructions; other models exist and can also be used. The 
implementation can be done in hardware or software. 

1.3.1. Model A – Two Safety Layers One Message 

This model as shown in Fig. 1.7 possesses two safety communication layers that perform 
independently the safety procedures and verify it. If the cross-checking reveals a 
difference, then reasonable actions have to be taken in order to maintain safety. The safety 
communication layers are not as independent as in Model D. 

 

Fig. 1.7. Model A [27]. 
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1.3.2. Model B – Redundant Layers, Messages and Transmission 

This model possesses every part twice. It consists of two safety layers; two 
communication lines and two separate messages are generated. The message can be 
identical or inverted; also, different transmission mediums can be used (Fig. 1.8). 

 

Fig. 1.8. Model B [27]. 

1.3.3. Model C – Redundant Layers, Messages, One Transmission 

This model is similar to Model B. The system is entirely redundant besides it uses the 
same transmission line, not a separate as Model B (Fig. 1.9). 

 

Fig. 1.9. Model C [27]. 

1.3.4. Model D – Two Safety Layers and Two Messages 

This model can be seen as a mixture of Model A and C. It generates two messages and 
consists of two separate layers. As a variant of Model D, it is also possible to generate 
only one message (Fig. 1.10). 
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Fig. 1.10. Model D [27]. 

1.4. Error Detections Methods 

Different communication standards [27, 28] and reports [17, 23, 24] on communication 
protocols describe different classes of errors in messages and provide error detection 
mechanisms to spot them for example for ProfiSafe® [2, 7, 32, 33] and OpenSafety®  
[6, 34, 35]. Data bits in messages can change due to some technical errors, intentional or 
unintentional interference, noise and other faults. In general, the following identified 
errors have to be detected. The numbers and letters after the errors and detection method 
are used in Table 1.3 to state which error can be detected using which method: 

- Unintended repetition (1): A receiver gets an outdated message [27, 24]; 

- Corruption (2): Data bits are falsified during transmission [27, 24]; 

- Incorrect sequence (3): messages reached the receiver not in the order as sent [27, 24]; 

- Loss (4): A sent message is not reaching the receiver or the acknowledgment of a 
received message has not arrived at the original transmitter [27, 24]; 

- Unacceptable delay (5): The defined maximum time to receive a message is exceeded 
[27, 24]. Additional, also a minimum time can be defined; 

- Insertion (6): A message is received which belongs to an unexpected or unknown source 
[27, 24]. The message cannot be rated as correct, unintended repetition or incorrect 
sequence [27]; 

- Masquerade (7): a non-safe relevant message is classified as a safety message [27, 24]. 

Errors in a message can be detected with the following procedures: 

- Sequence number (A): A number is integrated in the message that is incremented from 
message to message [27, 24]; 

- Time stamp (B): The absolute or relative time is added to the message. It is necessary 
that transmitter and receiver are synchronized [27, 24]; 

- Time expectation (C): The message has to reach the message within a predefined time. 
It can be the time between two received message or the time between a transmitted and 
received message [27, 24]. A synchronization is not necessary; 
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- Connection authentication (D): It is an exclusive source and/or destination identifier in 
the message that describes the logical address of the safety relevant transmitter [27, 24]; 

- Feedback message (E): The receiver confirms the correct arrival of the message  
[27, 24]. The acknowledge message can consists of a short message that only 
acknowledges the received message, it can additionally consist of the original message 
or additional information that verifies the message is received correctly; 

- Data integrity assurance (F): Redundant data is added to the message is such a way that 
it can be detected if the data got falsified. [27, 24]. Normally, a CRC is used; 

- Redundancy with cross checking (G): The message is sent twice, within one message or 
as a separate message. The data can be identical or changed e.g. inverted [27, 24]. 

Table 1.3. Error versus detection method. 

Method/Error A B C D E F G 
1 X X     X 
2      X X 
3 X X     X 
4 X X   X  X 
5  X X     
6 X X  X X  X 
7    X X   

 

From Table 1.3 it can also be seen that several methods are needed to detect all classes of 
errors. Therefore, several methods have to be selected. 

1.5. PFH – Equations 

The communication standard IEC 61784-3 [25] defined the PFH value for communication 
as follows: 

 𝑃𝑃𝑃𝑃𝑃𝑃 =  3600 ∙ 𝑣𝑣 ∙ (𝑚𝑚 − 1) ∙ 100 ∙ 𝑃𝑃𝑢𝑢𝑢𝑢  , (1.1) 

where v is the number of safety relevant messages per second, m is the number of 
communication nodes and Pue is the residual probability of error. The value 100 specifies 
that the transmissions only contributes 1 % to the error rate, as discussed in Table 1.2. To 
calculate the Pue value, it can be founded on a Binary Symmetric Channel (BSC) approach 
[26]. In this approach that a bit changes from value 0 to value 1 or vice versa is equal to 
probability ε [26, 36]. 

 𝑝𝑝(1|0)  =  𝑝𝑝(0|1)  =  𝜀𝜀 (1.2) 

The equation of Pue can be found in IEC 61784-3 [25] as follows:  

 𝑃𝑃𝑢𝑢𝑢𝑢 ≤ ∑ �𝑛𝑛𝑖𝑖 � ∙ 𝜀𝜀
𝑖𝑖 ∙ (1 − 𝜀𝜀)𝑛𝑛−𝑖𝑖𝑛𝑛

𝑖𝑖 = 𝑑𝑑 , (1.3) 
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where n is the message length, and d is the Hamming Distance. If n is small then the Pue 
can be calculated exactly. However, often is n large and the computational effort is 
immense. Therefore, an approach is used by Wacker et al. [37] that derive an upper bound 
for Pue avoiding to calculate the weights: 

 𝑃𝑃𝑢𝑢𝑢𝑢 ≤
72
121

∙ √2∙𝜋𝜋∙𝑛𝑛
2𝑟𝑟∙𝑑𝑑!

∙ 𝑛𝑛𝑑𝑑 ∙ 𝜀𝜀𝑑𝑑 + 𝑅𝑅𝑛𝑛(𝜀𝜀), (1.4) 

where r is the length of the checksum and Rn(ε) is the remainder term, and defined as [37]:  

 𝑅𝑅𝑛𝑛(𝜀𝜀) ≤ �
2𝑛𝑛 ∙ �√𝜀𝜀�

𝑛𝑛
, 𝑖𝑖𝑖𝑖 𝑛𝑛 ≥ 3 𝑎𝑎𝑎𝑎𝑎𝑎 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒

2𝑛𝑛 ∙ �√𝜀𝜀�
𝑛𝑛−1

, 𝑖𝑖𝑖𝑖 𝑛𝑛 ≥ 4 𝑎𝑎𝑎𝑎𝑎𝑎 𝑜𝑜𝑜𝑜𝑜𝑜
 (1.5) 

When inserting equation (1.4) in equation (1.1), and using the first term of equation (1.5) 
as remainder, then this results in the following equation: 

 𝑃𝑃𝑃𝑃𝑃𝑃 =  3600 ∙ 𝑣𝑣 ∙ (𝑚𝑚 − 1) ∙ 100 ∙ � 72
121

∙ √2∙𝜋𝜋∙𝑛𝑛
2𝑟𝑟∙𝑑𝑑!

∙ 𝑛𝑛𝑑𝑑 ∙ 𝜀𝜀𝑑𝑑 + 2𝑛𝑛 ∙ �√𝜀𝜀�
𝑛𝑛
� (1.6) 

In Wacker et al. [37], it is argued when calculating nmax that the remainder is small and 
can be neglected. In equation (1.6) the remainder is used but only for an even data length. 
Most messages are even when using the adaptive protocols in the next section and where 
the message has an odd length the difference is very small but makes the computation 
easier. When it is distinguished between bit error ε and bit loss φ then the following 
equation can be used [26]: 

 𝑃𝑃𝑃𝑃𝑃𝑃 =  3600 ∙ 𝑣𝑣 ∙ (𝑚𝑚 − 1) ∙ 100 ∙ (1 − 𝜑𝜑)𝑛𝑛 ∙∙ � 72
121

∙ √2∙𝜋𝜋∙𝑛𝑛
2𝑟𝑟∙𝑑𝑑!

∙ 𝑛𝑛𝑑𝑑 ∙ 𝜀𝜀𝑑𝑑 + 2𝑛𝑛 ∙ �√𝜀𝜀�
𝑛𝑛
� (1.7) 

The authors in [38] argue that all bit losses are detected by the receiver as the data frame 
is getting violated. Therefore, it is paradox but true, that the PFH value in this equation is 
actually getting better if more bits getting lost. The variables from equation (1.6) and (1.7) 
can be more or less changed. Variable m, number of safety nodes, is mostly fixed. Variable 
v is the number of safety relevant messages per second. V varies depending if the messages 
have to be sent more than once, depending of the protocol or if for example the method 
redundant messages is active or not. Variable r (bits of CRC) and d (Hamming Distance) 
depend on the selected CRC. Variable n, is the length of data k and length of CRC r, as 
shown in equation (1.8). The variables bit error ratio ε and bit loss ratio φ are counted by 
the algorithm. 

 𝑛𝑛�𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ�  =  𝑘𝑘�𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ� + 𝑟𝑟�𝐶𝐶𝐶𝐶𝐶𝐶𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ� (1.8) 

However, for the next section equation (1.6) is used as all bits that are not correct, does 
not matter if lost or false are getting counted as errors. When bits are getting lost or added 
this can be described as follows: 

 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿/𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴  =  ∑ |𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵−𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵|𝑛𝑛
0

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
 (1.9) 

If data gets falsified then this can be calculated as shown: 
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 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂/𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼  =  ∑ 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝑛𝑛
0
𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵

 (1.10) 

Inserting equation (1.9) and (1.10) into equation (1.7) results in: 

 𝑃𝑃𝑃𝑃𝑃𝑃 =  3600 ∙ 𝑣𝑣 ∙ (𝑚𝑚 − 1) ∙ 100 ∙ (1 − 𝜑𝜑)𝑛𝑛 ∙ 

 ∙

⎝

⎜
⎛

72
121

∙ √2∙𝜋𝜋∙𝑛𝑛
2𝑟𝑟∙𝑑𝑑!

∙ 𝑛𝑛𝑑𝑑 ∙∙ �𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿
𝐴𝐴𝐴𝐴𝐴𝐴

+ 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸
𝑂𝑂𝑂𝑂𝑂𝑂.𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼

�
𝑑𝑑

+

+2𝑛𝑛 ∙ ���𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿/𝐴𝐴𝐴𝐴𝐴𝐴 + 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝑂𝑂𝑂𝑂𝑂𝑂./𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼��
𝑛𝑛

⎠

⎟
⎞

 (1.11) 

The reason, why the errors get differentiated is that two different functions are verifying 
if the bit is falsified or if the number of received bits is correct. The final equation is shown 
below: 

 𝐹𝐹𝐹𝐹 =  3600 ∙ 𝑣𝑣 ∙ (𝑚𝑚 − 1) ∙ 100 ∙ (1 − 𝜑𝜑)𝑛𝑛 ∙ 

 ∙

⎝

⎜
⎛

72
121

∙ √2∙𝜋𝜋∙𝑛𝑛
2𝑟𝑟∙𝑑𝑑!

∙ 𝑛𝑛𝑑𝑑 ∙ �∑ |𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵−𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵|𝑛𝑛
0

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
+ ∑ 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝑛𝑛

0
𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
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𝑑𝑑

+

+2𝑛𝑛 ∙ ���∑ |𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵−𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵|𝑛𝑛
0

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
+ ∑ 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝑛𝑛

0
𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝑒𝑒𝑒𝑒 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
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𝑛𝑛

⎠

⎟
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 (1.12) 

1.6. Adaptive Protocols 

This section describes all developed protocols that varies the behavior depending on the 
calculated PFH value. Those protocol structures called FIDES (Finding Errors), to give 
them a name. 

1.6.1. General Structure 

Normally, in wired communication, large data packets are sent, as typically the error rate 
is low and the wires should be appropriately shielded [2]. One example is the category of 
summation frame of a field-bus system. Data for different field-bus nodes are chained up 
and send along the transmission line. Fig. 1.11 shows a schematic, where separate slots 
are used for specific nodes or processes. The data field can contain process data or 
commands or both depending on the actual protocol or configuration. Also, each data slot 
for a particular communication node, can also have its own data CRC protection. 

Fig. 1.12 shows another example similar to Modbus [1, 2, 23] where each client or 
communication node is addressed followed by a command and data. Several client or node 
register can be read at once if they are adjacent or data can be written to several nodes, 
also, if they are next to each other. The message is protected by a CRC. 



Chapter 1. Flexible Communication Protocols – Steps Towards a Grey-channel Approach 

25 

 

Fig. 1.11. Similar to a Sensor-Actuator Fieldbus [1, 2, 23]. 

 

Fig. 1.12. Modbus Fieldbus [1, 2, 23]. 

In wireless communication disturbances can occur more frequently therefore, it is 
beneficial to keep messages short, as shown in Fig. 1.13. CRC can detect if errors are in 
the message but cannot correct them. So, if one bit is wrong the entire message has to be 
resent, if there is enough time. 

 

Fig. 1.13. Wireless Communication [23]. 

In the proposed protocols the message length is kept very short, so even if data belongs to 
the same communication node it is put in a separate message. Therefore, if a node controls 
several automation or control loops, they are independently accessed. If a message for a 
particular loop gets disrupted this does not interfere with the other loops. The general 
protocol structure is shown in Fig. 1.14: 

 

Fig. 1.14. Protocol structure [23]. 

Table 1.4 explains the additional information / header of the protocol. With the identifier 
(ID) a particular loop or client can be identified. As mostly underlaying protocols are used 
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as typical for a black channel approach, this identifier is not replacing the addressing part 
but can indicates more precisely, which safety loop or process is meant. The safety flags 
indicate which safety method is activated. As the safety flags varies in the protocols, they 
are explained in detail in the subsections. K defines the data length, in Fides 1 up to  
1012 bits can be sent, therefore, 10bits are necessary. In Fides 2 only up to 100 bits are 
used, depending on the selected CRC. Therefore, 7bits are necessary. R defines the CRC 
length at the end of the message. Data and CRC vary on the amount of data to be sent and 
on the number of bits that are added for protection at the end of message depending of the 
selected CRC. 

Table 1.4. Protocol bits. 

 Bitlength Comments 
ID 4 Client/Process identifier 

Safety Flags 4 Switches safety methods on/off 
CRC-ID 4 Selected CRC 

k 10/7 Data length 
r 4 CRC length 

Data Variable Data + add. Information 
CRC variable CRC protection 

 

1.6.2. Fides 1 

Fides 1 is the first structure that was developed and studied. It used Model A, as detailed 
in Section 1.3. In Table 1.5, the different safety flags are presented. With the first bit it is 
indicated if the time stamp is added to message. The second bit specifies if the method 
consecutive number is active, followed by the CRC, which can also be switched off or on 
and finally if the data is sent inverted and added to the message as shown in Fig. 1.14. 

Table 1.5. Fides 1 Safety bits. 

Bit position Bitlength Comments 
1 1 Time stamp 
2 1 Consecutive number 
3 1 CRC active 
4 1 Redundant, inverted data 

 

The different CRCs that can be selected are shown in Table 1.6. It represents the first 
group; Fides 1 is only operating with these CRCs. The CRCs are used from Koopman 
[39]. The composed group has CRCs with Hamming Distances from 3 to 6, have a CRC 
length from 6 bits to 16 bits and a data length from 57 bits up to 1012 bits. 
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Table 1.6. CRC Group 1. 

No. CRC r k d 
0 0x33 6 57 3 
1 0x65 7 120 3 
2 0xe7 8 247 3 
3 0x119 9 502 3 
4 0x327 10 1013 3 
5 0x5b 7 56 4 
6 0x83 8 119 4 
7 0x17d 9 246 4 
8 0x247 10 501 4 
9 0x583 11 1012 4 

10 0xbae 12 53 5 
11 0x212d 14 113 5 
12 0xac9a 16 241 5 
13 0x372b 14 57 6 
14 0x573a 15 114 6 
15 0x9eb2 16 135 6 

 

Fig. 1.15 shows the data-skeleton without any protection method, and is the minimal set 
to be transmitted [23, 24]. This structure has no protection at all, but different protection 
methods can be added. 

 

Fig. 1.15. Minimal structure without any protection. 

5 10 15 20 25 30

Data Bits

0

0.2

0.4

0.6

0.8

1

Va
lu

es

Data Transition

ID-Number = 1

Ti
m

e-
St

am
p

C
on

se
cu

tiv
e 

N
um

be
r

C
R

C

In
ve

rte
d 

D
at

a

Data Length CRC Length Data = 63 (00111111)

0 0 0 1 0 0 0 0 0 0 0 0 0 1 1 1 1 0 0 0 0 0 0 0 1 1 1 1 1 1

Data
Data-Points
ID-Number
Time-Stamp
Consc. Number
CRC
Inverted Data
Data Length
CRC length
Data

Fides legend



Advances in Networks, Security and Communications, Vol. 4 

 28 

In the beginning the consecutive number was put before the CRC-ID. This position was 
not ideal, as the position of the CRC-ID shifted depending if the feature was switched on 
or off. Fig. 1.16 shows the old position with consecutive numbers and Fig. 1.17 
demonstrate the new position with three successive messages. 

 

Fig. 1.16. Consecutive number at front. 

 

Fig. 1.17. Consecutive number in data field. 
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Fides 1 inverts only the data section if activated and not the entire message as a part of an 
additional safety method. The data is better secured. The inversion is demonstrated by 
equation (1.13). The first line is the original data, which gets falsified in the second line. 
When using an XOR function with the inverted data, then the number of falsified data bits 
can be identified. This is particular interesting when counting the number of errors in a 
message [23, 24]. 

 

1 0 1 0 1 0 1 0  𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
1 1 1 0 0 1 1 0     𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 

𝑋𝑋𝑋𝑋𝑋𝑋
0 1 0 1 0 1 0 1  𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
1 0 1 1 0 0 1 1                  𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 

 (1.13) 

1.6.3. Fides 2 

The second approach is Fides 2, which uses a combination of Model A and Model D, as 
described in Section 1.3. Also, it takes the finding of Fides 1 into account. The safety flags 
got a different meaning and switches new features as described the Table 1.7. 

Table 1.7. Fides 2 Safety bits. 

Bit position Bitlength Comments 
1 1 Full redundancy 
2 1 Message number 
3 1 CRC group 1 or group 2 active 
4 1 Redundant, inverted data 

 

It was decided that the feature CRC cannot be switched off anymore. Although, inverted 
redundant data can be used to detect errors and also to count them, but it is difficult to 
argue that a message is not sent with a CRC protection. Fides 2 actually uses two CRC 
tables, the first group as shown in Table 1.6 and used by Fides 1 and a new group as shown 
in Table 1.8. Those CRC’s have a larger r but also a higher Hamming distance d. For the 
length of r, 4 bits does not fit, therefore, the minimal value of 21 is subtracted so that  
4 bits are enough. The receiver has to add the value 21 in order to get the correct length. 
This has to be done only if the CRC group2 is used. The consecutive message number 
was also kept, as it is a simple but important feature to detect errors such as [23, 24]: 

- Repetition of a message; 

- Loss of a message; 

- Insertion of a message; 

- Wrong sequence. 

Fig. 1.18 displays three messages with the features: consecutive number with regular data 
and the inverted transmitted data in one message. If the data is corrupted then a 
comparison of data and inverted data with the help of an XOR function can be performed 
[23, 24]. The new feature full redundancy [34, 23, 24] inverts the entire message and send 
it as a separate message. The only values that are not inverted are the ID, the bit inverted 
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message and the CRC. The ID is not inverted as the client has to know for whom the 
message is, the bit full redundancy indicates that this is the redundant message and CRC 
should not be inverted so that the normal CRC checking procedure is used. Otherwise, the 
message has to be inverted first and the CRC is checked afterwards. Fig. 1.19 shows the 
original message and the inverted message. It also consists of the inverted process data. 
The redundant message is also important for to count the errors. At the end, the number 
of bit errors has to be detected in order to calculate the PFH value, as stated in the 
equations above. A simple XOR function is used to determine the differences in the 
messages and those are then added together. 

Table 1.8. CRC Group 1. 

No. CRC r k d 
0 0x12faa5 21 106 7 
1 0x189efe 22 105 7 
2 0x5e2419 23 106 7 
3 0x880ee6 24 231 7 
4 0x289cfe 22 105 8 
5 0x469d7c 23 105 8 
6 0xcba785 24 105 8 
7 0x4429686 27 48 9 
8 0xeaa72ab 28 99 9 
9 0x1e150a87 29 100 9 

10 0x242c0684 30 100 9 
11 0x12b00d4 25 40 10 
12 0x32def69 26 40 10 
13 0x51aff9a 27 41 10 
14 0x1e150a87 29 100 10 
15 0242c0684 30 100 10 

 

 

Fig. 1.18. Consecutive number, data and inverted data. 
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Fig. 1.19. Redundant message. 

1.6.4. Fides 3 

The third approach is Fides 3 that uses a combination of Model A and Model D, as before. 
Also, it takes the finding of Fides 1 and Fides 2 into account. Fig. 1.20 shows the new 
structure, where variable r is erased and the message number has now a fixed and 
permanent position. The place of the safety flag reserved for the consecutive message 
number is now used to indicate if this current message is the redundant message as shown 
in Table 1.9. This means, the first safety flag indicates if the method full redundancy is 
active and the second bit states if this message is actually the redundant message. 

 

Fig. 1.20. Protocol structure. 

Table 1.9. Fides 3 Safety bits. 

Bit position Bitlength Comments 
1 1 Full redundancy 
2 1 Redundant Message  
3 1 CRC group 1 or group 2 active 
4 1 Redundant, inverted data 
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Fig. 1.21 shows again the original message and the inverted message. The ID, the method 
full redundancy and the flag redundant message are not inverted. The receiver knows 
exactly how to treat the message. 

 

Fig. 1.21. Message and redundant message. 

1.6.5. Fides 4 

The fourth approach is Fides 4, that uses again a combination of Model A and Model D. 
Also, it takes the findings of the previous structures into account. When calculating the 
PFH value, equation (1.12) is used for an even data transmission, that included header, 
data and CRC. The selected CRC is the only part in the Fides frame that can make the 
number of bits to be sent odd. In order to calculate a precise PFH value, Fides 4 
distinguishes if the number of bits are even or odd. If they are already even, the frame is 
selected as shown in Fig. 1.20 of Fides 3. If the number of bits is odd. An Even-bit is 
added before the CRC, that makes now the frame even, as shown in Fig. 1.22 and equation 
(1.12) can now be used, correctly. Fig. 1.23 shows again the data frame with the  
added Even-bit. 

1.7. Tests and Validation 

This section discusses the different findings of the protocols and describes which one are 
taking into further considerations and which one are not more considered. 
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1.7.1. Tests with Fides 1 

Fides 1 was the first protocol to investigate the different features. The time stamp is an 
often-used method to detect if a message is on time or outdated. This method relies on a 
synchronization of all participants in the communication loop. Easier to establish is the 
method time expectation. A message has to arrive within a predefined time, as shown in 
Fig. 1.24. 

 

Fig. 1.22. Message with an Even Bit. 

 

Fig. 1.23. Message and redundant message with Even-bit. 

If the message is too late or does not reach the receiver at all, the time elapses and the 
problem is detected. If a minimal reaction is defined, which is the minimum to receive the 
message, and it arrives faster before the minimum time elapses then this message should 
be treated with caution as this could be a message error of the category insertion, as 
described before, or it can be an intrusion. Fides 2 is taken those findings into account. 
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Fig. 1.24. Time expectation. 

1.7.2. Tests with Fides 2 

Fides 2 worked well, but also revealed some drawbacks. As the sequence number is an 
important feature, it is mostly active anyway, so therefore, this flag is not necessary. The 
flag redundancy was used to identify the redundant inverted message. It should have two 
flags, one indicates the feature redundancy is used, and one that actually tells that this is 
the redundant message. Therefore, the omitted sequence number flag can be reused as the 
indication of the redundant message. Fides 2 has also some redundant information as 
shown in the figure below. The CRC-length is known, as the CRC-ID indicates which 
CRC should be used. 

 

Fig. 1.25. Fixed and variable structure of Fides 2. 
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1.7.3. Tests with Fides 3 

Fides 3 worked well, but showed that when often a CRC was selected that makes the data 
frame odd and then taking equation (1.12) for PFH for even data frames that when 
comparing using the equation for odd data frames that an increasing error can be stated. 
Therefore, it is beneficial to decide beforehand if all frames are either even or odd. 

1.7.4. Tests with Fides 4 

Fides 4 solved the problem that equation (1.12) can be used without any restrictions. To 
use the even-bit, if it is placed in the frame as an additional feature: all one-bits were 
counted and if this number is even then the even-bit is set to zero others one. 

1.8. Conclusions and Future Work 

Several new data frames for communication are presented that can change its safety 
features depending on the actual PFH value. The actual decision when a feature should be 
active or deactivated, was not the main topic, it was more focused which feature is useful 
and which can be omitted. Fig. 1.26 shows the principle of the observation of the PFH 
value and therefore for the SIL. The different Fides-frames are a continues investigation 
of different features and the calculation of the PFH value. Methods like time stamp was 
omitted and others like expectation time or full redundancy added to the frames. The 
method Even-bit made the PFH calculation more exact as the correct remainder for the 
even frame is used. However, further investigations are necessary. 

 

Fig. 1.26. Example of SIL observation [24]. 
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1.8.1. Future Work 

The next steps are to investigate to add further bits to the data frame, such as the Even-bit 
either on fixed positions or on dynamical changing positions, in order to detect, if for 
example the header structure is violated. To use two or even more CRCs to protect certain 
parts of the frame, can be useful. The selected CRCs have a large range of CRC lengths. 
This should be reinvestigated to find CRCs with a similar length r. When the frames are 
used within other protocols then the frame length should be extended with the stuffing 
bits to a multiple of 8bits. Therefore, a similar length r could be beneficial in order not to 
add too many stuffing bits. An investigation of security issues such as encryption should 
be added to the frames. Finally, an effective decision make has to be developed. 
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Chapter 2 
Network-wide Vehicle Localization Algorithm 
Based on MEMS Sensor Data 

Takayoshi Yokota1 

2.1. Summary 

Global Navigation Satellite System (GNSS) has been widely utilized as a method to 
accurately determine the position of a vehicle, but at present, the accuracy may be 
degraded depending on the radio wave reception conditions from the satellite. There have 
also been growing concerns about cyber-attacks on GNSS. We have been developing a 
method for estimating the position of a traveling vehicle using MEMS sensor data 
acquired using acceleration, gyro, and geomagnetic sensors. This algorithm has been 
evaluated in several fixed courses and obtained good results with a position error of less 
than 1 m. In the current study, we present a solution to extend this vehicle localization 
algorithm with MEMS sensor data by combining it with a map-matching algorithm in 
order to associate reference sensor data with road links. This will significantly reduce the 
computational time by avoiding exhaustive cross-correlation calculation to vast amount 
of sensor data. 

2.2. Introduction 

As part of our ongoing research, we have developed a vehicle localization algorithm based 
on micro-electromechanical system (MEMS) sensors and demonstrated the error of  
0.37 m in a smooth traffic region and about 1.6 m in fluctuating traffic through evaluation 
tests on a flat road along a river in Tottori, Japan [3, 4]. However, these results were for 
evaluations on the same fixed road sections. In order to generalize our vehicle localization 
algorithm, it must be capable of handling arbitrary road network reference data. This 
chapter describes how to extends the algorithm by including road link information on 
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which the reference vehicle is running within the reference sensor data in order to 
associate sensor data with road link data based on recently published papers [1, 2]. This 
extension of the algorithm will significantly reduce the cross-correlation calculation time 
by avoiding exhaustive comparisons with all sensor data. Instead, the cross-correlation 
calculations are limited to adjacent links only. By applying a map-matching algorithm, we 
can obtain not only the vehicle's location (latitude and longitude) from RTK-GNSS but 
also the specific road link on which the vehicle is traveling. 

2.3. Basic Algorithm of Vehicle Localization 

Terrain-based localization is an interesting research field that has emerged in recent years 
[1-16]. Most of the prior studies have focused on using the pitch rate of running vehicles 
as a feature of the road surface. The algorithm of the vehicle localization based on cross-
correlation of MEMS senor data we developed is shown in Fig. 2.1. First, to determine 
the location of the evaluation vehicle, our algorithm estimates the relative time lag 
between the two vehicles at the same point on the target road. The cross-correlation 
function is used to decide whether the two vehicles are located at the same position: 
specifically, if we can find a time lag between the two vehicles that makes the cross-
correlation function maximum, it is presumably the correct time lag. Once we obtain the 
time lag, the location of the evaluation vehicle is substituted by the location of the 
reference vehicle as based on the estimated time lag. We obtain a set of reference sensor 
data by MEMS sensors equipped on the reference vehicle and correlated it with the sensor 
data of the evaluation vehicle. The reference vehicle comes equipped with a high precision 
GNSS(RTK-GNSS) [17] and its precise location is recorded together with the MEMS 
sensor data sampled at 50 Hz. We operated the RTK-GNSS at 5 Hz and performed 
interpolation and over-sampling at 50 Hz to obtain the reference location data. Once the 
MEMS sensor data matches the reference sensor data, we can estimate the position of the 
evaluation vehicle by substituting the position of the reference vehicle at the time where 
the MEMS sensor data best matches. Assume the MEMS sensor data obtained by several 
vehicles, where the first time is denoted by f(t) and the second time is g(t). The cross-
correlation function over a range of k = 0...N − 1 is given by 

 𝑅𝑅(𝑖𝑖, 𝑗𝑗)  =  ∑ ��𝑓𝑓𝑖𝑖+𝑗𝑗+𝑘𝑘 − 𝑓𝑓𝑖̅𝑖+𝑗𝑗�(𝑔𝑔𝑖𝑖+𝑘𝑘 − 𝑔̅𝑔𝑖𝑖)�𝑁𝑁−1
𝑘𝑘 = 0 /√𝐹𝐹 ∙ 𝐺𝐺, (2.1) 

where 

 𝐹𝐹 =  ∑ �𝑓𝑓𝑖𝑖+𝑗𝑗+𝑘𝑘 − 𝑓𝑓𝑖̅𝑖+𝑗𝑗�
2 … … … … … … … … … … … … … . .𝑁𝑁−1

𝑘𝑘 = 0 , (2.2) 

 𝐺𝐺 =  ∑ (𝑔𝑔𝑖𝑖+𝑘𝑘 − 𝑔̅𝑔𝑖𝑖)2𝑁𝑁−1
𝑘𝑘 = 0 , (2.3) 

 𝑓𝑓𝑖̅𝑖+𝑗𝑗  =  1
𝑁𝑁
∑ 𝑓𝑓𝑖𝑖+𝑗𝑗+𝑘𝑘𝑁𝑁
𝑘𝑘 = 0 , (2.4) 

 𝑔̅𝑔𝑖𝑖  =  1
𝑁𝑁
∑ 𝑔𝑔𝑖𝑖+𝑘𝑘𝑁𝑁
𝑘𝑘 = 0  (2.5) 
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Fig. 2.1. Basic concept of vehicle localization algorithm based on MEMS sensor data. 

If we can find the maximum value of the cross-correlation function, it means that the two 
vehicles exist at the same or very close location with the time lag. We used acceleration, 
gyroscope, and geomagnetic sensor (Mpu9250) [18] to obtain the sensor data. Each has 
three axes, so we have nine items of sensor data simultaneously. Each sensor data has a 
cross-correlation function, and we average all nine of them to obtain a stable  
cross-correlation function. For this purpose, we obtain the optimum weights by using a 
simulated annealing algorithm described in our previous work. [3, 4] The pitch rate has a 
maximum weight value 0.244. After the optimally weighted cross-correlation function is 
obtained we can estimate the time lag profile. 

2.4. Target Area of the Evaluation 

Fig. 2.2 shows the target area of about 3×7 km located in Tottori, Japan. It covers an 
almost completely flat area facing the Japan Sea and running alongside a river. Fig. 2.3 
shows the corresponding satellite image. Fig. 2.4 shows the reference vehicle trajectory 
around node 42 together with its map-matched results (indicated by red dots). 

This area was chosen because it is fairly flat and because it is difficult and challenging to 
localize a vehicle from the features of this road that are obtained by MEMS sensors. 
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Fig. 2.2. Target area of about 3×7 km and reference vehicle trajectory. Reference sensor data  
of total milage of 31.8 km was acquired. 

 

Fig. 2.3. Satellite image of 3×7 km target area in Tottori, Japan. 

 

Fig. 2.4. Example of reference vehicle trajectories and its map-matched result. Reference vehicle 
trajectories around node 42 are shown. Map-matched results are indicated by red dots. 
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2.5. Vehicle Localization in a Series of Road Links 

2.5.1. Map-matching Algorithm for Preprocessing the Reference Data 

Map-matching algorithms are well-known in the field of vehicle navigation systems or 
vehicle route analysis in the logistic research field. Since the GNSS data of the reference 
vehicle is high-precision thanks to using RTK-GNSS, most of the anxiety about its 
accuracy is needless. We developed an in-house map-matching algorithm [10] that is 
highly precise even though the GNSS data interval is quite long (e.g., 10 seconds). For 
our application, we utilize the Japan Digital Roadmap as road links. For RTK-GNSS data 
that has a cm-order accuracy and a 5-Hz sampling interval of the reference vehicle, the 
error rate of the map-matching algorithm is usually 0 %. 

Fig. 2.3 shows examples of the reference vehicle trajectories by RTK-GNSS and the 
results of map-matching, where red and green respectively indicate slow and moderate 
speeds. With this map-matching, we can determine which road link the reference vehicle 
was running on and at what time. This means that each time series of the MEMS sensor 
data of the reference vehicle can be associated with each road link. Colored rectangles 
indicate the positions of the reference vehicle along with the direction in which it is 
heading. Small red dots are map-matched points that are projected to appropriate positions 
on road links. The map-matching algorithm [10] has a grid resolution of one meter, so the 
red points are plotted on 1-m grid points. 

2.5.2. Vehicle Localization Traversing a Road Link 

The sensor data is a time series and the amount of it will continue to grow, so it needs to 
be organized in a sophisticated way. The sensor data are assigned to road link data by a 
map-matching algorithm. Fig. 2.5 shows the ground-truth trajectory of a reference vehicle 
by RTK-GNSS. Numbers indicated on the map are node numbers of the digital road map. 
In this case, each road link is denoted by a number (e.g., 42_10174), which is a  
non-directed link. The evaluation vehicle proceeded in a north-west direction via nodes 
10175, 42, 10174, and 10164. When traversing node 42, the vehicle localization algorithm 
[1-4] must compare the sensor data time series of the evaluation vehicle with those of 
associated neighbor links. For example, sensor data associated with links 42-10174,  
42-10165, and 42-10175 are candidates that must be evaluated. Thanks to the digital road 
map data, there is no need to perform an exhaustive comparison to all sensor data stored 
in the database. 

2.5.3. Associating Reference Sensor Data with Road Links 

Fig. 2.6 shows the data structure for associating reference sensor data with road links. The 
system always has a current link id, so by following the current link_id table, it can tell 
where associated sensor data exists, and which are next candidate links. By defining this 
data structure, the cross-correlation calculation-based vehicle localization algorithm can 
be applied to a general road network as long as the reference sensor data exists. In this 
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way, we can effectively focus on several candidate sensor data items at the same time – 
usually three per intersection, if we omit the rare case of a U-turn maneuver. 

 

Fig. 2.5. The ground-truth trajectory of a reference vehicle by RTK-GNSS. Numbers indicated 
on the map are node numbers of the digital road map. 

 

Fig. 2.6. Data structure for associating sensor data with road links. 

Fig. 2.7 shows a screen shot of the Visual C++ 2022 software debugger, where six trips 
that passed through link 42_10175 are extracted: 2:13:24–2:13:33.6, 2:30:23.8–2:20:35.6, 
2:45:41.6-2–45:48.2, 2:57:26.8–2:57:35.0, 3:20:18.4–3:20:19.2, and 3:47:48.8–3:47:55.4 
(see the purple part). These are in Greenwich Mean Time (GMT), which is nine hours 
behind Japan Standard Time (JST). The travel time of each trip is 9.6 s, 11.6 s, 6.6 s,  
8.2 s, 0.8 s, and 7.1 s. 

Link_id 10175_42

Boundary_time enter_time YYYY.MM.DD.hh.mm.ss

existed_time YYYY.MM.DD.hh.mm.ss

Sensor_data Acceleration X,Y, and Z

Gyroscope Pitch, Roll, and Yaw

Magnetism  X,Y, and Z

RTK_GNSS time stamp, latitude, and longitude

Wheel_tick_pulse (velocity)

Link_id 10175_42
Next_link 42_10174 42_10165 42_43 42_10175

Current_link_id 10175_42

Link_id 10174_70395

Next_link 70395_10175 70395_10174 70395_70394

Link_id 42_10174

Next_link 10174_70395 10174_10164 10174_42

Link Sensor Association Table

Road Link Table

Sensor Data
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Fig. 2.7. Example of link management table. This is a screen shot of the Visual C++2020 
debugger showing the trip information of the reference vehicle along link 42_1015. This is  

the implementation of the data structure shown in Fig. 2.5. 

Among these, the travel time of 3:20:18.4–3:20:19.2, 0.8 s, is too short because of a 
 miss-matching of the map-matching algorithm. Note that every trip except this trip took 
the same node 42 as the enter node and exit node (see the red part in Fig. 2.5). Therefore, 
this trip is ignored. Using the same procedure, we examined all links to determine how 
many trips existed on each link and ignored any that were too short. Other links of the 
target area are processed in the same manner. This process extracts the information of 
what time the reference vehicle entered and exited each link. The time resolution is that 
of the RTK-GNSS equipped on the reference vehicle and the time resolution is 0.2 s. This 
resolution could possibly be improved by interpolation, but since map-matching 
processing is time-consuming for higher resolution position data, it is kept to 0.2 s here. 
The total milage of the reference data is 31.8 km. 

2.5.4. Assigning MEMS Sensor and Wheel Pulse Data to Each Trip Traversing  
a Link 

The sensor data is a time series of nine axis data corresponding to acceleration, angular 
velocity, and geomagnetism for three axes of x, y, and z. As in the processing in the 
previous procedure, the beginning and the end of the record number of the MEMS sensor 
data are extracted by comparing the time stamp of the enter time and exit time of the link 
data in Fig. 2.7 (see the purple part) to those of the MEMS sensor data. For example, the 
second and fourth trips, which entered node 10175 and exited node 42 of the reference 
vehicle, started at 2:30:23.8 and ended at 2:30:35.6 and started at 2:57:26.8 and ended at 
2:57:35.0 These trips are shown in Fig. 2.8(a) and (b). 

These trips correspond to the MEMS sensor data that starts at index 85219 and ends at 
85809 and starts at 166369 and ends at 166779 (see the green part of Fig. 2.7). The profiles 
of MEMS sensor data are shown Fig. 2.9(a) and (b), which correspond to the trips in  
Fig. 2.8(a) and (b). “Time of day” is depicted in seconds, as calculated by  
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ℎ𝑜𝑜𝑜𝑜𝑜𝑜 × 3600 + 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 × 60 + 𝑠𝑠𝑠𝑠𝑠𝑠. From these results, the sensor data shows rather 
different aspects depending on whether the vehicle is running straight or turning when the 
link is an intersection link. 

       
                         (a) 2:30:23.8–2:20:35.6                  (b) 2:57:26.8–2:57:35.0 

Fig. 2.8. Examples of reference vehicle trips over a link. 

 

Fig. 2.9. (a)  MEMS sensor data of reference vehicle 2:30:23.8–2:20:35.6. 

Another important sensor is the wheel tick pulse, which serves as a velocity sensor when 
GNSS is not available. It might be possible to integrate the acceleration sensor to estimate 
the velocity, but such integration is difficult because eliminating the effect of gravity is 
extremely difficult. The corresponding wheel pulse sensor data indices are extracted from 
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1941 to 1953 and from 3563 to 3571 (see yellow part in Fig. 2.7). The profiles of the 
velocity obtained by the wheel pulse data are shown in Fig. 2.10(a) and (b). 

 

Fig. 2.9. (b) MEMS sensor data of reference vehicle 2:57:26.8–2:57:35.0. 

 

Fig. 2.10. (a) Velocity by wheel pulse data of the reference vehicle (index 1941 to 1953). 

 

Fig. 2.10. (b) Velocity by wheel pulse data of the reference vehicle (index 3563 to 3571). 
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2.6. Processing of Evaluation Vehicle Data and its Results 

2.6.1. Velocity Compensation 

We obtained almost the same amount of evaluation vehicle data as reference vehicle data, 
but in this paper, only a portion of the evaluation data is evaluated for simplicity (the 
overall evaluation will be reported in the near future). The trajectory of a sample 
evaluation vehicle data is shown in Fig. 2.11. The corresponding MEMS sensor data of 
this trajectory is shown in Fig. 2.12 and its velocity profile in Fig. 2.14. As shown in  
Fig. 2.11, the evaluation vehicle ran through six links via nodes 10038, 10175, 42, 10174, 
10164, 10168, and 10064. The travel time was 78 s, starting at 4:31:35.0 and reaching 
node 10064 at 4:32:53.0. This evaluation vehicle sensor data has the most significant 
cross-correlation with the reference data that ran through the same path (through nodes 
10038, 10175, 42, 10174, 10164, 10168, and 10064), starting from 11:57:12.0 and ending 
at 11:58.26.0, whose series of MEMS sensor data is shown in Fig. 2.14 and its velocity 
profile in Fig. 2.15. 

 

Fig. 2.11. Example of evaluation vehicle trajectory. 

 

Fig. 2.12. MEMS sensor data of evaluation vehicle. 
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Fig. 2.13. Best matched MEMS sensor data of reference vehicle. 

 

Fig. 2.14. Velocity profile of evaluation vehicle from Fig. 2.9. 

 

Fig. 2.15. Velocity profile corresponding to reference MEMS sensor in Fig. 2.11. 

Among a number of combinations of link-separated sensor data, for the evaluation vehicle 
run shown in Fig. 2.11, sensor data along the series of links l0175_42, 42_10174, and 
10174_10164 (same as that of the evaluation vehicle) gave the cross-correlation better 
than those obtained by other candidate sensor data. Comparing Fig. 2.14 and Fig. 2.15, no 
negligible velocity difference was observed, which makes the correlation calculation 
erroneous because the cross-correlation calculation assumes constant velocity during trips. 
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Because the velocity profiles of the reference vehicle and that of the evaluation vehicles 
is quite different, it is necessary to compensate the effect of velocity variation in the 
correlation calculation. Here, the compensation of the velocity variation is described. 

Fig. 2.16 shows the velocity profile of the evaluation vehicle for 5 minutes including the 
time range of Fig. 2.14. We apply a velocity compensation algorithm where the virtual 
time axis 𝜑𝜑(𝑡𝑡) is defined as 

 𝜑𝜑(𝑡𝑡)  =  ∫ 𝑣𝑣(𝜏𝜏)
𝑣𝑣𝑠𝑠
𝑑𝑑𝑑𝑑𝑡𝑡

𝜏𝜏 = 0  (2.6) 

 

Fig. 2.16. Velocity profile corresponding to evaluation vehicle in Fig. 2.11. 

The vehicle velocity (𝜏𝜏) can be easily obtained by multiplying wheel tick pulse by a scale 
factor. Of course, φ(t) becomes linear to t if the velocity profile 𝑣𝑣(𝜏𝜏) is a constant value. 
𝜑𝜑(𝑡𝑡)is the time axis assuming the vehicle runs at the standard velocity 𝑣𝑣𝑠𝑠. 

The virtual time axis φ(t) transforms the time series of the sensor data as if the vehicle 
was traveling at the standard velocity 𝑣𝑣𝑠𝑠. Here, 𝑣𝑣𝑠𝑠 is set to 50 𝑘𝑘𝑘𝑘/ℎ. The high number of 
travel time is related to the time of day which is calculated as 

 Time of day = 3600 ∗ hour + 60 ∗ minute + sec. (2.7) 

This represents a day as 86400 s. In estimating time lags, high number of seconds was 
properly subtracted as a bias. 

For reference data obtained over a long period of time, Unix time may need to be used. If 
the velocity compensation algorithm is applied to the MEMS sensor data, one example of 
the evaluation vehicle sensor data (OMZ: pitch rate) shown in Fig. 2.17 is transformed 
into that shown in Fig. 2.18. The time axis is compressed or extended according  
to Eq. (2.6). 

2.6.2. Resampling 

The next step is resampling. After velocity compensation, the sensor data is no longer an 
equally sampled time series. Therefore, the sensor data needs to be resampled. We 
performed resampling using the nearest neighbor criteria, and the results were quite 
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acceptable. The comparison between the compensated and resampled sensor data is shown 
in Fig. 2.19. We consider the slight shift in the data not to be a serious issue in correlation 
calculations. 

 

Fig. 2.17. The sensor data (OMZ) corresponding to the evaluation vehicle in Fig. 2.11  
after applying velocity compensation. 

 

Fig. 2.18. The sensor data (OMZ) corresponding to the evaluation vehicle in Fig. 2.11  
after applying velocity compensation. 

 

Fig. 2.19. The comparison between the compensated and resampled sensor data. 
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2.6.3. Time Difference Estimation and Vehicle Localization Results 

The time difference chart (cross-correlation function) derived from calculating the 
correlation function for the velocity-compensated MEMS sensor data is shown in  
Fig. 2.20. A bright line clearly appears at around 20 seconds throughout the evaluation 
vehicle's travel time on the virtual time axis, despite some noise. If the velocity 
compensation and resampling were error-free, the bright line in Fig. 2.20 would have been 
a horizontal line. 

Fig. 2.21 shows the plots of maximum cross-correlation at each travel time and Fig. 2.22 
shows the estimated time lag after applying the noise reduction filter. 

 

Fig. 2.20. The time difference chart (cross-correlation function) with velocity compensation. 

 

Fig. 2.21. Plots of maximum correlation at each travel time. 
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Fig. 2.22. Plots of maximum correlation after applying a noise reduction filter. 

Fig. 2.23 shows the position error profile along the travel time of the evaluation vehicle. 
The mean squire error is 2.63 𝑚𝑚2and the root mean square error is 1.62 𝑚𝑚. The most 
significant error is 6.5 𝑚𝑚.  

 

Fig. 2.23. Position error. 

Fig. 2.24 shows the directional position error distribution. As we can see, the error 
distribution is dependent on the test course, and error in the direction of travel is dominant. 

2.7. Conclusion 

We have presented a solution to extend our vehicle localization algorithm using MEMS 
sensor data by combining it with a map-matching algorithm to associate reference sensor 
data to road links. 
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Fig. 2.24. Directional position error. 

The following summarizes this research and our findings: 

1) We devised a data structure that makes it possible to apply an algorithm that extracts 
road characteristics from acceleration, angular velocity, geomagnetism, and other 
sensors and estimates the position of a vehicle on a general road network. To this end, 
we developed a method that uses a map matching algorithm and digital road map 
information; 

2) We found that MEMS sensor data, which is managed separately for each road link, 
needs to be kept for several cases, as the sensor data show different characteristics 
when entering or leaving that link by turning left or right; 

3) Although it is necessary to connect several MEMS sensor data in a time series on time 
axis that is managed separately for each road link for candidate paths, the number of 
combinations is not considered too high. There are nine possible ways to enter and exit 
a link (each end by left turn, right turn, and straight run); 

4) In this work, we only evaluated a sample evaluation vehicle run. The overall evaluation 
results will be reported in the near future; 

5) The vehicle localization error would have been smaller if more accurate vehicle 
velocity had been obtained. For simplicity, we calculated the vehicle speed every 
second from the vehicle wheel tick pulses this time. However, if the vehicle speed were 
calculated continuously from the speed pulses, the time resolution of the speed  
would improve. 
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Chapter 3 
Channel Shortening and Viterbi Algorithm 
Based Equalization for High Data Rate 
Baseband Communication  
Over a Frequency-selective Channel 

Miqueu Paul, Fabrice Belvèze, Jean-Marc Brossier  
and Laurent Ros1 

3.1. Introduction 

When the frequency response of a channel is very different from that of the perfect 
(distortion-free) channel, transverse filtering may only be able to equalize the channel 
very imperfectly in a practical implementation. The transverse filter may need to have a 
very large number of coefficients, and it may also amplify noise significantly, resulting in 
high Bit Error Rate (BER) despite the elimination of Inter-Symbol Interference (ISI). It is 
in this context that nonlinear equalization solutions prove very useful for better  
symbol detection. 

In 1979, C.A. Belfiore presented a history of non-linear equalization methods in [1] and 
concluded that the Maximum Likelihood Sequence Estimator (MLSE) offers the best 
compromise between performance, complexity, and implementation difficulty. This 
equalizer, based in practice on the Viterbi Algorithm (VA), initially proposed for 
convolutional code decoding [2, 3], was proposed simultaneously by Forney [4], Omura 
[5] and Kobayashi [6]. In a much more recent publication focused on SerDes technology, 
the article [7] presents a very comprehensive state of the art of nonlinear equalization 
adapted to very high-speed serial links. Part of the state of the art combines Decision 
Feedback Equalization (DFE) and VA. 

In the rest of this work, the VA will therefore be at the center of our receiver equalization 
strategy. This choice is corroborated by the state of the art, where more and more of the 
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latest communication systems integrate VA at receiver. The second section introduces this 
MLSE block, detailing its operation and main characteristics. 

As the computational complexity of the algorithm is critical, we then focus from  
Sections 3.3 to 3.6 on channel shortening upstream of VA by studying, in this context,  
state-of-the-art linear pre-filtering techniques and non-linear equalization techniques. 

Finally, we compare in Section 3.7, for each of the channel shortening methods presented, 
the performance of the communication system for a real-life frequency selective channel 
proposed by Richard Mellitz in [8] during an IEEE 802.3df working group meeting. This 
working group aims at establishing a standard for all communication systems using the 
Ethernet protocol for high data rates (above 100 Gbps). 

This comparison part reports on our contributions in the field of nonlinear equalization of 
very high-speed serial links. An interpretation of the performance of each receiver is 
proposed, taking into account the advantages and disadvantages inherent in each 
equalization block. We conclude in Section 3.8, in light of the specifications given by the 
standard, on the equalization method best suited to very high-speed serial links. 

This chapter is an extension of the paper entitled “Miqueu, P., Belveze, F., Brossier,  
J. M., & Ros, L. (2025, February). Non-linear equalization techniques for high data rates 
serial links.” presented at the ARCI’2025 international conference, Automation, Robotics 
& Communications for Industry 4.0/5.0, p. 154. 

3.2. The Maximum Likelihood Sequence Estimator (MLSE)  
Using the Viterbi Algorithm 

Before Forney proposed in [4], concurrently with Omura and Kobayashi in [5, 6] and [9], 
to reuse the VA [2, 3], initially designed for convolutional code decoding, in the context 
of equalization, the naivest method of sequence detection was to calculate the likelihood 
of all possible symbol sequences based on observations. As the complexity increased 
exponentially with the size of the symbol sequence considered, sequence detection in the 
sense of maximum likelihood was abandoned. MLSE, based on the VA, offers an optimal 
solution to the problem of estimating a sequence of symbols for a finite global channel 
impulse response with complexity independent of the size of the sequence of symbols to 
be estimated. It evolves according to the size of the global channel impulse response at 
the input of the MLSE block. 

Readers interested in understanding the reasoning behind the development of this 
algorithm and the details of its computations can refer to Forney’s pioneering article [4], 
in which the VA is used for the first time to equalize a channel. Here, we only introduce 
the algorithm’s features relevant when considering high data rate serial link equalization. 
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3.2.1. The Viterbi Algorithm Applied to Equalization 

The block scheme of the communication system we consider in this chapter is illustrated 
Fig. 3.1. 

 

Fig. 3.1. Block scheme of the communication system with a MLSE at the receiver. 

The analog received signal is 𝑟𝑟(𝑡𝑡)  =  𝑇𝑇𝑠𝑠.∑𝑎𝑎𝑘𝑘ℎ𝑒𝑒(𝑡𝑡 − 𝑘𝑘𝑘𝑘𝑠𝑠) where 𝑎𝑎𝑘𝑘 are the M-ary PAM 
symbols, ℎ𝑒𝑒 is the transmit impulse response, including rectangular symbol pulseshape 
𝛱𝛱𝑇𝑇𝑠𝑠(𝑡𝑡)(unit amplitude during one symbol duration 𝑇𝑇𝑠𝑠) convolved by the channel impulse 
responseℎ𝑐𝑐(𝑡𝑡) (i.e. ℎ𝑒𝑒  =  𝛱𝛱𝑇𝑇𝑠𝑠 ∗ ℎ𝑐𝑐 ) and 𝑛𝑛(𝑡𝑡)  is AWG noise with single-sided power 
spectral density 𝑁𝑁0. 

The VA takes as a parameter the partially equalized impulse response of the global 
channel denoted by 𝑔𝑔��. The impulse response of the global channel, in the case where all 
the blocks that make up the communication system in Fig. 3.1 are filters, can be expressed 
as a convolution product such as: 

 𝑔𝑔��(𝑡𝑡)  =  [1
𝑇𝑇𝑠𝑠
𝛱𝛱𝑇𝑇𝑠𝑠 ∗ ℎ𝑐𝑐 ∗ ℎ𝑟𝑟𝑟𝑟](𝑡𝑡), (3.1) 

where ℎ𝑟𝑟𝑟𝑟(𝑡𝑡) is the impulse response of the linear reception filter before the MLSE. If the 
signal processing before the MLSE is not linear, the overall channel cannot be expressed 
as a convolution product. In particular, in the case where pre-equalization is provided by 
a DFE, we will construct a pseudo impulse response, the construction of which will be 
detailed later in Section 3.4. 

To be complete on the expression of the impulse response of the global channel at the VA 
input, we will say that in the case where it is not of finite size, it is truncated while trying 
to conserve as much energy as possible. If the coefficients of the global channel impulse 
response are unknown or vary slowly during transmission (which is not the case 
considered here), algorithms can be used to obtain them and track small  
variations [10, 11]. 

The VA algorithm will use a discrete-time version of the overall channel: 

 𝑔𝑔��𝑘𝑘  =  𝑇𝑇𝑠𝑠𝑔𝑔��(𝑡𝑡)|𝑡𝑡 = (𝑘𝑘0+𝑘𝑘)𝑇𝑇𝑠𝑠, (3.2) 
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where 𝑘𝑘0 is the delay (expressed in number of symbols) for sampling. 

Therefore, considering a pseudo impulse response 𝑔𝑔�� with 𝜈𝜈 + 1 coefficients at the VA 
input and a zero-symbol propagation delay in the communication chain (𝑘𝑘0  =  0), the 
samples at the VA input can be expressed as: 

 𝑦𝑦𝑘𝑘  =  𝜆𝜆𝑎𝑎𝑘𝑘 + 𝐼𝐼𝐼𝐼𝐼𝐼𝑘𝑘 + 𝑏𝑏𝑘𝑘, (3.3) 

where 𝜆𝜆 =  𝑔𝑔��0 and the ISI term can be expressed as 

 𝐼𝐼𝐼𝐼𝐼𝐼𝑘𝑘  =  ∑ 𝑎𝑎𝑛𝑛𝑔𝑔��𝑘𝑘−𝑛𝑛𝑘𝑘
𝑛𝑛 = 𝑘𝑘−𝜈𝜈  (3.4) 

Since the impulse response of the overall channel is finite, we call the finite sequence of 
symbols participating in the ISI term at time 𝑘𝑘 the memory configuration of the channel. 

The memory configuration changes, resulting from symbol transmission, form a sequence 
for which the Viterbi algorithm provides an estimate that maximizes the likelihood in 
presence of Additive White Gaussian Noise (AWGN) and for a frequency selective 
channel [12]. 

Now that the relevant VA features have been introduced, we rise the reader’s attention on 
several key points that have to be considered for high data rate serial link equalization. 

3.2.2. To be Remembered in the Following 

Firstly, although less complex than an exhaustive search for the sequence that maximizes 
likelihood, VA remains computationally complex. This is its main drawback. If the 
channel impulse response has 𝜈𝜈 + 1 coefficients and the transmission alphabet contains 
𝑀𝑀 different symbols, the complexity of the VA will be 𝑀𝑀𝜈𝜈+1. The complexity increases 
exponentially with the size of the channel impulse response, making the use of the VA 
alone unfeasible in many practical cases. The prospect of taking advantage of the optimal 
equalization algorithm has generated a wealth of literature on different ways to reduce its 
complexity. 

Secondly, VA requires knowledge of the impulse response. 

Thirdly, in order to make a reliable decision on a symbol, VA needs to process 𝜏𝜏 samples 
after the sample of interest. This is the number of transitions in the trellis on which we 
traceback the sequence of symbols that maximizes the likelihood. This is a parameter that 
allows the reliability of the estimated symbol to vary. The deeper the backtracking, the 
greater the probability that the paths have converged to a single common ancestor, which 
guarantees the optimality of the decision. The backtracking length 𝜏𝜏 depends on the size 
of the impulse response of the overall channel at the input of the algorithm, denoted  
𝜈𝜈 + 1. We take 𝜏𝜏 =  5𝜈𝜈. 

In order to limit computational complexity, which is the main challenge when it comes to 
using the VA for equalization, we have chosen to focus on channel shortening. 
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3.3. Channel Shortening Using Linear Filtering 

While we can obtain the expression of the transverse filter for an ISI elimination criterion, 
linear filtering upstream of the VA pre-processes the signal to optimize VA performance. 
In some of the literature, this pre-filter is a whitened matched filter that ensures the best 
Signal to Noise Ratio (SNR) and white thermal noise at its output, which minimizes the 
probability of error at the VA output [4]. We thus first introduce a communication system 
with a whitened matched filter and consider it as a reference. In other literature, it is shown 
that colored noise at the VA input has little effect on the error probability [19]. We will 
thus next consider another pre-filter that seeks to limit the algorithmic complexity of the 
VA by shortening the channel impulse response as reducing algorithmic complexity is 
critical when implementing the VA. 

3.3.1. Whitened Matched Filter 

Following Forney’s pioneering article [4], many methods for shortening the channel 
impulse response have emerged, each with its own advantages and disadvantages. Most 
articles in the literature consider that the receiver is equipped with a whitened matched 
filter at its input, ensuring that the signal is a sufficient statistic for determining the 
symbols sent. It is demonstrated in [13] for many performance criteria such as BER, BER 
after ISI equalization, and SNR, that adding a whitened matched filter does not degrade 
performance. We thus consider this communication system as a reference and begin by 
considering a receiver equipped with a whitened matched filter at its input. 

The block linear analog Rx filter followed by a sampler in Fig. 3.2 can then be broken 
down into an analog filter matched to the overall channel, a synchronous sampler at 
symbol rate, a digital whitening filter for thermal noise, and a digital channel shortening 
filter, as illustrated in Fig. 3.3. 

 

Fig. 3.2. Communication system with a linear filter with impulse response ℎ𝑟𝑟𝑟𝑟𝑟𝑟 at Rx. 

Computation of the whitened matched filter is well known in the literature and we refer 
the reader to it for further details [4]. 

We only raise the reader’s attention to the fact that, using the good computation criteria, 
the whitened matched filter can minimize the channel impulse response phase [4]. The 
impulse response of a minimum phase filter has remarkable properties, as it is the impulse 
response with maximum energy distribution over the first samples (which is very 
important, as we will see in section 4) and it is causally invertible. 
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Fig. 3.3. Communication system with linear filters corresponding to the linear filter with impulse 
response ℎ𝑟𝑟𝑟𝑟𝑟𝑟 at Rx illustrated in Fig. 3.2. 

We compare this reference communication system to another one, with a channel-
shortening filter at the input of the MLSE, as it is supposed to reduce the computational 
complexity of the system at the price of a colored noise at the input of the MLSE. 

3.3.2. Channel Shortening Using the Falconer and Magee’s Filter 

The purpose of shortening the impulse response of the channel upstream of the VA is to 
transform it into a Target Impulse Response (TIR) that is shorter than the initial impulse 
response in order to reduce the complexity of the VA. 

3.3.2.1. Foreword on Channel Shortening 

Various studies exist on channel shortening. Qureshi and Hall proposed in [11] an 
adaptive receiver, based on the work of Lucky [15], that aimed at shortening the channel 
impulse response before the Viterbi algorithm and minimizing thermal noise power. The 
authors recommend obtaining the TIR by truncating the channel impulse response, which 
limits the Mean Square Error (MSE) at the equalizer output [16]. An analytical study of 
MLSE performance is conducted based on the size and coefficients of the TIR using the 
flow-graph technique proposed by Forney in [4]. Considering performance comparisons 
carried out in the literature [19], we decided to adopt a method proposed by Falconer and 
Magee in [17], which we introduce here. 

3.3.2.2. Falconer and Magee Filter Principle 

Falconer and Magee propose in [17] a transverse filter that takes as arguments the sampled 
impulse response of the overall channel and the number of TIR coefficients. This solution 
has the advantage of providing the impulse response of the channel-shortening filter at the 
same time as the TIR that will be used in the Viterbi algorithm. Under the constraint that 
the TIR energy is normalized, Falconer and Magee’s algorithm, illustrated in Fig. 3.4, 
minimizes the MSE between the output of the partial equalization filter for a given symbol 
sequence and the output of the TIR when fed with the given symbol sequence, while 
minimizing the thermal noise power. We refer the readers to [17] for computation details. 
The communication system with the channel shortening filter, noted as Falconer filter, is 
illustrated in Fig. 3.5. The whitened matched filter is described as optional because we 
implement the receiver with and without this filter without modifying the algorithm for 
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obtaining the Falconer filter coefficients. If the receiver does not have a matched filter at 
the input, the filter ℎ𝑟𝑟𝑟𝑟(𝑡𝑡) becomes the Kronecker delta function. 

 

Fig. 3.4. Receiver’s structure proposed by Falconer and Magee. 

 

Fig. 3.5. Communication system with a digital transverse filter proposed by Falconer and Magee 
in [17] which taps are arranged in the vector l. Decision is taken by a MLSE. Its parameters are 

the TIR 𝑔𝑔�� and the traceback depth 𝜏𝜏 of the VA. 

Beare, in [19], notes that the VA is only optimal when the thermal noise at its input is 
white, a condition that is not met when using the method described in [11] or [17]. The 
author therefore proposes using the TIR whose spectrum is as close as possible to the 
spectrum of the original channel, given the limited size of the TIR. The author does not 
seek to minimize the power of the thermal noise at the output of the linear filter, and the 
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experimental results he obtains do not show any improvement in performance for the 
scenario of interest. We will therefore stick with Falconer’s filter. 

As part of our research, we implemented the Falconer and Magee filter, with and without 
a whitened matched filter, for the channel proposed by Richard Mellitz during a session 
of the IEEE 802.3df work group on the standard. Characteristics of various channels are 
available in [8]. We chose the 0.5-meter-long backplane link with 1 mm large SMA 
connectors and a PCB loss of 3.2 dB which S-parameters can be found in the 
sma_1.0mm_3.2dB_500mm_NVAC_thru.s4p file. 

S-parameters for the considered as well as for other channels (various lengths, connectors 
or PCB loss) are freely available at [39]. We compute, from the S-parameters, the 
channel’s impulse response using the FFT and an over-sampling ratio of 210 and illustrate 
it in Fig. 3.6(b). The spectrum directly given by the S-parameters is illustrated  
in Fig. 3.6(a). 

 

 
 

(a) Power spectral density of the channel 
proposed by Richard Mellitz in [8]. 

 
 
(b) Channel’s I.R. The space in-between two 
dotted lines corresponds to a 10 symbols period 
gap for a 4-PAM and a binary data rate  
of 224 Gbps. 

Fig. 3.6. Power spectral density and impulse response (I.R.) of the channel proposed by Richard 
Mellitz. It corresponds to a backplane link of length 500 mm linked to a chip by SMA connectors 

of 1.0 mm diameter and a 3.2 dB attenuation on the chip. 

Are illustrated Fig. 3.7 for a 4-PAM, a TIR size of  𝜈𝜈 + 1 = 4  coefficients, a Falconer 
filter of 𝑁𝑁𝐹𝐹𝐹𝐹 = 2𝑀𝑀 + 1 = 71  coefficients, and a receiver with a whitening filter at  
the input: 

• The impulse response of the channel at the output of the matched filter alone  
ℎ𝑒𝑒 ∗ ℎ𝑟𝑟(𝑡𝑡)|𝑡𝑡 = 𝑘𝑘𝑇𝑇𝑠𝑠; 

• The impulse response of the Falconer filter ℎ𝑙𝑙(𝑡𝑡))𝑡𝑡 = 𝑘𝑘𝑇𝑇𝑠𝑠 for 𝑁𝑁𝐹𝐹𝐹𝐹 = 71 and 𝜈𝜈 + 1 = 4 
coefficients; 
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• The TIR 𝑔𝑔��(𝑡𝑡))𝑡𝑡 = 𝑘𝑘𝑇𝑇𝑠𝑠 for 𝑁𝑁𝐹𝐹𝐹𝐹 = 71 and 𝜈𝜈 + 1 = 4 coefficients; 

• The impulse response of the channel at the output of the Falconer filter  
(ℎ𝑒𝑒𝑒𝑒𝑒𝑒 ∗ ℎ𝑙𝑙)(𝑡𝑡)|𝑡𝑡 = 𝑘𝑘𝑇𝑇𝑠𝑠. 

 
(a) Global channel I.R. at the matched filter 

output for a 4-PAM. 

 
(b) Falconer’s filter I.R. for 𝜈𝜈 + 1 =  4, 

𝑁𝑁𝐹𝐹𝐹𝐹  =  71 coefficients. 

 
(c) TIR at the output of the Falconer’s filter 

𝜈𝜈 + 1 =  4, 𝑁𝑁𝐹𝐹𝐹𝐹  =  71. 

 
(d) Convolution between the global channel 
I.R. and the Falconer filter for 𝜈𝜈 + 1 =  4, 

𝑁𝑁𝐹𝐹𝐹𝐹  =  71 coefficients. 

Fig. 3.7. Global channel at the output of the matched filter I.R. (a), Falconer’s filter I.R. (a), TIR 
(c) and I.R. of the global channel at the output of the Falconer filter (d) for 𝜈𝜈 + 1 = 4,  

𝑁𝑁𝐹𝐹𝐹𝐹 = 71 with a matched filter at Rx. 

We note that the impulse response of the overall channel shown in Fig. 3.7(d), considering 
the coefficients containing most of the signal energy and neglecting a little ISI, 
corresponds to the TIR in Fig. 3.7(c). This filter is therefore a good candidate for channel 
shortening, reducing the overall channel IR from approximately 26 to approximately  
4 non-zero coefficients for 4-PAM. 
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Similarly, when there is no matched filter at the receiver, Figs. 3.8(a) and 3.8(b) illustrate 
the TIR and the impulse response of the overall channel with 𝜈𝜈 + 1 =  4, 𝑁𝑁𝐹𝐹𝐹𝐹  =  71. 

 
(a) TIR with 𝜈𝜈 + 1 =  4, 𝑁𝑁𝐹𝐹𝐹𝐹  =  71. 

 
(b) Overall channel with 𝜈𝜈 + 1 =  4,  

𝑁𝑁𝐹𝐹𝐹𝐹  =  71. 

Fig. 3.8. TIR (a) and I.R. of the overall channel at the output of the Falconer’s filter  
for 𝜈𝜈 + 1 =  4, 𝑁𝑁𝐹𝐹𝐹𝐹  =  71 and without a matched filter at Rx. 

As already mentioned earlier in this paper, thermal noise amplification is the main 
drawback of linear filtering. For performance comparison purpose, we thus turn to 
nonlinear equalization applied to channel shortening. 

3.4. Channel Shortening Using Decision Feedback Equalizer (DFE) 

The article by C.A. Belfiore [1] provides a very comprehensive overview of DFE. Initially 
presented as a suboptimal alternative to MLSE, DFE does indeed perform less well than 
MLSE, but its complexity varies linearly with the size of the overall channel impulse 
response. It also amplifies thermal noise less than a linear filter [20] but can be subject to 
error propagation. We first introduce the DFE as proposed in [21] and [22], which we 
refer to as the traditional DFE. Next, we explain how it can shorten, in the form of a partial 
DFE, the impulse response of the overall channel upstream of the MLSE, as  
proposed in [23]. 

3.4.1. Structure and Principle of a Traditional DFE 

The classic structure of the receiver with DFE is illustrated in Fig. 3.9. 
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Fig. 3.9. Traditional structure of a DFE at Rx with Feed-Forward Filter (FFF)  
and FeedBack Filter (FBF). 

The signal at the output of the channel is first filtered by the Feed-Forward Filter (FFF) 

 𝑦̊𝑦(𝑡𝑡)  =  [𝑟𝑟 ∗ ℎ𝑟𝑟𝑟𝑟](𝑡𝑡)  

The impulse response of the output of the FFF is denoted by 𝑔𝑔�  (that means  
𝑔𝑔�  =  ℎ𝑒𝑒 ∗ ℎ𝑟𝑟𝑟𝑟). At the output of the FFF, the signal is sampled, then a sum of decisions 
weighted by the coefficients of the FBF filter stored in the vector denoted by f  is 
subtracted from it, as shown in Fig. 3.9. The FBF filter has𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓coefficients. We have: 

 𝑓𝑓𝑛𝑛  =  𝑔𝑔�𝑛𝑛+1for𝑛𝑛 ∈ {0,𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓 − 1}  

We then have:  

 
𝑧𝑧𝑘𝑘  =  � 𝑓𝑓𝑛𝑛𝑎𝑎�𝑘𝑘−𝑛𝑛+1

𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓−1

𝑛𝑛 = 0

 (3.5) 

where 𝑎𝑎�𝑘𝑘 are the estimates, at the output of the decision block, of the symbols sent. The 
sum expressed in equation (4), known as the post-cursor ISI, aims to cancel out the ISI 
generated by the symbols preceding the symbol of interest by subtraction at the output of 
the FFF. We then have: 

 𝑦𝑦𝑘𝑘  =  𝑦̊𝑦𝑘𝑘 − 𝑧𝑧𝑘𝑘, 

the signal samples on which the decision is made. The decision on the sample of interest 
𝑦𝑦𝑘𝑘 is then made by choosing the amplitude in the modulation dictionary that minimizes 
the MSE between the amplitude of 𝑧𝑧𝑘𝑘 and the amplitudes in the modulation dictionary. 
The impulse response of the equivalent overall channel after subtraction of the post-cursor 
ISI is such that: 

 𝑔𝑔��𝑘𝑘  =  {𝑔𝑔�0 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 =  0
0 𝑜𝑜𝑜𝑜ℎ𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒
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3.4.2. Calculation of FFF and FBF Coefficients 

In the following and throughout the literature, the decisions made are assumed correct 
when they are used to determine the coefficients of the optimal FFF and FBF filters, for 
example. In other words: 𝑎𝑎�𝑘𝑘  =  𝑎𝑎𝑘𝑘. The coefficients of the FFF and FBF can be calculated 
adaptively [24]. Since the channel is assumed known here, we calculate the coefficients 
analytically. There are three criteria for determining the coefficients of the FFF and FBF: 

• Zero Forcing criterion at the DFE output [25]; 

• Minimum Mean Squared Error criterion between the decision made and the sample 
before the decision [26]; 

• Minimum Error Probability criterion at the DFE output [27]. 

It is demonstrated in [20] that the ZF criterion and the MMSE criterion are equivalent for 
the considered scheme. Also, as we only plan to use the DFE to shorten the input channel 
of a VA the third criterion is not relevant in our case. We therefore calculate the DFE 
coefficients using the ZF criterion, which, according to [28], makes the FFF the whitened 
matched filter that minimizes the channel phase. 

3.4.2.1. DFE with FFF Whitened Matched Filter 

Referring to the literature, we first implement the receiver with a whitened matched filter. 
The coefficients of the FFF and FBF, as well as the impulse response of the channel at 
different points of the DFE, are illustrated in Fig. 3.10. 

The FFF, which impulse response is denoted ℎ𝑟𝑟𝑟𝑟, is decomposed into an analog filter 
adapted to the overall transmission channel, which impulse response is denoted ℎ𝑟𝑟, and a 
digital whitened filter that corrects the phase of the impulse response ℎ𝑝𝑝. The impulse 
response 𝑔𝑔�  of the channel at the output of the phase-correcting whitening filter is 
minimum phase. 

Under the ZF criterion, the coefficients of the FBF are equal to the coefficients of the 
impulse response of 𝑔𝑔� (channel at the output of the FFF) for complete elimination of the 
post-cursor ISI. We can see this by comparing Fig. 3.10(b) and Fig. 3.10(d), which differ 
only by the first coefficient. 

3.4.2.2. DFE with FFF Phase-correcting All-pass Filter 

For comparison purposes, we implement the receiver without a matched filter at the 
receiver. In this case, the FFF is the phase-correcting all-pass filter with impulse response 
ℎ𝑝𝑝. Referring to Fig. 3.9, we have ℎ𝑟𝑟𝑟𝑟  =  ℎ𝑝𝑝. The output channel of the FFF is minimum 
phase but has the same frequency response as the input channel. Note that the impulse 
response of the FFF is a truncated version to which a delay, denoted 𝛿𝛿𝐹𝐹𝐹𝐹𝐹𝐹 , is added 
because the stable impulse response of the phase-correcting all-pass filter is infinite in 
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duration and non-causal when 𝑔𝑔 (the impulse response of the FFF input channel) is not 
already at minimum phase. 

  
                (a) Matched filter output ℎ𝑒𝑒(𝜏𝜏) ∗ ℎ𝑟𝑟 .               (b) 4-PAM minimum phase channel 𝑔𝑔�. 

  
(c) FFF ℎ𝑝𝑝                                                     (d) FBF 𝑓𝑓 

Fig. 3.10. I.R. of the channel at the output of the whitened matched filter (10.1), of the minimum 
phase channel (10.2), of the FFF (10.3) and of the FBF (10.4) for a 4-PAM and considering  

the whitening matched FFF with 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  100. 

In the rest of this document, a receiver without a matched filter will have a  
phase-correcting all-pass filter. 

The impulse responses of the FFF and the channel at different points in the receiver 
without a matched filter are illustrated in Fig. 3.11 at the output of the Mellitz channel 
already introduced [8]. 
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(a) Whitened matched filter output ℎ𝑒𝑒(𝜏𝜏) ∗ ℎ𝑟𝑟. (b) 4-PAM minimum phase channel 𝑔𝑔�. 

 
(c) FFF ℎ𝑝𝑝 

 
(d) FBF 𝑓𝑓 

Fig. 3.11. Global Tx channel (a), minimum phase channel (b), FFF (c) and FBF (d) for a 4-PAM 
and considering a FFF without a matched filter such that 𝑁𝑁𝑝𝑝  =  30. 

3.4.2.3. Performance Comparison 

We compare, in Fig. 3.12, the performance of the two communication systems. 

The number of coefficients in the FFF and FBF differs for the two systems considered 
because they depend on the shape and size of the impulse response of the overall channel 
at the DFE input. The FFF must have more coefficients when a matched filter is present 
in order to correctly minimize the channel phase. If the impulse response of the overall 
channel at the output of the FFF has 𝜈𝜈 + 1 coefficients, the FBF has 𝜈𝜈 taps. 

The performance of the “error-free” DFE, corresponding to the DFE without error, is 
plotted for comparison. The “error-free” DFE differs from the traditional DFE in the 
nature of the symbols at the input of the FBF. Whereas in the traditional DFE, the symbols 
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at the input of the FBF are the decisions made by the DFE, in the “error-free” DFE, they 
are the symbols actually sent. The equation (4) becomes: 

𝑧𝑧𝑘𝑘  =  � 𝑓𝑓𝑛𝑛𝑎𝑎𝑘𝑘−𝑛𝑛+1

𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓−1

𝑛𝑛 = 0

 

The performance of the “error-free” DFE can be simulated to provide a benchmark, but 
the system cannot be implemented in practice because the symbols sent are unknown to 
the receiver. 

Finally, the performance of a synchronous linear ZF filter in the absence of the matched 
filter is also plotted to demonstrate the superiority of the DFE over linear filtering in this 
case [38]. 

 

Fig. 3.12. Performance comparison of the communication systems, with and without matched 
filter (m.f.), for a 4-PAM. 

We observe in Fig. 3.12 the superiority of the receiver without a matched filter with an  
all-pass phase correction filter. The 𝐸𝐸𝑏𝑏 𝑁𝑁0⁄  gap is approximately of 5 dB for a BER of 
10−5 between the two DFE. We also note the impact of error propagation in the DFE in 
the presence of a matched filter. This very strong error propagation is due to the shape of 
the impulse response of the overall channel at the output of the FFF, illustrated in  
Fig. 3.10(b), which is very different from the ideal strictly decreasing minimum phase 
impulse response. The impulse response shown in Fig. 3.11(b) for a receiver without a 
matched filter is closer to the ideal shape, which results in a small performance difference 
between a traditional DFE and an “error-free” DFE. 

To demonstrate the need to obtain the minimum phase channel at the output of the FFF, 
we illustrate in Fig. 3.13 the performance of the communication system when the impulse 
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response at the input of the DFE is the impulse response of the overall channel at 
transmission, illustrated in Fig. 3.11(a). 

In this case, the impulse response of the FFF is the Kronecker delta function and the FBF 
is the digital impulse response of the overall transmission channel (except for the index 
coefficient 0). We can see in Fig. 3.13 that the performance of the communication system 
only improves for values of 𝐸𝐸𝑏𝑏 𝑁𝑁0⁄  greater than 41 dB. Below this, we observe the effects 
of very probable error propagation on performance. 

 

Fig. 3.13. Communication system performance with a DFE without matched filter  
but with an all-pass phase correcting filter 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  1 and 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  26. 

When shortening the channel upstream of an MLSE block, only partial equalization is 
necessary, which allows us to use only reduced-amplitude FBF coefficients and thus 
reduce the magnitude of error propagation. The idea of shortening the channel upstream 
of an MLSE using a DFE was first presented in [23] and is now considered in certain 
equalization methods for very high-speed serial links [29]. 

3.4.3. Structure and Principle of the Partial DFE 

To distinguish between DFE for channel shortening and DFE for channel equalization, 
which we have just introduced, we refer to the former as partial DFE, equipped with partial 
FBF whose impulse response is denoted by 𝑓𝑓′, and the latter as complete DFE, equipped 
with complete FBF whose impulse response is denoted by 𝑓𝑓. We illustrate the partial DFE 
in Fig. 3.14. 

For a given channel, the FFF is the same for the full DFE as for the partial DFE. The 
vector f′ containing the coefficients of the impulse response of the partial FBF can be 
expressed in terms of the elements of the vector f containing the coefficients of the full 
FBF as: 

 f′ =  {0, . . . ,0, 𝑓𝑓𝜈𝜈+1, . . . , 𝑓𝑓𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹−1}𝑇𝑇, 
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for a channel shortened to 𝜈𝜈 + 1 coefficients and a full FBF with 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹 coefficients. 

We illustrate the coefficients of the partial FBF and the impulse response of the equivalent 
channel at the DFE output for the receiver with a matched filter in Fig. 3.15 and Fig. 3.16 
for the receiver without a matched filter. 

 

Fig. 3.14. Block diagram of the partial DFE. The inputs to the partial FBF are the outputs  
of a conventional DFE (with a full FBF). The samples 𝑦𝑦𝑘𝑘 are the transmitted symbols that have 

passed through the partially equalized channel. They are the inputs of the MLSE. 

  

             (a) Corresponding global channel I.R.                   (b) Partial FBF coefficients. 

Fig. 3.15. Impulse response of the corresponding global channel after partial DFE and partial 
FBF coefficients for a receiver with matched filter for a 4-PAM, 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  100, 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹 = 73  

and 𝜈𝜈 + 1 = 4. 
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                   (a) Corresponding global channel I.R.                  (b) Partial FBF coefficients. 

Fig. 3.16. Impulse response of the corresponding global channel after partial DFE and partial 
FBF coefficients for a receiver without matched filter (replaced by an all-pass phase correcting 

filter) for a 4-PAM, 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  30, 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  26 and 𝜈𝜈 + 1 =  4. 

In both cases, since the partial FBF coefficients have smaller amplitudes and are fewer in 
number than the complete FBF coefficients, we can expect the error propagation due to 
the DFE feedback loop to be reduced compared to the complete DFE. 

Below, we describe the equalization block combining MLSE and DFE for channel 
shortening and list its advantages and disadvantages. 

3.5.  Decision Feedback Equalization Followed by a Maximum Likelihood 
Sequence Estimator – DFE-MLSE 

The communication system studied is illustrated in Fig. 3.17. We reuse the complete DFE 
and partial DFE that we introduced in the previous section. Thus, the FFF can be broken 
down into an analog prefilter matched to the overall transmission channel followed by a 
transverse filter, or it can consist exclusively of a transverse filter. Both cases are studied, 
and the impulse response with and without matched filter is illustrated in Figs. 3.10 and 
3.11, respectively, for a global channel impulse response at the MLSE input of size  
𝜈𝜈 + 1 = 4. The output signal of the FFF, denoted 𝑦̊̊𝑦, passes through a complete DFE on 
one side and a partial DFE on the other. 

The coefficients of the FBF of the complete DFE are stored in the vector  
𝑓𝑓 =  {𝑔𝑔��1,𝑔𝑔��2, . . . ,𝑔𝑔��𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹} and the decision made by the complete DFE is denoted by 𝑎𝑎�′𝑘𝑘. 
We have: 

𝑦̊𝑦𝑘𝑘  =  𝑦̊̊𝑦𝑘𝑘 − � 𝑓𝑓𝑛𝑛𝑎𝑎�′𝑘𝑘−𝑛𝑛−1

𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹−1

𝑛𝑛 = 0
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Fig. 3.17. DFE-MLSE: Channel shortening using the partial FBF followed by the MLSE. 
Decisions at the input of the partial FBF are made by a conventional FBF. 

The decisions 𝑎𝑎�‘𝑘𝑘 then pass into the partial FBF, whose 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹’ coefficients are stored in f’ 
before being subtracted from the signal 𝑦̊̊𝑦 at the output of the FFF to partially eliminate 
the ISI. We have: 

𝑦𝑦𝑘𝑘  =  𝑦̊̊𝑦𝑘𝑘 − � 𝑓𝑓′𝑛𝑛𝑎𝑎�′𝑘𝑘−(𝜈𝜈+1)−𝑛𝑛

𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹′−1

𝑛𝑛 = 0

𝑦𝑦𝑘𝑘  =  𝑦̊̊𝑦𝑘𝑘 − � 𝑓𝑓𝑛𝑛𝑎𝑎�′𝑘𝑘−𝑛𝑛

𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹−1

𝑛𝑛 = 𝜈𝜈+1

𝑦𝑦𝑘𝑘  =  𝑦̊̊𝑦𝑘𝑘 − � 𝑔𝑔��𝑛𝑛−1𝑎𝑎�′𝑘𝑘−𝑛𝑛

𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹−1

𝑛𝑛 = 𝜈𝜈+1

 

With 𝜈𝜈 + 1  being the size of the partially equalized channel at the input of the  
MLSE block. 

Finally, the partially equalized signal 𝑦𝑦  enters the MLSE, whose state machine and 
weights associated with its transitions are functions of the TIR denoted by 𝑔𝑔�� and the 
number of non-zero coefficients of the TIR denoted by 𝜈𝜈 + 1. 



Advances in Networks, Security and Communications, Vol. 4 

 76 

The size 𝜈𝜈 + 1 of the impulse response of the overall channel upstream of the MLSE is 
determined by computational complexity constraints. The VA makes reliable decisions 
on the partially equalized signal, reducing the probability of error compared to a simple 
DFE. Propagation error is limited because the accuracy of the ISI calculation is less 
decisive in the final decision. Thus, a decision error has less impact on the decision on 
subsequent symbols. 

We observe in Fig. 3.18 a performance gain of more than 3 dB for a BER of 10−5 enabled 
by the addition of an MLSE block at the output of the partial DFE for 𝜈𝜈 + 1 =  4. When 
we compare this to Fig. 3.12, we note that the DFE-MLSE receiver achieves better 
performance than the error-free DFE. Also, the difference between the conventional  
DFE-MLSE and the error-free DFE-MLSE is less than 1 dB for a BER of approximately 
10−5, which is comparable, when looking at Fig. 3.12, to the performance difference 
between the conventional DFE and the error-free DFE. 

 

Fig. 3.18. BER comparison of communication systems for a 4-PAM and 𝜈𝜈 + 1 =  4. 
Performances of the MLSE alone are also plotted for 𝜈𝜈 + 1 =  10. 

When there is a matched filter at the receiver input, performance is significantly degraded 
by error propagation, regardless of whether or not there is an MLSE block. Fig. 3.10 
clearly shows that the partial FBF coefficients are conducive to error propagation because 
they have amplitudes comparable to the amplitudes of the coefficients of 𝑔𝑔��. 

We plotted the performance of the VA alone, for a backtracking depth 𝜏𝜏 =  45, without 
pre-filtering at the channel output, and observed that it is (very slightly) better than that 
of the DFE-MLSE. This observation was expected because the VA is the optimal receiver. 
To limit the duration of simulations, the impulse response that the VA considers at its 



Chapter 3. Channel Shortening and Viterbi Algorithm Based Equalization for High Data Rate Baseband 
Communication over a Frequency-selective Channel 

77 

input is reduced to 𝜈𝜈 + 1 =  10  coefficients, compared to ≈ 40  coefficients for the 
complete impulse response illustrated in Fig. 3.18, which reduces the performance of the 
VA. If we were not constrained by the execution time of the algorithm, we would observe 
that the performance of the VA alone is at least as good as the performance of the  
DFE-MLSE without error. 

To place this study in the context of very high-speed serial links, we note that, with or 
without a matched filter, the impulse response of the overall channel at the output of the 
FFF filter has many non-zero coefficients. However, in the specific case of very  
high-speed serial links, feedback control is difficult to implement because the passage 
through the FBF must last less than the symbol period and the occupancy of the FBF on 
the chip must be minimal. According to the literature on the subject, these temporal and 
spatial constraints allow the DFE’s FBF to have only one or two coefficients [30]. To 
circumvent this limitation, techniques such as sliding block DFE [31] and loop break DFE 
[32] have been proposed in the literature on very high-speed serial links, but are out of 
scope of this paper. 

3.6. Combination of DFE and MLSE – MLDFE 

Finally, the last receiver we consider is the MLDFE, because better performance can be 
achieved by using an MLSE at the output of a partial DFE, at the cost of greater 
complexity. Since the decision made by the VA is more reliable than the decision made 
by the DFE threshold function, Gu and Le Ngoc propose in [33] to feed the decisions 
made by the VA back into the DFE. The receiver is illustrated in Fig. 3.19. 

 

Fig. 3.19. Combination between DFE and MLSE. Decision made by the MLSE is sent back  
to the input of the partial FBF. 

We consider a sequence of 𝐿𝐿 transmitted symbols and a MLSE tracking depth of 𝜏𝜏 states 
such that 𝐿𝐿 > 𝜏𝜏. 

In the case of the DFE-MLSE considered in the previous section, the MLSE processed a 
sequence of 𝐿𝐿 samples after passing through the partial DFE and estimated a sequence of 
𝐿𝐿 symbols. 
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In this section, for the MLDFE, the MLSE processes a sequence of 𝜏𝜏 samples at each 
iteration, estimates a sequence of 𝜏𝜏 symbols, and delivers only the oldest symbol in this 
sequence as the final decision. The complete sequence of 𝜏𝜏 symbols is sent to the FBF to 
calculate the next 𝜏𝜏  samples. The sample sequences 𝑦𝑦𝑘𝑘  at the MLSE input therefore 
overlap on 𝜏𝜏 − 1 indices but are not necessarily identical because the VA has provided a 
new sequence estimate. 

For each sequence of 𝜏𝜏 symbols entering the MLSE, the trellis is opened using a preamble 
consisting of the previous 𝜈𝜈 final decisions. 

We translate this into equations. The sequence of 𝜏𝜏 samples at the MLSE input can be 
expressed as: 

 y =  Ap − Bf’, 

where y is a column vector of size 𝜏𝜏 × 1, A is a matrix 𝜏𝜏 × 𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓, p is a column vector 
𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓 × 1 containing the FFF coefficients, B is a matrix 𝜏𝜏 × [𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓 − (𝜈𝜈)) and f’ is the 
column vector [𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓 − 𝜈𝜈] × 1 containing the FBF coefficients. A contains the channel 
output observations: 

 A =  (

𝑟𝑟𝑘𝑘 𝑟𝑟𝑘𝑘+1 . . . 𝑟𝑟𝑘𝑘+𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓−1
𝑟𝑟𝑘𝑘+1 𝑟𝑟𝑘𝑘+2 . . . 𝑟𝑟𝑘𝑘+𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓−2
. . . . . . . . . . . .

𝑟𝑟𝑘𝑘+𝜏𝜏−1 𝑟𝑟𝑘𝑘+𝜏𝜏 . . . 𝑟𝑟𝑘𝑘+𝜏𝜏+𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓−1

) 

The sequence estimated by the VA is denoted by o =  {𝑎𝑎�𝑘𝑘 , 𝑜𝑜1,⋯ , 𝑜𝑜𝜏𝜏−1} with 𝑎𝑎�𝑘𝑘 being the 
final decision and 𝑜𝑜𝑖𝑖 being the other estimated symbols in the sequence. B is the matrix 
consisting of estimates denoted by 𝑜𝑜𝑖𝑖 with 𝑖𝑖 ∈ ⟦0, 𝜏𝜏 − 1⟧ when they are temporary, and 
denoted by 𝑎𝑎�𝑘𝑘−𝑖𝑖 with 𝑖𝑖 ∈ ⟦1,𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓⟧, when the decision is final. Thus1: 

 B =  (

𝑎𝑎�𝑘𝑘−𝜈𝜈 𝑎𝑎�𝑘𝑘−𝜈𝜈−1 . . . 𝑎𝑎�𝑘𝑘−𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹
𝑎𝑎�𝑘𝑘−𝜈𝜈+1 𝑎𝑎�𝑘𝑘−𝜈𝜈 . . . 𝑎𝑎�𝑘𝑘−𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹+1

. . . . . . . . . . . .
𝑎𝑎�𝑘𝑘 𝑎𝑎�𝑘𝑘−1 . . . 𝑎𝑎�𝑘𝑘−𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹+𝜈𝜈
𝑜𝑜1 𝑎𝑎�𝑘𝑘 . . . 𝑎𝑎�𝑘𝑘−𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹+𝜈𝜈+1
. . . . . . . . . . . .

𝑜𝑜𝜏𝜏−1−𝜈𝜈 𝑜𝑜𝜏𝜏−𝜈𝜈−2 . . . 𝑜𝑜𝜏𝜏−𝜈𝜈−𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹

) 

In the following section, we illustrate the performance of this receiver and compare it to 
the performance of other previously introduced receivers. 

 

1  Note that 𝑜𝑜𝜏𝜏−𝜈𝜈−𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  may not exist depending on the system parameters. If 𝜏𝜏 > 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹 + 𝜈𝜈 , it exists. 
Otherwise, this element is 0. Given the orders of magnitude of 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  relative to 𝜏𝜏, this borderline case is 
anecdotal. Also, in matrix B, we note that the element in the upper left corner is not 𝑎𝑎�𝑘𝑘 because the partial 
DFE only shortens the channel. 
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3.7. Performance Comparison through Simulation 

As already mentioned above, the performance of a nonlinear equalizer is difficult to 
describe analytically. It is possible to frame the performance with bounds in the case of 
MLSE or to give an upper limit of performance by neglecting error propagation in the 
case of DFE, but to get a precise idea of the performance of communication systems 
equipped with different receivers, we must resort to simulations. We therefore propose to 
compare the performance of the different nonlinear equalization methods presented using 
simulations. We first compare the performance of the receivers without constraining the 
complexity and then we compare the performance taking into account the limitations set 
by the standard. 

3.7.1. Performance Comparison without Complexity Constraints 

We consider the channels, already presented above, proposed by R. Mellitz to the IEEE 
802.3df working group [8]. The characteristics of these channels have already been 
illustrated in Fig. 3.6. These characteristics are the result of experiments and physical 
models to determine the frequency attenuations due to passage through the substrate and 
impedance differences. 

Given that, for finite filter sizes and the frequency-selective channels studied, the 
communication system with a matched filter performs less well than the communication 
system without a matched filter, in this section we are only interested in the 
communication system without a matched filter at the receiver. We also consider that the 
receiver is equipped with a filter that provides a minimum phase global channel at the 
input of the channel shortening pre-equalizer. The receiver of the communication system 
under consideration is illustrated in Fig. 3.20 for the Falconer-MLSE and the DFE-MLSE. 
The “channel shortening pre-equalizer” block can either be a Falconer filter or a channel 
shortening DFE. 

 

Fig. 3.20. Receiver block scheme with channel shortening pre-equalizer. 

The channel phase correction passband filter has 𝑁𝑁𝑝𝑝  =  10 coefficients, the minimum 
size required to correctly render the phase of the channel considered minimal in 4-PAM. 

For channel shortening using Falconer’s linear filter, the number of coefficients that make 
up the filter is determined experimentally. We have determined that the performance of 
the Falconer-MLSE communication system is best for 𝑁𝑁𝐹𝐹𝐹𝐹  =  71. 

In practice, the two digital filters can be combined to form a single filter. 
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The performance of the receivers is illustrated in Fig. 3.21 for a partially equalized global 
channel impulse response of 𝜈𝜈 + 1 = 4 coefficients and a 4-PAM, initially. 

 

Fig. 3.21. Performance comparison between non-linear equalization algorithms for the channel 
proposed by Mellitz, for a 4-PAM and for 𝜈𝜈 + 1 =  4. 

We are interested in performance differences between receivers for a BER of 10−5. We 
observe that the method of channel shortening using the Falconer filter followed by MLSE 
is the least efficient communication system among those studied. The use of DFE alone 
provides a gain of 3 dB. Channel shortening using DFE followed by estimation using the 
Viterbi algorithm provides a gain of 3 dB compared to DFE alone. Finally, the 
performance gap between MLDFE and DFE-MLSE is less than 0.5 dB in favor of  
DFE-MLSE. 

To assess the influence of the size of the impulse response of the MLSE input channel on 
the relative performance of the receivers, we perform the same simulations for  
𝜈𝜈 + 1 = 5. Greater computing power is allocated to MLSE. 

Channel shortening using a transverse filter is always the least effective method. However, 
the performance gap between DFE alone and Falconer filter followed by MLSE is reduced 
to less than 2 dB for a BER of 10−5 after comparison with Fig. 3.22. The performance of 
DFE followed by MLSE is significantly improved by 0.4 dB, and the performance of 
MLDFE (or MLDFE without error, not shown here) is improved by 1 dB. MLDFE 
performs better than DFE-MLSE in this case. 

This comparison shows the benefits of increasing the size of the shortened channel 
impulse response for Falconer-MLSE, DFE-MLSE, and MLDFE. However, 
computational complexity increases with the increase in the size of the impulse response 
of the partially equalized channel at the MLSE input. The complexity of the Viterbi 
algorithm is multiplied by 4 for a 4-PAM when 𝜈𝜈 increases by 1. 
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                    Falconer-MLSE 𝑁𝑁𝐹𝐹𝐹𝐹  =  71.              DFE-MLSE 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  30,𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  26. 

 
MLDFE 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  30,𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  26. 

Fig. 3.22. Performance comparison between non-linear equalization algorithms for the channel 
proposed by Mellitz for 𝜈𝜈 + 1 = 4 and 𝜈𝜈 + 1 = 5. 

After illustrating the performance of receivers for 4-PAM in Fig. 3.21, we illustrate their 
performance for 8-PAM in Fig. 3.23 for a fixed bit rate. 

We observe a deterioration in receiver performance involving decision feedback 
compared to 4-PAM. Only Falconer-MLSE performs identically to 4-PAM. DFE-MLSE 
corresponds to DFE-MLSE without error. We conclude that for 𝜈𝜈 + 1 = 5, there is no 
error propagation in this receiver. 

We note that in the case of SerDes links operating at 224 Gbps, the standard deviation of 
time jitter is of the order of 𝜎𝜎𝑗𝑗  =  0.01𝑇𝑇𝑏𝑏. That means 1 % of the bit period. We have 
verified that for such a low level of jitter, its effect is not noticeable on receiver 
performance. To observe the effect of jitter, its standard deviation would need to be  
10 times higher, of the order of 𝜎𝜎𝑗𝑗  =  0.1𝑇𝑇𝑏𝑏. 
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Fig. 3.23. Performance comparison between different receivers for 𝜈𝜈 + 1 =  5  
and for an 8-PAM. 

3.7.2. Performance Comparison under Standard Constraints 

Considering very high data rate serial links, a receiver is fit if it verifies some constraints. 
It has to reach a BER of 10−5, or lower, for a𝐸𝐸𝑏𝑏 𝑁𝑁0⁄ equal to 30 dB before decoding 
according to the standard [40]. The computational complexity has to be kept to its 
minimum, thus the impulse response of the overall channel at the MLSE input is reduced 
to 𝜈𝜈 + 1 =  2 , the minimum size for the Viterbi algorithm to perform better than a 
threshold decision block. Finally, because both occupied area on the chip has to be small 
and timing delay constraints when using a feedback loop are very tight, the FBF of the 
channel shortening DFE can only have up to two coefficients [30]. 

To verify the standard’s constraints in terms of computational complexity and 
performance without coding, we propose a receiver with a Falconer filter, DFE, and 
MLSE in series, which performance for different parameters is illustrated in Fig. 3.24. 

We compare Fig. 3.24, the performance of Falconer-DFE-MLSE with the performance of 
Falconer-MLSE for a 4-PAM and an 8-PAM. We denote 𝜈𝜈′ + 1 as the size of the impulse 
response at the output of the Falconer filter and 𝜈𝜈 + 1 as the size of the impulse response 
at the input of the VA. In the case of Falconer-MLSE, we have 𝜈𝜈 =  𝜈𝜈′. In the case of 
Falconer-DFE-MLSE, since the full FBF can only have a maximum of two coefficients 
and 𝜈𝜈 + 1 = 2 , we have 𝜈𝜈′ + 1 = 3  and therefore a partial FBF with 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹′ = 1 
coefficient. 

For a 4-PAM, we observe that the performance of the Falconer-MLSE receiver is better 
than the performance of the Falconer-DFE-MLSE by 2 dB for a BER of 10−5. 
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For 8-PAM, the performance of the Falconer-DFE-MLSE receiver reaches an error floor 
for an BER of 10−5  due to error propagation (as verified experimentally), while the 
Falconer-MLSE has no error floor. 

 

Fig. 3.24. Performance comparison between receivers Falconer-DFE-MLSE with all-pass phase 
correcting filter 𝑁𝑁𝑝𝑝  =  10, Falconer filter 𝑁𝑁𝐹𝐹𝐹𝐹  =  71, DFE depending on the use case  

𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  1, 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  2, 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹′  =  1 and MLSE 𝜈𝜈 + 1 =  2. 

When we allow the Falconer-DFE-MLSE’s full FBF to have 3 coefficients, this receiver 
has a 2 dB gain for a BER of 10−5  compared to the Falconer-MLSE, as shown  
in Fig. 3.25. 

 

Fig. 3.25. Performance comparison between Falconer-DFE-MLSE with 𝜈𝜈′ + 1 =  4, 𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹  =  3, 
𝑁𝑁𝐹𝐹𝐹𝐹𝐹𝐹′  =  2 and Falconer-MLSE. 
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We conclude that Falconer-DFE-MLSE remains interesting if we disregard the spatial 
occupancy constraint that limits the number of FBF coefficients. 

Since the standard specifications require a BER of less than 10−5 for a 𝐸𝐸𝑏𝑏 𝑁𝑁0⁄  =  30 𝑑𝑑𝑑𝑑 
ratio [40], we conclude that for a 4-PAM, the proposed Falconer-DFE-MLSE receiver 
meets the specifications for limited computational complexity and a FBF coefficient 
number less than 2 (Fig. 3.24). For 8-PAM, with performance reaching an error floor for 
a BER of 10−5, the Falconer-DFE-MLSE receiver is unsuitable. The only receiver with 
nonlinear equalization that meets the specifications for limited complexity is the  
Falconer-MLSE. 

In parallel with our work, in December 2024, a team published an article [7] providing a 
very comprehensive state-of-the-art review of equalization methods used in very  
high-speed serial links. They detail the concrete implementation of the systems from a 
circuit perspective and compare the proposed nonlinear equalization solutions in terms of 
BER, energy efficiency, computational complexity, and area occupied. The systems with 
the most interesting characteristics are those combining linear filtering, DFE, and MLSE 
based on the Viterbi algorithm [34-36]. We converged on the same type of receiver, but 
we also found that the structure of the optimal receiver depended on several parameters 
(channel impulse response shape and modulation order). Our receiver with a linear 
filtering-DFE-MLSE structure differs from those proposed in the literature in terms of the 
linear filtering strategy used (phase correction followed by Falconer filter). 

3.8. Conclusion 

To conclude this chapter, we summarize the observations and conclusions made  
for each receiver considered in Table 3.1. To be suitable for very high-speed serial links, 
a receiver must have limited computational complexity, a maximum FBF of two 
coefficients when a DFE is used to shorten the channel, and achieve a BER of 10−5 for 
an 𝐸𝐸𝑏𝑏 𝑁𝑁0⁄  =  30 dB ratio. 

For the channel under consideration, synchronous linear ZF filtering meets the 
specifications imposed by the standard, as shown by the performance illustrated in  
Fig. 3.12. MLSE alone is too complex, and DFE alone has an FBF with more than two 
coefficients to verify the ZF criterion. 

Of the first three nonlinear receivers considered, Falconer-MLSE, DFE-MLSE, and 
MLDFE, only Falconer-MLSE meets all three requirements. In fact, MLDFE is the most 
efficient receiver studied in terms of BER, but the execution time of the VA makes it 
incompatible with decision feedback equalization. The DFE-MLSE rivals the MLDFE in 
the scenario (𝜈𝜈 + 1 =  4, 4-PAM) and the scenario (𝜈𝜈 + 1 =  5, 8-PAM), but the FBF 
has more than two coefficients. The Falconer-MLSE, on the other hand, does not require 
decision feedback and can reduce the size of the channel impulse response to two 
coefficients. 
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In order for the DFE-MLSE to meet the FBF size criterion, the channel is first shortened 
using the Falconer filter. This new combination, called Falconer-DFE-MLSE, performs  
2 dB worse in the scenario (𝜈𝜈′ + 1 =  3, 𝜈𝜈 + 1 =  2, 4-PAM) than the Falconer-MLSE 
and reaches an error floor for a BER of 10−5 in the scenario (𝜈𝜈′ + 1 =  3, 𝜈𝜈 + 1 =  2,  
8-PAM). We note that when we remove the constraint on the maximum number of FBF 
coefficients, Falconer-DFE-MLSE can perform better than Falconer-MLSE, as in the 
scenario (𝜈𝜈′ + 1 =  4, 𝜈𝜈 + 1 =  2, 4-PAM), for example. 

Table 3.1. Summary table of the advantages and disadvantages of the different receivers studied. 
Receivers whose names are in green are those likely to meet the standard’s specifications. 

Receiver Advantages Disadvantages 

DFE alone Limited complexity and thermal 
noise amplification Error propagation 

MLSE alone Optimal performance High complexity 

Linear filtering alone 
Limited complexity, space 
requirements, and power 

consumption 
Thermal noise amplification 

Falconer-MLSE Limited complexity Amplification of thermal noise 

DFE-MLSE Limited amplification of thermal 
noise and error propagation FBF too long 

MLDFE Same as above Complexity too high 

Falconer-DFE-MLSE Limited complexity Thermal noise amplification and 
error propagation 

 

The three receivers we have therefore selected for equalizing very high-speed SerDes 
links are synchronous linear ZF filtering, Falconer-MLSE, and Falconer-DFE-MLSE. 
Their name is written in green in Table 3.1. Although the synchronous ZF filter has the 
lowest computational complexity, in cases where the channel spectrum has one or more 
zeros (very strong attenuation), linear filtering alone cannot adequately equalize the 
channel, justifying the use of VA. Furthermore, Falconer-DFE-MLSE remains interesting 
when more degrees of freedom are granted to the system, which is conceivable with future 
technological advances. The three receivers can therefore be considered according to the 
channel and the modulation order. 
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