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Abstract: The Internet of Things (IoT) has finally made its way into people’s daily lives. Multiple connected 
objects are present in many markets. Their rapid adoption is due to the fact that IoT applications are developing 
rapidly and are easily deployed. However, these applications present several security challenges, although they 
are based on existing network technologies, which are already more or less secure. These challenges can be 
broadly classified as identification, authentication, jamming, cloning, privacy, etc. To face these challenges and 
in the perspective of ensuring end-to-end IoT networks security, several encryption mechanisms have been 
adapted and widely used including public key infrastructure (PKI), AES standard and ECC (Elliptic Curve 
Cryptography). To correct the weaknesses and vulnerabilities that are still present, other technologies such as 
DLTs (Distributed Ledger Technology) have been recently adopted by the Internet of Things. This adoption is 
still in its infancy as there are no standards nor methods yet indicating how to manage the security of the IoT 
through DLTs. In this article, we review the IoT-DLT paradigm in order to identify the benefits and major 
challenges of the convergence of these two technologies. 
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1. Introduction 
 

IoT (Internet of Things) systems have developed 
rapidly. Many people interact with the IoT on a daily 
basis without even realizing it. It may be present in a 
water supply system, in an electricity network, in 
transport or in healthcare providing system. IoT 
systems are connected to the internet, which presents 
a high risk of threats. If it is not sufficiently protected, 
the IoT could be could be the door open to many 
attacks with adverse effects. However, IoT security is 
a real challenge considering the limitations that 
characterize connected objects. 

The use of cloud computing has proven to be 
advantageous because it allows secure storage, 
availability, accessibility and interoperability for IoT 
applications. However, in IoT-Cloud architecture, the 
cloud is a point of failure, and therefore availability 
and accessibility issues appear in case of an attack. 
This is why other solutions, such as DLTs, would be 
explored and seem promising. DLTs eliminate the 
trusted third party from the IoT-Cloud model. DLT 
based IoT architecture could provide solutions to 
accessibility and availability issues. Nevertheless, 
many challenges and questions remain to be explored 
for a good convergence of these two technologies.  In 
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this paper, we present some key points on the  
DLT-IoT paradigm, and in particular on the use of 
DLT to secure the IoT environment. 

The rest of the paper is organized as follows: in 
Section 2, we discuss IoT security issues. In Section 3, 
we present the fundamentals of DLTs, and then review 
recent works on IoT security using DLTs in Section 4. 
Finally, in Section 5, we describe the problems, 
challenges and future research directions before 
concluding in Section 6. 

  
 
2. IoT Security Issues 

 
The fairly widespread use of the Internet of Things 

make life easier. For example, the electricity supply 
chain, the water supply system, the smart farming and 
smart home applications are good illustrations. 
However, such IoT systems present hacking risks that 
could have harmful consequences [1, 2]. 

An IoT based water supply system in a city could 
be a vector for a terrorist attack consisting of 
corrupting connected objects in order to insert 
bacteria, viruses, or even worse, poisons without being 
detected. The consequences of such an attack could be 
very harmful for the whole population using this 
supply system. 

A smart home has many connected devices such as 
fridges, TVs, locks, cameras, etc. As connected locks 
are designed to communicate with smartphones, the 
use of a specialized digital lock-picking application 
could allow hackers to make a physical intrusion into 
the premises. 

Criminals could think of attacking a business 
through a connected electricity meter installed within 
this business in order to black out it. In another way, 
they could carry out larger attacks such as forcing a 
power plant to shut down through its computer system 
to cause a complete blackout. 

Some attacks exploit connected devices as a means 
of accessing larger networks such as the Internet. The 
addition of a connected object to a secure 
infrastructure can create a new attack surface. The 
connected object can be used as a relay for a large 
scale attack. 

Attacks [1, 2] such as Man-in-the-middle (MITM), 
DoS/DDoS, Sybil attack, which are very common in 
the internet network, are also inherited by IoT systems, 
(Fig. 1). So, IoT attacks are often intended to data or 
hardware theft, espionage, service compromise, 
system destabilization, etc. All these attacks could be 
carried out at different levels of the Internet of Things 
architecture (Fig. 1). 

Therefore, securing an IoT System would mean 
securing the different levels of its architecture, which 
is not a trivial matter. Researchers are therefore 
working to provide security services such as 
authentication, availability, integrity, confidentiality, 
non-repudiation, scalability, transparency, reliable 
data storage, etc. 

The encryption algorithms used for a long time and 
the security mechanisms used to ensure authentication 

and security of communication on the Internet have 
proved to be very energy consuming for IoT connected 
objects, which do not have much energy reserve.  

 
.  

 

 

 

 

Application Layer 

Flooding 

DoS 

Malicious 
node 

Repudiation 

 

 

 

 

Network Layer 

Sybil 

Sinkhole 

Wormhole 

MITM 

 

 

 

 

Perception Layer 

Eavesdropping 

Jamming 

Tampering 

Collision 

 
Fig. 1. IoT attacks. 

 
 
On the other hand, IoT connected objects memory 

storage and computing power requirements do not 
facilitate the adoption of such algorithms. Thereby, a 
readjustment of these mechanisms is absolutely 
necessary. Similarly, the exploration of other efficient 
technologies in convergence with the IoT system has 
also its advantages. 

Thus, cloud technology has been used to propel the 
IoT. The cloud has greatly contributed to the adoption 
of the Internet of Things in various domains (Table 1). 
It has 3 models: 
 Public cloud: In the public cloud, resources are 

offered as a service, usually over an Internet 
connection, for a fee. Users can tailor their use on 
demand and do not need to buy hardware to use the 
service. In the public cloud, computing resources 
are open to a shared use [3]. 

 Private cloud: The aim is not to offer cloud 
services to the general public, but to use it within 
the organization. A private cloud is hosted in a 
company's data center and provides its services 
only to users within that company or its partners. 
A private cloud offers more security than the 
public cloud, and cost savings in case it would 
otherwise use unused capacity in an existing data 
center [3]. It is a model where all resources are 
reserved for the exclusive use of a company. 

 Hybrid cloud: this is a mixture of public and 
private clouds. Hybrid clouds are more complex 
than the other deployment models, since they 
involve a composition of two or more clouds 
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(private or public). Each member remains a unique 
entity, but is bound to others through standardized 
or proprietary technology that enables application 
and data portability among them [3]. 
The cloud offers storage space, low-cost 

processing capacity (the customer only pays for what 
he uses), high availability, data accessibility and 
interoperability between IoT solutions [4]. However, 
the client-server model of the IoT-Cloud paradigm has 
many short comings. The cloud is a point of failure in 
the IoT-Cloud system.  

A poorly configured public cloud (configuration 
flaws) could expose the data it stores on the internet.  
In a private cloud, an API to which objects will 
connect to send data and receive instructions, if it has 
a vulnerability, could be attacked in order to bounce 
into the company's network. This intrusion could then 
be used to steal industrial secrets. And if the API has 
an SQL injection vulnerability, the attacker will be 
able to use it to access the database to which the API 
is connected and thus gain access to private data. An 
attack on the cloud could have a direct impact on the 
IoT system. 

The cloud has enabled the IoT to be easily usable 
in many cases, bringing many benefits. Apart from its 
security vulnerabilities, the cloud is opaque because 
participants do not know how their data is used. 

 
 

Table. 1. IoT-Cloud paradigm benefits and deficiencies 
 

IoT-Cloud paradigm 

Benefits Deficiencies 

Accessibility 
Security 

Connectivity 

Interoperability 
Aupacity 

Data analysis 

Real-time data translation 
Trusted third party 

Cost effective delivery 

 
 

To address the security deficit, other technologies 
such as DLTs are being explored. The combination of 
innovative technologies such as cloud computing and 
IoT has proven invaluable. DLTs are expected to 
further revolutionize the IoT by providing more 
security and establishing a reliable information 
sharing service that ensures that data is immutable 
[5, 6]. 

 
 

3. Fundamentals of Distributed Ledger 
Technologies (DLTs) 
 

Distributed ledger technology is the generic term 
to describe any system that distributes data across 
multiple sites. A distributed registry is a decentralized 
database distributed across multiple computers or 
nodes. Each node will maintain the registry and if data 

changes, the registry will be updated. Each update to 
the system is recorded individually and then updated 
by the node itself. Thus, each node participating in the 
network operates independently of the other nodes. 
The blockchain is currently the best known distributed 
ledger technology (DLT). How this data is distributed, 
structured and agreed upon (consensus) will dictate the 
type of DLT (Fig. 2). 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
Fig. 2. Type of DLT Technologies 

 
 
3.1. Blockchain 

 
Blockchain is one of the most popular types of 

DLT. Blockchain is a type of DLT where transaction 
records are kept in the ledger in the form of a 
blockchain. In a blockchain, each block (Fig. 3) is 
linked to the previous one thanks to the digital 
signature called here block hash. Each block consists 
of three important elements: the previous block hash, 
the timestamp and the transaction data usually 
presented by a Merkle tree. 

 
 

 
 

Fig. 3. Block structure. 
 
 

When there is a new transaction, it is sent to all 
nodes of the network. The miner nodes authenticate 
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the transaction using their signature, if the transaction 
is valid, they mine it in a securely encrypted block. 
The miner who first succeeds in solving the underlying 
consensus problem, will then be able to publish his 
block which will be added to the blockchain. Since 
then, the transactions contained in this block can no 
longer be modified. This makes the blockchain a 
secure system because it is difficult to corrupt. There 
are several types of blockchain. A blockchain can be 
private, public or consortium. It can also allow or not 
the implementation of smart contract. 
 
 
3.2. DAG 
 

Another ambitious addition to the distributed 
ledger without the blockchain family is the DAG 
(Directed Acyclic Graph). A DAG is a particular data 
structure that allows transactions to be validated and 
time stamped by interconnecting them to each other 
unlike the blockchain which groups them together. 
Even though it is an alternative, the structure of this 
ledger is really different. One of the main benefits of 
implementing the DAG distributed ledger is the ability 
to offer nano transactions at no cost. This is because 
scalability improves as the network grows. In other 
words, the more transactions there are on the network, 
the faster it can settle them. A DAG is much more 
scalable than a traditional blockchain.  

DAG takes a different route to consensus. The 
distributed ledger system stores transaction processes 
on nodes. Here, each member of the network is called 
a “node” just like the blockchain. All nodes in the 
network validate transactions on the ledger and are 
also represented by validated transactions. Any node 
can initiate transactions. However, in order to validate 
them, it must verify at least two of the previous 
transactions in the ledger. Once it has validated them, 
its transaction is confirmed. The more a node 
validates, the more valid its transactions become in the 
distributed ledger database.  

Thus, if a transaction (Fig. 4) has a longer branch 
of previously validated transactions, it will have the 
most weight in the ledger. However, an algorithm will 
randomly select the two previous transactions for each 
member to validate. Because if not, members will only 
validate their transactions and leave another one. This 
is actually a new form of consensus to achieve greater 
scalability. Because of this nature of the distributed 
ledger implementation, companies that need a higher 
volume of transactions every second should use it. 

IOTA [7] is the most popular example of an open 
source DAG distributed ledger. It is intuitive and 
scalable, designed to support friction less data and 
value transfer. IOTA uses quantum robust signatures 
to protect the network from next generation computing 
power. It is based on the Tangle [5] witch is a public 
registry replicated on all nodes. All data in the Tangle 
are stored in objects called transactions. Once a 
transaction is attached to the Tangle, it is immutable. 
All transactions in the Tangle are attached to two 
others to form a Directed Acyclic Graph (DAG). Each 

transaction in the graph is represented by a box and 
each attachment is represented by a line. When a new 
transaction is attached to the Tangle, it is attached to 
two previous transactions, adding two new lines to the 
graph. 

 
 

 
 
Fig. 4. IOTA transaction [7]. 

 
 
3.3. Hedera Hashgraph  
 

Hedera is a project born in August 2018. It doesn’t 
use a blockchain structure but a particular DAG 
structure called hashgraph. In the hashgraph [5], all 
transactions are stored in a parallel structure (Fig. 5).  

 
 

 
 

Fig. 5. Hashgraph vote. 
 
Each circle represents a ledger record called an 

event, which is analogous to a block on a bockchain. 
An event contains: the timestamp, the transactions, 
and the hash of the two previous events witch they are 
joins. All events are therefore linked together 
irreversibly until the first event of the graph. 
Hashgraph uses a gossip protocol, the nodes are 
constantly trying to contact each other in a random 
way. The gossip algorithm makes the information flow 
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at a high speed on the network. As all transactions 
occur on the network, within seconds, everyone on the 
network will know where the transaction would be 
placed in the ledger. In addition, everyone on the 
network will know that the entire network is aware of 
the existence of the transaction and, therefore, will 
make changes accordingly. 

To validate its transactions, nodes use a virtual 
voting system. The hashgraph is first divided into 
several rounds and in each round the nodes will vote 
to find a consensus on the validity of a transaction and 
on the timestamp and therefore their order of 
inscription on the ledger. 

 
 

3.4. Holochain 
 

In holochain [8], each node or agent maintains a 
single source string of their transactions, associated 
with a shared space implemented as a validating, 
monotonic, sharded Distributed Hash Table (DHT), 
where each node applies validation rules to the data in 
the DHT and provides the provenance of the data in 
the source strings from which it came. A Holochain 
(Fig. 6) is the set of these three elements: the shared 
database of public data (DHT), the local hash-chain of 
private data to an agent (local hash-chain), and a set of 
common rules (Nucleus). 

 
 

Fig. 6. Holochain’s components [8]. 
 
 

Each agent has the common rules of operation: the 
source code of the distributed application, called 
Nucleus. By consulting its copy of the Nucleus, the 
node can check the validity of the information it 
receives from the other nodes (the signals). Therefore, 
each node has its own local hash-chain of private data. 
A node can allow, at its discretion, another node to 
view its local hash-chain. Also, when a node decides 
to modify the shared database (DHT), it must first 
write the information to its local hash-chain and then 
have it audited by other nodes to see if the addition 
meets the common rules. Each node decides which 
private data it wants to share on the common database, 
so it has sovereignty over its data. Holochain 
consumes very little energy and will run really well on 
a phone or small 45 W computer. 

 
 

3.5. Tempo 
 
The tempo radix distributed ledger database works on 
three major principles: 
 Have a networked cluster of nodes. 
 Distributed global ledger among the cluster of 

nodes. Special algorithms for timestamp events in 
the ledger.  

 Each instance of this distributed ledger database is 
known as a universe. In the universe, each event is 
called an “atom”. 
This is a bit different from other distributed ledger 

databases on the market. Any node can choose to carry 
a subset of the entire global ledger with it. The subset 
of the ledger is called fragments, and each node 
carrying a fragment will receive a unique identifier for 
its subset of the ledger. Thus, nodes are not required to 
carry the burden of the global ledger on the network. 
This ensures that the network can handle a larger 
amount of load, increasing scalability. When a node 
wants to validate transactions, it uses logical clocks to 
do so. The usual distributed ledger database timestamp 
is not capable of achieving consensus on its own. This 
is because of the perspective of time changes from one 
person to another. 
 

 
4. Some IoT Security Solutions using 

DLTs 
 
The Table 2 gives a comparative analysis between 

the different DLTs, whereas Table 3 lists challenges 
and opportunities due to certain keys factors. 
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Table. 2. DLTs comparison table. 

 

DLTs Applications Transaction/s 
Consensus 
algorithm 

Storage Scalability Security 
Smart 

Contract 

Blockchain 

Bitcoin About 3 PoW Important ↓ High No 

Ethereum 7-15 PoW Important ↓ High Yes 

Hyperledger 3000-20000 pBFT Important ↓ High Yes 

DAG 
IOTA More than 1000 

DAG-based 
consensus 

Low ↑ Medium Yes 

Hashgraph About 10000 
Gossip + virtual 

vote 
Low ↑ Medium Yes 

Holochain Holochain About 56000 
No general 
consensus 

Low ↑ Medium Yes 

Tempo Radix About 1000000 Gossip Low ↑ Medium Yes 

 
 
 

Table 3. IoT-DLT challenges and opportunities due to certain keys factors. 
 

Key factors Challenges/Opportunities 

Immature technology, Implementation cost 

Absence of widespread adoption 
Challenges to businesses 

C
h

al
le

n
ge

s 

Lack of integration with existing solutions 

Strong encryption mechanisms 

Lack of adaptation of existing regulatory 
frameworks 

Changes needed for adoption across sectors 

Nascent technology Lack of governance framework 

Multiple non-interoperable implementations Fragmented ecosystem 

Security vulnerabilities Challenges for personal data protection 

Distributed systems High energy consumption 

Need for increased computing power Associated additional costs 

Legal enforceability of smart contracts Smart contracts implementation 

Automating processes Efficiency gains 

O
p

p
or

tu
n

it
ie

s 

Reducing the need for third-party intermediaries Cost savings 

Technology adoption New revenue sources for businesses 

Growth of the ecosystem Creation of novel business 

Decentralized nature of the technology Facilitate transactional systems 

Users control their own information Improve users’ trust in carrying out transactions 

Transactions immutability Reducing the propensity for fraud 

Lack of a central point of failure More resilient and secure 

Use of public key cryptography Efficient and cost-effective management of digital identity 

Smart contracts implementation Smart auditing capabilities 
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In [9], the authors propose a data exchange model 
between owners and consumers based on smart 
contracts. This model eliminates the trusted third party 
of traditional centralized systems. Their general data 
exchange process is performed in eight steps ranging 
from sharing available information and data of IoT 
objects via the smart contract, to the payment of rental 
fees of these data by the consumer. In their proposed 
model, data owners have control over their data and 
can authorize access to the data and they can track all 
transactions since the entire transaction process is 
transparent and traceable. Their security model meets 
the criteria of confidentiality, integrity and 
availability. 

The authors of [10] present a holochain-based 
security and privacy framework for IoT health 
systems. They point out major setbacks to blockchain 
related to increasing storage and network size 
requirements. In the proposed system, patients, 
doctors, staff, are considered as agents who can 
actively participate in the network and transfer 
information. Considering the storage space limitations 
of IoT objects, they use the cloud to process and store 
the transaction of a holochain network. The proposed 
scheme has been analyzed showing the higher 
efficiency of the holochain compared to rival 
blockchain systems. They highlight a significant 
reduction in time and complexity. 

In [11], the authors identified the need for fast 
transaction, IoT network privacy. They have 
highlighted the main areas of vulnerabilities in the 
private and public sectors in Dubai in order to propose 
a sanitary framework. Thus, this one presents an 
approach using IOTA and Tangle technologies. They 
discussed the creation of two applications on the 
Tangle: a smart electricity meter and a smart toll 
system. 

In [12], the authors propose a Lightweight Scalable 
Blockchain (LSB) optimized for IoT requirements 
while providing end-to-end security. DTC requires 
that each head cluster waits a random time before 
mining, i.e., adding a block instead of solving a 
computationally demanding headache, which 
significantly reduces the mining processing overhead. 
It also offers a distributed debit management (DTM) 
mechanism to dynamically adjust certain system 
parameters to ensure that the throughput of the public 
blockchain does not deviate from the transaction load 
in the public blockchain network.  

DTM ensures that network is self scaling, i.e., as 
the network grows in size, more transactions can be 
appended to the public blockchain, thus increasing the 
throughput. Qualitative analyses have shown that their 
approach is resistant to several types of attacks [13]. 
Moreover, simulations have shown that packet 
overhead and delay are reduced, as the scalability of 
the blockchain has increased. 

In [14], the authors design a new protocol to 
improve the security of distributed IoT devices. Their 
solution is essentially based on the hardening of IoT 
devices. This approach enables secure deployment of 
IoT devices by reducing the threat of surveillance and 

theft, while improving operator accountability and 
trust in IoT technology. 
 
 
5. Challenges of DLT-IoT Integration 

 
Table 2 gives a comparative analysis between the 

different DLTs studied here. In this table, pBFT 
(Practical Byzantine Fault Tolerance) is a consensus 
algorithm for enterprise consortiums where members 
are partially trusted. Whereas, Proof-of-work (PoW) is 
a well-known decentralized consensus mechanism. As 
we can see, this table gives an overview of some 
important characteristics of DLTs. 

The security aspect of DLTs, and in particular of 
blockchain, justifies the attraction of researchers to 
address the security challenges of the Internet of 
Things. With the presence of smart contracts, several 
scenarios can be realized. 

The convergence of IoT and a DLT such as 
blockchain still presents many challenges that need to 
be addressed in order to take full advantage of the 
benefits offered by DLTs [15]. 

There is not yet a reference model for the 
integration of IoT and DLTs.  However, there are 
primarily two ways of integration: 
 Tight integration: In this type of integration all 

IoT devices are considered as peers of the 
blockchain. All IoT communications are recorded 
in the blockchain. 

 Loose integration: In this type of integration, only 
resource-rich IoT devices are considered peers of 
the blockchain. Other devices can communicate 
with the blockchain through these intermediaries. 
The choice between these two types of integration 

depends on the level of security required but also on 
the characteristics of the connected devices. 

The tight integration offers more advantages in 
terms of security. All exchanges are recorded in the 
blockchain and therefore verified and approved by all 
the nodes. This system provides security services such 
as non-repudiation. 

However, this approach increases storage 
requirements and may not be feasible for some use 
cases. In contrast, loose integration allows the 
blockchain to be used to perform only certain 
interactions. DLT-IoT integration presents some 
challenges:  
 Storage: one of the major problems of this 

convergence is the great difference in storage 
space requirements of the blockchain and 
paradoxically the limitations of connected objects. 

 Computing power: participation in the 
blockchain consensus requires a certain amount of 
computing power and most connected objects do 
not have this computing power. 

 Scalability: connected objects tend to produce and 
exchange a lot of data, and with tight integration, 
the number of transactions in the blockchain can 
increase rapidly and may cause the blockchain to 
slow down. 
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Nevertheless, despite these major challenges, the 
use of DLT brings many advantages and opportunities 
as we can see in table 3 which assesses challenges and 
opportunities due to certain keys factors. Finally, the 
table 4 summarizes the advantages and challenges of 
this convergence. 
 
 

Table. 4. Benefits and Deficiencies DLT-IoT paradigm 

 

DLT-IoT paradigm 

Main features 

 An immutable record 
 Disintermediation  
 A lack of central control by one party 
 New opportunities (Table 3) 
 Tight integration 
 Loose integration 

Benefits Deficiencies 

Security 
Scalability 

Decentralization 

Improved interoperability 
Storage 

Greater resilience 

Greater privacy 
Computing Power 

Fault tolerance 

 
 
6. Conclusion 

 
In this study, we have presented the existing DLTs 

and made a comparison according to different 
parameters. This study is intended to provide 
additional support to help in the choice of DLTs for 
IoT applications. Many recent works on IoT has 
shown that the convergence of these two technologies, 
although very different, provides several solutions to 
the challenges of IoT, especially for security. 

Thus, the key features of DLT-IoT are associated 
with its decentralized nature. In DLT-IoT, multiple 
copies of information are held by different connected 
objects, with data updating process by consensus and 
without the need for a third party. As a result, DLT-
IoT can offer more efficiency, gains in trust and data 
reconciliation across all participant nodes. This means 
that DLT-IoT is able to provide: 
 An immutable record. Data added is in theory 

unchangeable and secure, with the agreement of all 
participants as to the contents. 

 Disintermediation. Direct nodes interaction, 
without the need for a third party.  

 A lack of central control by one party. Changes are 
decided on a consensus basis by multiple 
connected participants. 

 New opportunities for management and sharing of 
data and many others, such as, more efficiency, 
costs savings, more resiliency and security with 
reduction of the propensity for fraud. 
However, some of the major problems of this 

convergence are the great difference in storage and 
computing power requirements of blockchain and 
paradoxically the limitations of connected objects.  

Finally, in order to fully benefit from the 
advantages of DLTs, it is needed to find ways to 
circumvent the limitations of connected objects in 
order to set up a good integration architecture for these 
two technologies. 
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