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Abstract: Extensive network of pipelines carrying oil and gas is an integral part of any country’s 
energy management plan. As oil and gas are characterized as highly hazardous, their transportation 
through pipelines warrants proactive continuous monitoring. Unfortunately, there has been limited 
continuous monitoring of this crucial infrastructure, which causes financial losses to the industry. This 
paper presents a wireless sensor network (WSN) system and its reliability assessment model for oil 
and gas pipelines condition monitoring. 
 
As a first step, a wireless sensor system for pipeline monitoring is selected. The selected system is 
revised for oil and gas application considering long distance transportation. Upon system development, 
a reliability model for the system is developed. A simple bottom-up approach is followed to analyze 
the reliability of the components, subsystem, and the system. Two explanatory examples are presented 
to demonstrate the applications of the selected system and developed reliability model. These 
examples help to better understand the interrelation between the reliabilities, the components and the 
system. Copyright © 2009 IFSA. 
 
Keywords: Reliability modeling, Wireless sensor networks, Pipelines condition monitoring, Wireless 
based condition monitoring 
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1. Introduction 
 
Oil and gas pipelines are critical infrastructure for effective transportation and distribution of energy 
resources. It is an integral part of country’s energy management plan. As being critical element of 
energy management plan, they could easily be a target of sabotage and terrorist attacks. Moreover, 
pipelines can unexpectedly fail for many reasons including, corrosions, cracking, process upsets, and 
external environment. As compared to other means of transportation, pipelines are expected to be 
highly reliable, safe and cost-effective. In fact, taking a deeper look at the current pipelines’ status will 
make such expectations a blur. 
 
In Canada alone there are about 580,000 kilometers of pipelines. About 2.65 million barrels of crude 
oil and equivalent daily travel through Canada’s crude oil pipelines network. Approximately 
17.1 billion cubic feet of natural gas per day travel through Canada’s natural gas pipelines network [1]. 
 
There are pipelines underlie or in the proximity of some cities such as Medicine Hat, Red Deer and 
Calgary. Computerized control centers are used to remotely monitor most pipelines systems. Control 
valves situated at regular intervals along the pipelines close automatically when pressure drops are 
detected. Low-flying aircraft and ground crews with specialized detection equipment are also used for 
monitoring pipelines. Potential problems with the pipe and joints or welds can be detected using in-line 
inspection equipment. With the help of highly sensitive detection equipment pipelines operators can 
“walk the line” and locate any leaks. These condition monitoring are often carried out periodically 
ranging from months to year interval, but systems may fail between these intervals. It could be said, 
real-time, proactive and round-the-clock integrity monitoring of this fatal infrastructure is currently not 
available [1, 2]. 
 
Recent advancement in wireless sensors network can be appropriately exploited and deployed for 
integrity monitoring of pipelines to achieve the ultimate goal of safety enhancement. Among the main 
reasons that the wireless sensor network can be best deployed for this task are [3, 4]: 
 Wireless (no wires involved) which means convenience of deployment for large scale, remote and 

scattered pipelines; 
 Wireless means cost-effectiveness; 
 Ease and convenience of maintenance; 
 Time effective as per installation time; 
 24/7 reliable and proactive integrity monitoring. 

 
Different kinds of sensors such as acoustic, vibration and temperature sensors can detect wall thinning 
or thickness through temperature or noise measurements, leakages by analyzing real-time flow, and 
pressure measurements etc. In addition to sensing and collecting data, these sensors are also equipped 
with processing capabilities to deduce how to route the data packets through the neighbors to a base 
station or sink. The wireless sensor nodes are usually battery powered or have energy harvesting units 
built in them to prolong their lifetime. Due to the small sizes of such wireless sensors, their sensing 
and communication capabilities are restricted to within a small neighborhood. Furthermore, the energy 
harvesting capabilities are also small implying that power consumption is important in prolonging the 
lifetime of a Wireless Sensor Network (WSN) [11]. 
 
This paper is organized as follows. First, a literature of related work is presented. Then, a WSN system 
for condition monitoring is adopted from the literature and appropriately revised for oil and gas 
pipelines. Subsequently, the reliability model is developed and analyzed using bottom-up approach for 
the WSN system. Finally, two illustrative examples are presented to demonstrate the application and 
effectiveness of the reliability model. These examples do help to better understand the interrelationship 
between component failure rates and overall system reliability. 
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2. Related Work 
 
An exhaustive literature review find only few papers on the topic of WSN for condition monitoring, 
WSN application to the pipelines, and WSN in the oil and gas industry [5-9]. Awawdeh et al. shed 
some light on a model for tracking flow-induced vibration to provide means of detection and early 
warning of integrity loss in pipelines network [5]. Suheil and Garelli propose a model for pipelines 
monitoring, but the paper provides limited technical information and mainly focuses on the application 
[6]. Changsoo et al. propose a method for calculating the number of sinks and sensors required for 
pipelines monitoring [7]. Umeadi and Jones report some findings of a laboratory based test program to 
evaluate the potential for vibration sound emission detection in pipelines integrity monitoring [8]. 
Stoianov et al. present a system called PIPENET for monitoring large diameter bulk-water 
transmission pipelines [9]. The above review concludes that in public domain literature limited 
information are available for WSN based pipelines condition monitoring. 
 
Related to reliability modeling of wireless sensor networks few related papers have been identified. It 
includes references [12-18]. Mainly, Cinque et al. address the current limitations and pose the 
reliability requirements for dynamic structure monitoring using wireless sensor network [12]. 
AboElFotoh et al. approach the problem of modeling and evaluate the coverage oriented probability of 
WSN subject to common cause failure [13]. Xing and Michel define a WSN reliability measure 
considering the aggregate flow of sensor data into a sink node [14]. Chiang et al. deal with the problem 
of reliability and security modeling in an integrated manner [15]. Cai et al. propose and evaluate 
scalable architecture of WSN nodes for increased availability [16]. Shrestha et al. shed some light on 
the problem of reliability modeling for large scale wireless sensor network [17]. Akan and Akyildiz 
present an event-to-sink transport protocol for reliable transport in wireless sensor network [18]. 
 
However, it should be noted that due to the unique arrangement of the wireless sensors in the case of 
pipelines monitoring none of the abovementioned models can be adopted for such a case. Based on the 
above review it may be observed that the topic of reliability of wireless sensor network for pipelines 
monitoring has not been approached. 
 
This paper introduces a reliability model for a wireless sensor network system for pipelines condition 
monitoring. 
 
 
3. System Overview 
 
WSN for pipelines integrity monitoring is adopted as described in [6] and [7]. Fig. 1 depicts a simple 
description of the system. 
 
 

Cluster

Microwave link

Sensor Node (Slave)

Sink Node (Master)

 
 

Fig. 1. Simplified sketch of WSN for pipelines monitoring. 
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The sensor and sink nodes are equally spaced along the pipeline. The power for sensor nodes is 
generated from energy scavenging module such as vibrations in the pipeline or from a long-lasting 
battery. The sink nodes power can be a reliable long-lasting battery; or other means of power supply 
such as a solar panel, which will depend on the vicinity of the pipeline as well as the ambient 
conditions. Every sensor node can choose its transmission distance dynamically depending on a set of 
permissible finite power levels and route information. If the closest sink is within a sensor’s 
transmission distance then the information is sent to the sink directly. Otherwise, the information is 
sent via a neighboring senor in a multi-hop fashion to the closest sink node. 
 
Unlike other applications of WSN (e.g. military application, environmental applications, etc.) where 
complicated clustering techniques can be used to form sensor clusters, the pipeline clusters are 
naturally available due to the linear arrangement of sinks and nodes throughout the pipeline. 
Accordingly, the closest sensor nodes to a sink node will remain the same throughout the entire 
lifetime of the application [7]. 
 
The sink nodes receive measurement information such as pressure every 30 seconds from neighboring 
sensors within the same cluster whereby the received data is relayed to an associated gateway. A point-
to-multipoint master UHF towers can be installed alongside the pipeline network. The master UHF 
towers covering a pipeline in a diameter of about 100 km. These towers are linked to the main control 
room using a point-to-point microwave network. The gateways are scanned once per minute by an 
associated UHF base station. When the data is received by the base station, it is relayed to the main 
control room by a point-to-point microwave network [6]. 
 
Data packets sent by each sensor can uniquely categorize its location in the pipeline. This can be 
readily achieved through pre-specifying a certain ID and including it in each transmitted packet for 
each sensor. This ID is so important because in case of any problem with the pipeline it will easily 
determine the location of that problem. More information such as battery condition information and a 
sequence number should be incorporated in each transmitted packet. 
 
 
4. System Design 
 
In this section, a model for the wireless sensors for pipelines monitoring is introduced based on the 
earlier discussion. In the present study it is considered that pipeline is stretching linearly with a total 
length of 1000 km. This case can be generalized for any length as discussed below. 
 
Consider that the UHF tower can cover an area of a 100 km [6]. This will make our sensor network 
naturally clustered into 1000/100 clusters. We have 10 clusters each of which covered by a UHF tower 
[See Fig. 2]. 
 
Reliability analysis is done for one cluster and it would be similar for the rest as clusters 2 to 10 are 
replicas of cluster 1. Number of sink nodes necessary to this network arrangement of sensors can be 
evaluated with following assumptions: 
 Sensors are located every 20 meters along the pipeline [7]; 
 n=Total number of sensors and sink nodes per one cluster = 100 km/20m=5000 sensors; 
 Each sensor has five finite power levels, {P1, P2, P3, P4, P5}; 
 Reachable distance by each sensor increases by 20 meters with each power level; 
 d1=20 m, is the reachable distance by each sensor for P1. Accordingly, d2 = d1+20, d3=d1+40, 

d4=d1+60, d5=d1+80; 
 Packet size, k=1000 bit [7]; 
 Electric power generated by piezoelectric sensor, REH=1mW/sec [10]; 
 Sampling rate boundaries lower

rate
upper
rate SS ,  can be calculated as described in [7]. 
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Fig. 2. UHF towers and corresponding WSN clusters. 
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For the above values the Maximum tolerable sampling rate is evaluated using algorithm provided in 
ref. [7] as: 
 
 HzSrate 071374.0* =  (3)
 
The equivalent number of sensors for the above sampling rate is estimated as 100 samples per sink 
node. This arrangement is depicted in Fig. 3 below. 
 
 

 
 

Fig. 3. A sub cluster is comprised of 100 sensors per sink node. 
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Furthermore, within one cluster, there are 50 subclusters. These are defined throughout the 100 km 
distance over the pipeline, a group of sensors (slaves) to sink nodes (masters) are equally spaced (See 
Fig. 4 ). 
 
 

 
 

Fig. 4 Subclusters of cluster 1. 
 
 
5. Reliability Modeling 
 
A bottom-up reliability modeling approach is followed to analyze and understand the reliability of the 
system introduced earlier. This is accomplished through two main steps: i) introducing a reliability 
model developed for the system, and ii) application of the model with two numerical examples. 
 
 
5.1. Sensor-Level Reliability 
 
As described earlier, the system is comprised of identical sensors. Each sensor has “L” incremental 
power levels, {P1, P2, …, PL}; and these power values are corresponding to “L” incremental 
transmission distances {d1, d2, …, dL}. The objective is to minimize power consumption. Accordingly, 
each sensor will use its minimum power level {P1} for transmission to a corresponding distance “d1”. 
In the event that the sensor fails to communicate with a neighboring sensor/sink in the range of “d1”, it 
will automatically switch to a higher power level “P2” to communicate with a senor in a longer range 
“d2”. If more failures occur, the system will keep on switching the power levels until it reaches its 
maximum transmission distance “dL” for corresponding power level “PL”. Table 1 shows sensor states 
described above. A sensor will be in a failure state (N+1) if it either randomly fails or if it cannot 
satisfy the transmission distance due to power insufficiency or lack of power. 
 
 

Table 1. States of a senor with finite power levels PL and corresponding transmission distances dL. 
 

State P1, d1 P2, d2 … PL, dL 

1 Active Standby Standby Standby 
2 Failed Active Standby Standby 
3 Failed Failed … Standby 
… Failed Failed … Standby 
N Failed Failed Failed Active 

N+1 Failed Failed Failed Failed 
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5.2. Sensor-Level Reliability Model 
 
In this step the sensor-level reliability is modeled. Sensors are identical and each sensor in the network 
has 5 power levels, {P1, P2, P3, P4, P5}, corresponding to 5 transmission distances,  
{d1, d2, d3, d4, d5}={20 m, 40 m, 60 m, 80 m, 100 m}. The sensor states are shown in Table 2 below. 
 
 
Table 2. Sensor states for P= {P1, P2, P3, P4, P5}; and corresponding transmission distance d= {d1, d2, d3, d4, d5}. 
 

State P1, d1 P2, d2 P3, d3 P4, d4 P5, d5 

1 Active Standby Standby Standby Standby 

2 Failed Active Standby Standby Standby 

3 Failed Failed Active Standby Standby 

4 Failed Failed Failed Active Standby 

5 Failed Failed Failed Failed Active 

6 Failed Failed Failed Failed Failed 
 
 

  
 

(a) 
 

(b) 
 

Fig. 5. Rate diagram for a sensor with 5 power levels and 5 corresponding transmission distances 
(a) Rate diagram for Scenario 1, (b) Rate diagram for Scenario 2. 

 
 
A rate diagram based on Hidden Markov Models (HMM) is used to model the states of the sensor [11]. 
There are three scenarios that can be modeled from the table above. The first scenario is to consider 
that the sensor can only switch between states in this order: {State 1, State 2, State 3, State 4, State 5} 
with switching rates of {λ12, λ23, λ34, λ45} respectively. Moreover, the sensor can be in a failure state 
due to insufficiency or depletion of transmission power as well as due to random failure. In this 
scenario it is considered that such failure occurs from states 1 and 5 only with a failure rate of  
{λ16, λ56} respectively (See Fig. 5.a). 



Sensors & Transducers Journal, Vol. 106, Issue 7, July 2009, pp. 6-26 

 13

 
The second scenario is to incorporate failures from states {State 2, State 3, State 4} with failure rates 
of {λ26, λ36, λ46} respectively into the first scenario (See Fig. 5.b). 
 
The more wholesome scenario is scenario 3 which considers direct switching from {State 1} to {State 
3}, from {State 1} to {State 4} and from {State 1} to {State 5} with switching rate of {λ13, λ14, λ15} 
respectively; switching from {State 2} to {State 4}and from {State 2} to {State 5}with switching rate 
of {λ24, λ25} respectively; and switching from {State 3 to State 5} with switching rate of {λ35}; and to 
incorporate it into the model developed in scenario 2 (See Fig. 6). 
 
Scenario 3 is used for calculating the sensor’s reliability. First, the rate diagram equations based on 
scenario 3 as depicted in Fig. 6 are developed as follows: 
 
 )()()(

11615141312
1 tP
dt

tdP λλλλλ ++++−=  

 
 Let, 16151413121 λλλλλλ ++++=  (4)
 
 

)()(
11

1 tP
dt

tdP λ−=  (5)

 
 

 
 

Fig. 6. Rate diagram for the wholesome scenario, Scenario 3. 
 
 

 )()()()(
226252423112

2 tPtP
dt

tdP λλλλλ +++−=  

 
 Let, 262524232 λλλλλ +++=   (6)
 
 )()()(

22112
2 tPtP
dt

tdP λλ −=  (7)



Sensors & Transducers Journal, Vol. 106, Issue 7, July 2009, pp. 6-26 

 14

 )()()()()(
3363534223113

3 tPtPtP
dt

tdP λλλλλ ++−+=  

 
 Let, 3635343 λλλλ ++=  (8)
 
 )()()()(

33223113
3 tPtPtP
dt

tdP λλλ −+=  (9)

 
 )()()()()()(

44645334224114
4 tPtPtPtP
dt

tdP λλλλλ +−++=  

 
 Let, 46454 λλλ +=             (10)
 
 )()()()()(

44334224114
4 tPtPtPtP
dt

tdP λλλλ −++=  (11)

 
 )()()()()()(

556445335225115
5 tPtPtPtPtP
dt

tdP λλλλλ −+++=  (12)

 
 )()()()()(1)( 543216 tPtPtPtPtPtP −−−−−=  (13)
 
The initial condition is at time t=0, the system is in state 1, which means the sensor can be only in one 
state at any given point of time. This implies: 
 
 1)0(1 =P , 0)0(2 =P , 0)0(3 =P , 0)0(4 =P & 0)0(5 =P  (14)
 
To determine the sensor’s probability of being in a certain state, equations from (5) to (13) need to be 
solved given the initial conditions defined by equation (14). The above differential equations can be 
rewritten in matrix format as follows: 
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And the initial conditions can be rewritten as 
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If the sensor is either in state 1, 2, 3, 4, or 5 it will be operating, moreover, the sensor can be in only 
one state at any given point of time, thus, the reliability of the sensor is given as 
 
 )()()()()()( 54321 tPtPtPtPtPtRSensor ++++=  (17)
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The mean time to failure (MTTF) of the sensor can be calculated as follows 
 
 

dttRMTTF SensorSensor ∫
∞

=
0

)( ( )dttPtPtPtPtP∫
∞

++++=
0

54321 )()()()()(  (18)

 
The probability of the sensor failure is calculated as follows: 
 
 )()()()()(1)()( 543216 tPtPtPtPtPtPtFSensor −−−−−==  (19)
 
 
5.3. Subcluster-Level Reliability 
 
In the previous Section sensor-level reliability was modeled and defined as )(tRSensor . In this section, 
the reliability model for the subcluster (i.e., the reliability of sensors per sink as well as the reliability 
of the sink) is introduced. 
 
Consider the wireless sensors model introduced earlier in Fig. 3, following random failure and 
binomial process. The probability of exactly “x” sensors operating can be calculated as 
 
 xnx RR

x
n

xP −−⎟⎟
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 (20)

 
where, 
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⎞
⎜⎜
⎝

⎛ , is the number of ways (arrangements) in which x successes (nonfailures) can be 

obtained from n sensors. 
 xnx RR −− )1( is the probability of “x” successes and (n-x) failures for a single arrangement of successes 

and failures. Therefore, 
 
 

∑
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n

kx
SinkPerSensors xPR )(  (21)

 
is the probability of k or more successes from among the n sensors. 
For the subcluster model: 
 n (number of sensors per sink)=100 

We assume that the system (subcluster) is operable if at least 75 out of 100 sensors are operable, k=75. 
Accordingly 
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The reliability of the sink as shown in Fig. 3 is 
 
 t

Sink
SinketR λ−=)( , (23)

 
where Sinkλ is the failure rate of the sink. 
 



Sensors & Transducers Journal, Vol. 106, Issue 7, July 2009, pp. 6-26 

 16

The reliability of “subcluster 1” which is similar to the rest of our identical subclusters in the system is: 
 
 

SinkSinkPerSensorsSubcluster RRR ×=  (24)
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5.4. Cluster-Level Reliability 
 
As explained earlier, each cluster in the network covers an area of 100km, which comprised  
50 subclusters within each cluster. 
 
In order for the measurement to be reliable there has to be at least 45 subclusters operable. As 
subclusters are comprised of identical sensors which imply subclusters are identical too. Therefore, the 
cluster reliability can be mathematically written as 
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where )(tRSubcluster  is given by equation (25). 
Consider that the tower reliability can be written as: 
 
 t

Tower
ToweretR λ−=)( , (27)

 
where Towerλ  is the failure rate of the tower. 
The reliability of the cluster and its corresponding UHF Tower can be written as: 
 
 ClusterTowerBlock tRtRR )()( ×=  (28)
 
Substituting equation (26) and (27) into equation (28) yields, 
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where RSensor (t) is the sensor’s reliability given by equation (17). 
 
 
5.5. Overall System Reliability 
 
The reliability of the identical blocks shown in Fig. 2 (i.e., cluster and its corresponding UHF tower) 
from 1 to 10 can be modeled by equation (29). Our concern at this stage is to calculate the overall 
system reliability. 
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Consider that the microwave repeater has a failure rate of λRepeater. Accordingly, the microwave 
repeater reliability can be written as 
 
 t

peater
peatereR Re

Re
λ−=  (30)

 
Consider that the control room communication equipments have a failure rate of λControl_Room . 
Accordingly, the control room communication equipments reliability can be written as 
 
 t

RoomControl
RoomControleR λ−=  (31)

 
Now the overall system reliability can be modeled. Consider that at least 8 out of 10 blocks are 
required to function in order for the system to function. Given this requirement, the system reliability 
can be written as 
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where, 
 RBlock: block reliability given by equation 29. 
 RRepeater: microwave repeater reliability given by equation 30. 
 RControl Room: control room’s communication equipment reliability given by equation 31. 

 
 
6. Numerical Example No. 1 
 
In this section some numerical assumptions are presented to demonstrate the feasibility of calculations 
and to further understand the interrelationship between the system reliability and other elements 
involved. 
 
Choosing arbitrarily a reasonable failure data as given in Table 3, the rate diagram as introduced in 
Fig. 6 is re-sketched with the above values is shown in Fig. 7. 
 
 

 
 

Fig. 7. Rate diagram with the numerical assumptions. 
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Table 3. Switching and failure rates for our example (per hour). 

 
Switching/failure rate Assumption (per hour) 

λ12 10−2 
λ13 10−2 
λ14 10−2 
λ15 10−2 
λ16 10−3 
λ23 10−2 
λ24 10−2 
λ25 10−2 
λ26 10−3 
λ34 10−2 
λ35 10−2 
λ36 10−3 
λ45 10−2 
λ46 10−3 
λ56 10−3 

λSink 10−4 
λTower 10−7 

λRepeater 10−7 
λControl Room 10−6 

 
 
Accordingly, the system of equations can be written in matrix format as described in equation (15) as 
follows 
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Initial conditions are given by equation (16) as 
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The solution to the above system of equations is 
 
 P1(t)= exp(-41/1000*t) (35)
 
 P2(t)= -exp(-41/1000*t)+exp(-31/1000*t) (36)
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 P3(t)= -exp(-31/1000*t)+exp(-21/1000*t) (37)
 
 P4(t)= -exp(-21/1000*t)+exp(-11/1000*t) (38)
 
 P5(t)= -exp(-11/1000*t)+exp(-1/1000*t) (39)
 
 R Sensor(t) =P1(t)+P2(3)+P3(t)+P4(t)+P5(t) 
 
 RSensor(t) =exp(-1/1000*t) (40)
 
Probability of sensor failure is, P6(t)= F(t)=1-RSensor(t) 
 
 F(t)=1- exp(-1/1000*t) (41)
 
 ( )dtedttRMTTF t

SensorSensor ∫ ∫
∞ ∞

−==
0 0

1000/)( ( ) hoursdte t 1000
0

1000/ == ∫
∞

−  (42)

 
Fig. 8 depicts the probability of a sensor being in a certain state from 1 to 6. 
 
 

 
 

Fig. 8. Sketch for the six states of the sensor. 
 
 
Fig. 9 depicts the sensor reliability RSensor(t). It is the summation of curves from P1(t) to P5(t) depicted 
in Fig. 8 above. 
 
The subcluster reliability can be calculated using equation (25) as follows: 
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Fig. 9. Reliability of a sensor, R Sensor (t). 
 
 
Fig. 10 depicts the subcluster reliability, )(tRSubcluster . 
 
 

 
 

Fig. 10. Subcluster Reliability, R Subcluster(t). 
 
 
The reliability of a block (i.e., reliability of a cluster and its corresponding UHF tower) is done using 
equation (29): 
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Fig. 11 illustrates the block reliability, RBlock(t). 
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Fig. 11. Block reliability, RBlock(t). 
 
 

The reliability of the repeater as well as the control room communication equipments can be calculated 
using the respective failure rates provided as given in Table 3. 
 
 t
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 0.000001t−= eR RoomControl  (46)
 
Subsequently, the overall system reliability can be calculated using equation (32) as follows: 
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Fig. 12 depicts the overall system reliability as given by equation 47. 
 
 

 
 

Fig. 12. The overall system reliability, RSystem(t). 
 
 



Sensors & Transducers Journal, Vol. 106, Issue 7, July 2009, pp. 6-26 

 22

6.1. Discussion 
 
To visualize the relation between reliabilities of different elements of the system beginning from the 
sensor level and ending with the overall system it is a good to superimpose Figs. 9, 10, 11 and 12 on a 
single graph. Fig. 13 depicts the superimposed graph of reliabilities. 
 
 

 
 

Fig. 13. RSensor(t), RSubcluster(t), RBlock(t) and RSystem(t) versus Time in Hours. 
 
 
Fig. 13 depicts that the sensor reliability “RSensor(t)” deteriorates as t approaches 5000 hours; and 
eventually it is zero as t approaches infinity. The mean time to failure “MTTF” of the sensor is 
calculated for 1000 hours. It should be noticed that the degradation in the sensor reliability is rather 
gradual and it follows rather a smooth pattern. However, situation is drastically different for the 
subcluster, block and the overall system. 
 
As to the subcluster reliability “RSubcluster(t)”, it has high reliability value until it reaches just above  
200 hours where it begins rather a dramatic decrease. The cluster reliability “RBlock(t)” follows almost 
the same pattern as the subcluster reliability but it degrades faster than the subcluster reliability. In 
comparison to other reliabilities depicted in the graph above, the overall system reliability “RSystem(t)” 
has the sharpest degradation which begins at about 200 hours. 
 
It is obvious from the above graph, the sensor reliability alone can not dictate the overall system 
reliability, other elements including the sink, towers, repeater, control room communication 
equipments as well as the “k out of n” reliability requirement play an important role along with the 
sensor reliability in dictating the overall system reliability. This explains the sharp degradation in the 
reliability of the overall system in comparison to the individual sensor’s reliability. 
 
The point of intersection between the sensor and the overall system reliability depicted in Fig. 13 can 
be obtained through equating equations (40) and (47) and solving for “t”. It is important to determine 
this point because it gives the designer a great idea about the relation between the sensor reliability and 
overall system reliability. 
 
The above graph and analysis can help designer have a great insight into the interrelationship between 
the system elements and parameters; and subsequently could be utilized to fulfill the target reliability. 
 In this example it is noticed that the reliable life time of the system is about 200 hours which is 
impractical. In fact, this value is obtained because of the high failure rates assumed earlier. The next 
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example demonstrates how lower values of the failure rates can drastically improve the overall system 
reliability. 
 
 
7. Numerical Example No. 2 
 
The aim of this example is to show how the failure rates of the equipments involved in the system 
affect the overall system reliability. 
 
The reliabilities calculated in the previous section are calculated after changing the failure rates to the 
values shown in bold in Table 4. These values were chosen reasonably. 
 
The rate diagram introduced in Fig. 6 can be re-sketched for the above values as shown in Fig. 14 
below. 
 
 

Table 4. Switching and failure rates for example no. 2. 
 

Switching or failure rate Assumption (per hour) 
λ12 10−2 
λ13 10−2 
λ14 10−2 

λ15 10−2 

λ16 10−5 

λ23 10−2 

λ24 10−2 

λ25 10−2 

λ26 10−5 

λ34 10−2 

λ35 10−2 

λ36 10−5 

λ45 10−2 

λ46 10−5 

λ56 10−5 

λSink 10−7 

λTower 10−9 

λRepeater 10−9 

λControl Room 10−7 

 
 
Fig. 14 depicts superimposed sketches of the reliability profile. 
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Fig. 14. Superimposition of reliabilities provided in example 2. 
 
 
Comparing Figs. 13 and 16, it may be observed that the life time of the overall reliability of the system 
is drastically increased from about 200 hours to about 20, 000 hours. 
 
This improvement is due to the reduction in the failure rates of the components involved. This implies 
an increase in the sensor reliability which in turn increases the overall system reliability. 
 
This example clearly illustrates the importance of selecting reliable system elements and parameters to 
fulfill the overall system reliability. 
 
 
8. Conclusions and Future Work 
 
This paper has proposed a model to assess the reliability of wireless sensor network (WSN) for 
pipelines condition monitoring. A wireless sensor model for pipelines monitoring was adopted from 
the literature and revised to suite present application. 
 
After the system is presented; reliability modeling was approached accordingly in a bottom-up 
approach. First, the individual sensor’s reliability was modeled using Hidden Markov Models (HMM) 
approach. Then the cluster reliability was modeled using binomial process (using at least a 75 out of 
100 sensor reliability requirement). 
 
Subsequently, the block reliability was modeled with at least a 45 out of 50 subcluster reliability 
requirement. Finally, the overall system reliability was introduced considering at least an 8 out of  
10 block reliability requirement. 
 
Two numerical examples were presented to demonstrate the application of the proposed approach. 
From the reliability sketches developed for the case study it was evident that besides the wireless 
sensors reliability other reliability requirements play an important role in dictating the overall system 
reliability. Finally, a simple approach for maximizing the overall system reliability was discussed. 
 
The following issues will be considered for future work: 
 Varieties of wireless sensors are commercially available from different vendors. These sensors need 

to be surveyed so that an appropriate off-the-shelf sensor can be chosen for pipelines monitoring. 
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 While choosing wireless sensor many factors need to be considered such as energy scavenging 
module, maximum transmission distance, ambient conditions …etc. 

 More investigation is required concerning routing the sensor (slave) information to the sink (master) 
node. 

 Given the developed reliability model, to allocate target reliability to the overall system a top-down 
approach for reliability allocation can be deployed. 

 Fault tree analysis (FTA) may be used to develop system failure mechanisms and the reliability 
analysis. 

 Non-linear structures of pipelines may be considered. This requires revised system design and the 
reliability modeling. 
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