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Secure Packet Transfer in Wireless Sensor Networks

Yenumula B. Reddy
Grambling State University
Grambling, LA 71245, USA
E-mail: ybreddy@gram.edu

Received: 9 December 2011 /Accepted: 20 December 2011 /Published: 12 March 2012

Abstract: Secure data transfer with minimum overhead is essential. Currently, the secure data transfer
in sensor networks uses cryptography, authentication, and probability based approaches. Recently,
collaborative trust-based packet transfer technique was used in wireless sensor networks. Further,
Sporas formula helps to update the node’s trust value in a repeated packet transfer. In the proposed
research, the trust level of a node is recommended as the average value generated through Sporas
formula and repeated trust calculations. If the trust value of a forwarding node is below the threshold
(expected value), the node is suspected as malicious and communicates the status to its neighbor
nodes. Further, the neighbor nodes calculate their own trust of a suspicious node using their trust value
plus trust factor received from their neighbor. The cooperative and collaborative approach helps to
eliminate the suspicious node from the communication path. The proposed technique was analyzed,
and simulations were provided. Copyright © 2012 IFSA.

Keywords: Packet transfer, Wireless sensor networks, Collaborative approach, Protocols, Trust-based
approach, Resource.

1. Introduction

Wireless sensor networks (WSN) are composed of a large number of sensors (sensor nodes or nodes)
distributed over a designated field. They monitor physical and environmental conditions as desired by
the application. The nodes collect the application desired data and communicate to the base-station. The
nodes may be deployed in predetermined position and environment or deployed in an unknown
environment with no predetermined position. The purpose of the nodes is to collect the data,
irrespective of the environment and position. The nodes do not need self organization, if the position,
environment, communication path, and purpose are known. Further, in an unknown environment and
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irregular positioning of sensors (density of nodes), the network may require the self-organization
capability. If the application is sensitive, the security becomes an issue.

The recent developments in electronics and communications, sensors are available in small size and low

cost, which can collect and relay the environmental data. Due to their size and capabilities the

applications span over the battle field to hazardous and hostile environments. Some of the applications

of sensor networks include:

e Control of heating, ventilation, and detect the presence of dangerous materials like biological and
chemical environments.

¢ Design of remote controls to operate motor vehicles, home equipment, toys, building entries, detect
enemy movements, shopping malls, and medical facilities (healthy monitoring and surgeries).

e Tracking of shipment, structural monitoring, traffic conditions, plan routs, and status of parking
places.

The sensors became part of life due to their applications in daily life. Since the applications are
unlimited, study of the sensor design and security became extremely important.

Massive deployment of sensors in hostile areas including forests, biological and chemical fields is very
common and requires secure communication. Further, the network face challenges due to limited power
supply, storage, computational constraints. Replacement of failing sensors or adding sensors to cover
the black holes is very common in such dangerous places. Since they are organized in an open
environment, injecting of bad nodes to corrupt the transmission is possible. Therefore, a secure
transmission model is required to avoid the transmission through corrupted node. Further, design of
secure communication model between sensor nodes is very difficult. The traditional protocols use
exchange and distribute the keys through cryptographic tools for trust evidence. The resource
limitations in sensor networks obstruct the use of traditional tools including cryptographic models and
protocols for secure communications.

In sensor networks, the topology changes dynamically due to failure of sensors nodes. Recent research
shows that algorithms were developed to address the energy aware routing, optimal deployment of
sensors, localization, data aggregation and fusion. The algorithms meet the problems including
communication failures and topology changes. Further, sensing data and reporting data with limited
communication distance requires cooperation of nodes to complete the task. The cooperation happens
between the nodes only if they trust their neighbor to transfer the data. Therefore, a trust management
system that uses limited recourses is required to detect the node (s) with undesired behavior.

The trust depends upon the predictable behavior of other nodes in the network and builds upon
continuous positive behavior. Further, trust depends upon the degree of belief based upon the
experience. Trust is subjective, non-transferable, time dependent, contextual, and unidirectional. Due to
the simplicity and effectiveness of the trust and reputation based models researchers’ attention is
diverted towards these models.

The trust starts with sensing the behavior of the neighbor node. The misbehavior is dropping the packets
continuously or randomly. The packet dropping may be due to malicious attacks (influence of bad
nodes or intruders) on the node or communication defects. The trust can be measured through repeated
positive behavior of the node. Reputation is a tool to detect the good (or bad) behavior of the
neighboring node [44- 8]. The node could be assigned a reputation value to detect the behavior and keep
track of the next node (forward path) in the path. To prove the successive node in the path is
trustworthy, the current node should maintain a table. The table must contain the number of packets
received and transmitted from the successive node. Further, it matches the table by overhearing from
the next node, which transmits the packets to its neighbor. All nodes in the path will follow this process.
The table includes the number of transmitted packets and will be initialized to zero after a set time. The
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method is simple with minimum resource utilization and easy to maintain. The design of such simple
and low cost secure model is very important and an open research area.

Routing the packets in wireless sensor networks (WSN) is done by routing protocols. The routing
procedure uses encryption, digital signature, and authentication. Further encryption and authentication
limits the performance of nodes in WSNSs. Encryption and authentication cannot prevent the malicious
or mishbehavior of the sensor nodes. After reviewing relevant sensor network models, we found that the
trust-based model is a better model than the existing models. Since trust cannot be generated
automatically, we use the verification of repeated data transfer in the successive node. The trust model
detects the sinkholes, selective packet dropping, and malfunction of the node.

Once the trust is established, it cannot be taken for granted for the rest of the sensor lifetime without
repeated reevaluation. The trust relationship changes continuously due to sensor failures and
malfunctions. To keep track of the uncertainties, the trust relationships among the neighboring nodes
are very important. The Sporas reputation function helps to maintain the trust level of a node by
minimizing the single user as well as a new user influence. The process further helps to avoid the Sybil
attacks [17].

The remaining part of the paper discusses the recent developments, collaborative reputation activity,
simulations using Sporas formula, reputation-based trust formulation, trust cluster approach and
conclusion of results.

2. Recent Developments

The security issues were studied by many researchers [1-2, 5-12, 17-27]. The security issues using
cryptographic, stochastic, and authentication were studies by [28-35] to transfer the data on WSN.
These models require more memory, energy, and computations. New techniques are required to
optimize the resource usage and transfer the data securely. Further, a secure routing protocol that
addresses the limitations of sensor nodes and safe transfer of data on a communication path between the
nodes is required. The process must detect and eliminate the malicious nodes from the communication
path. Trust-based approach was one of the models to detect and eliminate the malicious node. Trust-
based approach maintains a table at each node to record the history and behavior of a node. The trust-
based approach seems less expensive and easy to use.

For example, if a user is given the work repeatedly and the user completes to the level of satisfaction,
we say the user will be trusted. The same concept is used in credit cards, bank loans, and at work places.
Sensor networks are not different when we consider the trust. The Fig. 1 shows the scenario of a senor
network. The nodes A, B, C are transferring the data to their successive node D, where D transfers to its
next successive node E. The level of trust of a node D depends upon the percentage of packets
successfully transferred to its next successive node E. The trust of node D depends upon the behavior of
node D at a given time. The trust evaluation of node D also monitored through the neighboring nodes
(node B and node C within communication distance) of A.

Trust values are derived in [2] by evaluating risk and reputation. In [3] the authors developed an
algorithm to calculate trust using the complaints of another agent. Reputation-based framework using
Bayesian formulation was developed by Generiwal et al. [4]. The proposed system uses community
trustworthy behavior of the sensor nodes. The trust calculation in WSN using a bio-inspired algorithm
(BTRM-WSN) based on ant colony systems were presented in [5]. The system uses similarity of how
the ants’ deposited pheromone helps to trace the path and quality of path by trusting the deposited
pheromone.
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Momani et Al. [6], explained the difference between trust, security, and reputation. Further, authors
introduced the WSN security issues and innovative approaches to solve these problems. The authors
concluded that the future research follows the innovative approach to model trust-based approach in
WSN.

base station

. @ -
* 4 ‘-"h‘
¥
L

Fig. 1. Wireless sensor network communication topology.

Task-based trust management, event-based trust management and an agent-based trust management was
studied in [7-11]. In [7], a general approach for task-based trust management is used similar to
economics to detect the malicious node. The event-based approach [8] uses several trust ratings to
enforce the security in WSN. The agent-based trust models in [8-11] discuss the attacks on WSN,
packet dropping, and local storage management using the trust policy. The models can further discusses
the trust aggregation, Hello flood attack, and detect the malicious nodes.

Zhang et al. [12] presented a trust-based approach to distinguish illegal nodes from legal nodes. They
claim that their approach detects insider attacks and uses trust evaluation model. The trust management
model in [13] uses the Bayesian probabilistic approach. The current model calculates the trust factor by
using the current trust factor plus the second hand information received from its neighboring nodes. The
comparison of trust algorithms, trust in grid computing, and event-based distributed trust models are
studied in [36-41].

The collaborative approaches in uncertainty environment, filtering false data, and mobile ad-hoc
networks were discussed in [40-43]. Further, the collaborative approach to the electronic market was
discussed in [15]. The collaborative approach for secure trust-based system was discussed in [48].
These models are used to better selection of a product, to identify and filter the false data, and
identifying a trusted node to transfer the data on a communication path. The collaborative approach is
historically used to select an item. Recently the collaborative approach was used in the electronic
market, but the purpose is the selection of a good product.
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3. Collaborative Reputation Activity

Reputation builds the trust in a specific domain. Reputation-based trust was discussed in [14] and
defined as the amount of trust influenced by a person or node in a specific domain. Like with human
relationships, reputation values associated with a node may change over a time. Therefore, it is advised
to update the node ratings using current ratings. This procedure helps to calculate better trust factor. The
reason for changing the trust rates overtime is that the node may get corrupt due to malicious activity.

Assume that each node entering in the sensor network has a minimum reputation value, i.e., initially
every node transfers packets correctly. The node value will be updated after a set time period. A
threshold value (trust value) will be set to decide either the node will continue in the communication
path or discord at the end of each set period. In a sensor network, a new node can join the existing set of
sensors or a malicious sensor will be discarded from communicating path (Similar to an electronic
market, a new user may join in the group or untrusted member may discontinue). The reputation value
of a current node should not fall below the newly joined node. A node can rate the neighboring node
more than once, but the current rating will be taken. A higher rated node will have smaller change after
each rating (unless the node is corrupted).

The sample rating of a neighboring node is done depending upon the trust. Trust of each node depends
upon the opinion of other nodes, particularly neighboring nodes. Trust of a node is continuous
updating through rating. The current reputation of a node (trust level) is updated using the following
Sporas formula [15].

1
R =R+ 5'¢(Ri—l)'(vvi -E) 1)
1
¢(Ri—1) =1- 1+ e—(RH—D)/O' and E, =% (2)
where:
o - effective number of ratings taken into account (¢ >1) The change in rating should not be very
large;

¢ - helps to slow down the incremental change;

W; - represents the rating given by the node i

D - range or maximum reputation value;

o - the acceleration factor to keep the ¢ above certain value (> threshold).

If the node is compromised, the rating will be smaller and (W, —E,) become negative. Further, the
current reputation slowly crosses below threshold and node declared as malicious.

In the Fig. 1, the opinion poll on node D will be done by nodes A, B, C, and P, because these nodes
communicates the packets through D to the base station. The node E cannot poll on D, since it receives
the packets from D. Assume that there is a node Z between E and base station. If the node Z becomes
malicious, then the node E may need to transfer the data through node D or another alternate node to
reach the base station. In the opinion poll, the node A may poll 70 % and node B may poll 80 %. Sporas
formula updates the rating (helps to build the trust) on node D using the rates polled by the connected
nodes.
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The change in node ratings and current status of a particular node (node D) is calculated using the
Sporas formula. In the present case, the status of node D is calculated using the ratings of the
neighboring nodes C, A, B, and P. The ratings calculation will be taken once in each window time.
Multiple ratings by a particular node will be taken once (the latest poll). The fake ratings will be
eliminated by using the maximum rating value allowed by a specific node at a given time (window). If
the ratings on node D go down suddenly, means that there is a problem in communication (battery
down or node breakdown). In such cases, the sudden high rate change happens with all nodes rating that
poll to the node D (in the current case). The sudden rate change in only one node determines the
problem in that particular node. The ratings node D recorded at A in a window time is shown in Fig. 2.
The curve slowly increases and stabilizes after 30 times. The variation of ratings after 30 will be minor.
Further, any major changes in ratings are identified the node A communicates the collaborative nodes
(neighboring nodes) before a final decision about node D (good or malicious). After the analysis of
collaborative data, if the node D is confirmed as dependable, the node A further analyzes its problem
(with communication distance or energy level).

Change in Ratings
0.858 ‘ T T

0.856 - 4

0.854 - 4

0.852 - J

0.85+ B

Reputations

0.848 - b

0.846 b

0.844 - B

0. 842 1 1 1 1 1 1 1 1 1
0 10 20 30 40 50 60 70 80 90 100

Number of Ratings

Fig. 2. The rating of node D recorded at node A.

The ratings of node D at node A may slowly drop and stabilize above threshold as shown in Fig. 3. If
the ratings do not stabilize, then we need to see the ratings at collaborative nodes.

Fig. 4 shows the ratings of node A are dropping, while the ratings of other nodes stabilizes. The results
show that the node A has a problem and needs to analyze its resources (communication path, energy,
and other related parameters).

Further, in Fig. 5 the ratings of all nodes communicating through node D dropped below the threshold
value 0.85. Each node analyzes the node D and communicates with its collaborative nodes. If the
collaborative nodes have the same problem, the node D will be declared as malicious and eliminated
from communication path with the help of base-station. The base-station will then provide the alternate
path.
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Fig. 3. The rating of node D recorded at node A (while dropping).

Change in Ratings with variation in D for each user

Reputations

] 5 1M 15 20 25 30 35 40 45 50
Mumber of Ratings

Fig. 4. The rating of node D recorded at node A is dropping but ratings of other nodes stabilizes.

The calculations seem tedious and may not seem better than encryption. Further, encryption is still an
expensive process. Further, the computations will be more energy efficient by using agent based
systems (future research). In agent based systems, the table maintenance and computations are managed
by the agent. In agent based systems, each cluster of nodes will have one agent to manage the
computations and eliminate the overheads of the nodes. The process will save energy and improves the
life time of node.
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Fig. 5. The rating of node D recorded at nodes A, C, B, Y, and P are is dropping.

The simulations were presented using the random values assigned to the variables in the Sporas
formula. The random values selected for the parameters in Sporas formula are given below. The number
of ratings may set above 50 for better results. The ¢ value can be less than 10. It is proffered to set more
than 10. The programs were written in MATLAB 2011b.

§=10; 0.5<mw<1;
0.6=<D<0.99 0<o<0.5;
0.5<R_<1;

4. Reputation-based Trust Formulation

The Sporas formula updates the node reputation to current status. The reputation status value of each
node is stored by its neighboring nodes. Therefore, each node maintains a table and stores the reputation
status of its neighboring node or nodes. If any node gets malicious, then the connected nodes change the
reputation value in their table. If the value of a node drops below the threshold, then the node will be
declared as malicious. The declared malicious node will be disconnected from the network.

The reputation of a node is calculated average of two methods. First, reputation value is calculated

through Sporas formula using equation (1) basing on opinion poll. Second, reputation of a neighboring
node is calculated using the ratio of the number of packets sent to the node (S,) to the number of

packets forwarded (F,) by the node as shown in equation (3).

Rim=<" 3)
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The ratio F,/S,, <1 and n/m<1 must be true all time. Unlike in Sporas formula, whenever a node is
added to the network, it is given a reputation value equals to 1, means the reputation value is 100%. The
reputation R must be calculated in fixed intervals (window times). After few intervals, the average
reputation value will be generated (includes the initial value). The average reputation value R,, should
not fall below the threshold T . Therefore, it follows that Ry, >T , otherwise the node is treated as

malicious. Consider an arbitrary variable x that has a maximum value 1 and minimum 0. The current
reputation value of a node is calculated as:

R, =(Q-x.R, +xR;) <1 (4)

where R, is the calculated reputation calculated, R is the previous reputation value, and RC is the

current reputation value. The value of X can be above 0.5 and close to the threshold value (0.9). The
new updates must be small enough to be comparable with Sporas formula. The equation (4) will be
compared to the equation (1), where the reputation in both cases provides the current trust status of the
node. The average of these two values will provide best possible trust value R. Therefore,

R=(R +R,)/2<1 ©)

If the node A observes that the node D is suspicious, Fig. 1, then it broadcasts to its neighbor nodes C
and B. The node C and node B calculates the trust value of node D using the broadcasted value and
determines the node A’s claim of suspiciousness. The node B calculates the trust of node D as below:

Tuo = RRga + (1 Rga)-Rep 1 (6)

where

Tyno 1S the new trust value of D at B;
R is the trust value received from A,
Rga IS the trust value of B on A;

Rgp IS the trust value of B on D.

If A broadcasts that D is suspicious, B should not believe immediately. It should use the trust on A and
trust on D and calculate the combined trust. If the calculated value is below the threshold then B
believes that D is suspicious otherwise it broadcasts that D is not suspicious. Similarly the node C
calculates its own trust on D.

For example, let us assume the following to calculate T,

R = 0.8 (the trust value received from A);
Rga = 0.85 (the trust value of B on A);
Rgp = 0.95 (the trust value of B on D).

Ty =0.8*0.85+(1-0.85)*0.95
=0.68 + 0.1425
=0.8225

The calculated value of the trust of node D at node B (T, ) depends upon the trust value supplied by

node A and the level of trust that B has on A. But still it is above the value that A supplied. That is
node D can be trusted and further analysis is required before we declare the node D is malicious.
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5. Discussion of Results

We assume that the current trust value of node D is known by nodes A, B, and C. Suppose the current
trust values of node D at nodes A, B, and C are 0.8, 0.85, and 0.92 respectively. Let x=0.8, and let R,,

R, and T, be given by equations (5) and (6). The value of R,, R, and T, with respect to node C and
node B decides that either node D will be trusted or not.

It is a known fact that sensors have limited resources including battery, computational, and
communication resources. Therefore, it is suggested to use either Sporas formula or reputation-based
trust model. It is further suggested using average of both formulas depending upon the sensitivity of the
problem. If the data sensitivity is low and data need to be transferred securely then use either one of the
formulas.

The new approach “No-Regret Learning Approach for Trust-based packet Transfer in Wireless Sensor
Networks” was suggested in [47] using the agent based learning system. The agent based learning
system helps to save the energy of the sensor nodes, since the load will be taken by the agent (created
for each cluster).

6. Trust Based Cluster Approach

Clusters are very useful in the trust based collaborative approach. The nodes within communication
distance forms a cluster, and conduct collaborative activity in calculating the trust of any successive

node. For example, if n; is a neighbor of node n; then we represent the neighbors (n;,n;) = true. Suppose,

if n; has more than one neighbor then we write
(n;,n;);; =true, @)

Aj are the J nodes which are within the communication distance of node 1. That is, 1 has the

collaborative relation to the Aj nodes. Similarly, we form the neighboring nodes to each node in the
network. Suppose ¢; ; is the trust factor of each of J node close i node, then most dependable node in
the neighborhood of a node i is the highest reputation value calculated through equation (5).

It is always necessary to keep track of the most trusted nodes within the communication distance and
most inferior nodes within the communication distance. The inferior nodes will be eliminated to
calculate the trust factor and if the trust factor of any inferior node is below the threshold, then all
neighbors must discord the suspected node from the network. The inferior node is denoted as

it = (N;, n; )}tj<threshold (8)

Therefore, the node i must depend upon the trusted neighbor nodes for the future path selection.

Trust based cluster approach is new and infantry state. More work is needed in this direction for
sensitive data collection. The data collection in sensitive areas requires identifying the trusted
neighbors. Information cannot be transferred to any neighbor, unless the neighboring node is trusted.
Calculation of the trusted neighbors, identifying the malicious nodes, and transfer the data safly using
various application is left for future research.
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7. Conclusions

Sensors are organized in an open environment and injecting of bad nodes to corrupt the transmission is
possible. Therefore, a secure transmission model is required to avoid the transmission through corrupted
node. The traditional protocols use exchange and distribute the keys for trust evidence. The resource
limitations in sensor networks obstruct the use of traditional tools including cryptographic models and
intrusion detection packages for secure communications. Encryption, intrusion detection models, and
authentication techniques limits the performance of nodes in WSNs. Encryption and authentication
cannot prevent the malicious or misbehavior of the sensor nodes. After reviewing relevant sensor
network models, we believed that proposed collaborative trust-based model will overcome the
shortcomings in the current models.

In the proposed collaborative model, each node is updated through ratings. The ratings are provided by
the nodes forwarded the packets. The update of node ratings is done through Sporas formula. If the
node rate is below the threshold, the previous node uses the cooperative effort through their neighbor
nodes. By using the cooperative and collaborative effort, we eliminate the suspicious node from the
communication path. Preliminary results are presented using the rating of a node updated through
Sporas formula.

The future work includes the agent-based trust model. Each cluster has an agent and agent relieves the
computations of the nodes. All decisions will be taken at the agent.
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