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Abstract: The factory automation world can take advantage from innovative wireless sensors network 
applications, but installation of several wireless systems in the same industrial plant will raise 
coexistence problems. However, in general, industrial Wireless Sensor Networks (WSNs) operate 
cyclically and coexistence can be obtained exploiting this characteristic. The paper proposes a 
methodology based on a central arbiter that assigns medium resources according to requests coming 
from WSN coordinators. An infrastructure (e.g. a wired Real-Time Ethernet (RTE) network) assures 
synchronization and distribute resource allocation results. A simulation framework has been designed 
to evaluate allocation scheme and WSNs coexistence before physical implementation. The real 
feasibility of the proposed approach has been demonstrated by means of prototype WSNs (based on 
IEEE802.15.4) synchronized by means of PROFINET IO RT_Class 3 network. Experimental results 
show a synchronization accuracy below 4 µs that allows reading of two WSNs (32 nodes) in 128 ms 
without collisions. Copyright © 2008 IFSA. 
 
Keywords: Wireless sensor, Wireless network, Synchronization, Factory automation 
 
 
 
1. Introduction 
 
Wireless sensor networks (WSNs) are not diffused in industry, yet. Nowadays, their most diffused 
application for factory automation is the so called “cable replacement”, where wireless links are used 
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for bridging two wired fieldbus segments. For instance, wireless communication is employed to 
replace brush-contacts in rotating machine. Up to now, a relatively small number of products are 
available for industrial of applications. 
 
Generally, WSNs are employed for monitoring and not for control, since they still have reliability 
problems. In fact, radio transmission is subjected to a higher Bit Error Rate (BER) than cable 
transmission, especially if transmission power is low (in order to preserve battery charge) and 
interference is heavy (as on industrial sites). Moreover, most of the wireless technologies in use today 
have been developed without any kind of cooperation between their promoters. This means that, in 
general, wireless standards are not only incompatible, but also “competing”. They share the same 
media and, in many cases, also the same frequency bandwidth (ISM, Industrial Scientific and 
Medical). A new standard must adopt some “surviving” strategies in order to share the medium with 
an older standard [1]. As an example, spread spectrum modulation techniques like Frequency Hopping 
(FHSS) and Direct Sequence (DSSS) have been adopted to minimize interferences. This approach, that 
considers interfering communications as mere noise sources, is effective, since these systems can 
operate without caring about other “things” emitting in the same area. However, there are some 
drawbacks. First of all, “surviving” does not mean “working at best”; actions like retransmissions, 
frequency change, etc. etc. require a lot of overhead reducing efficiency (energy waste!). Secondly, the 
available medium is misused, reducing the number of nodes (i.e. sensing elements) that can be 
effectively utilized in the same area. 
 
In our opinion, the key feature that must be stressed to ensure the highest efficiency is coexistence. It 
stands for the ability of wireless systems to slightly modify their behaviour in order to eliminate any 
mutual interference. In other words, two WSNs in the same area can change, accordingly, their media 
access strategies to avoid collisions (in the time and frequency domains). Clearly, the behavioral 
change is possible because the involved systems have knowledge about other co-located wireless 
devices. 
 
In [2] system architecture to synchronize WSNs by means of synchronization services offered by Real-
Time Ethernet protocols has been proposed. Factory automation is the application area for the 
proposed solution, and in this field the use of Ethernet as fieldbus is well accepted. Recently, new RTE 
protocols (like PROFINET, Ethernet/IP, EtherCAT, TCnet, Vnet/IP, etc.) have been standardized by 
IEC FDIS 61784-2. Some of them offer synchronization accuracy among nodes well below 1 µs, a 
good value for the proposed use. 
 
In this paper we suggest that coexistence of wireless-equipped machines must be reached with a 
minimum exchange of information among systems and with no alteration of the machine 
characteristics. Particularly, the synchronization among WSNs is a good basis on which the 
coexistence among different types of network can be build. The idea is to have a central arbiter that 
knows the requirements of all the WSNs; it allocates medium access rights to WSN coordinators that 
can apply these rules safely because they are synchronized by means of an RTE network. 
 
The paper introduces wireless sensing in automation in Section 2 and presents some conclusions on 
coexistence of the most diffused wireless protocol in Section 3. The proposed architecture and the 
associated simulation framework are illustrated in Section 4. The experimental tests are in Section 5. 
 
 
2. Factory Automation and Wireless Sensors 
 
A current scenario of industrial automation is composed of several tool machines from different 
manufacturers working close together in the same area (the industrial plant). A typical example is 
shown in Fig. 1, where a machine prepares the work pallets which are fed to several adjacent 
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production lines (e.g. extruders in plastic machining, mechanical tool machines, etc.). Products are 
then packed and placed in a storage area by conveyors belt or “pick and place” robots. All these tools 
are plenty of wired sensor networks realized using conventional fieldbuses technologies (e.g. 
thermocouples along the extruder hot barrel). In the next future, it is hoped for integration of wireless 
communication technologies in new machineries; in many applications the goal is not to completely 
remove cables in the plant, but just to replace links at the cell level. 
 
As a result, being the air a shared medium, a troublesome fight for media access can be foreseen. 
Several machineries can be collocated in the same radio coverage area interfering one with each other. 
In addition, it must be considered that the industry is a close world and the competition among 
manufacturers is high. No company will agree on sharing “computational” resources of their system to 
solve the communication problems of adjacent machines produced by competitors. For all these 
reasons, it is more and more important to ensure coexistence among different communication systems 
without affecting data transmissions or relying on peculiar hardware implementation. 
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Fig. 1. Factory automation plant with three production lines in parallel. 
 
 
3. Wireless Technologies to Create WSNs 
 
The last few years have been characterized by the appearance of several standards in the wireless 
communication field. However, most of them are designed to obtain high transfer rate and ensure 
nodes mobility. Both these aspects are not relevant from the factory automation point of view; in this 
work, the attention has been focused on the IEEE802.15 and IEEE802.11 families. In particular, the 
former deals with the so called Wireless Personal Area Network (WPAN), while the latter deals with 
the Wireless Local Area Network (WLAN). WPAN requirements are simpler and there is a much 
greater concern about power consumption, size, and final product cost. Some details are provided in 
the following. 
 
 
3.1. Overview of Standards 
 
All IEEE802 subgroups cover just the first two layers of the ISO/OSI model, i.e. the PHYsical (PHY) 
and the Data Link, which includes the Medium Access Control (MAC). Particularly attractive are 
solutions that operate in the unlicensed ISM band around 2.4 GHz, the only free spectrum region all 
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around the world. Lower frequencies could have a lower attenuation, but the better behaviour in terms 
of electromagnetic interference and frequency reuse makes ISM the best choice. The previously 
mentioned WPAN is defined around the concept of Personal Operating Space (POS), i.e. “the space 
about a person that typically extends up to 10 meters in all directions and envelops the person whether 
stationary or in motion”; a concept that can be easily applied also to machineries. IEEE802.15 is 
composed of four working groups. Only two of them will be discussed. 
 
IEEE802.15.1 is the standard version of the Bluetooth solution. It employs a narrowband radio and 
implements spreading by means of FHSS over 79 (1-MHz wide) channels. A scheduled MAC is 
adopted, since time is divided into 625µs-slots alternatively assigned to network master and slaves. 
The same physical channel is shared within the so called piconet that can include up to 8 active 
members; if a node exists in more than one piconet it belongs to a scatternet. The gross transfer rate is 
1Mbps. 
 
IEEE802.15.4 emphasizes low power consumption; it allows for a gross transfer rate of up to  
250 Kbps. The spreading technique is the DSSS and the available band is divided into 16 channels 5-
MHz wide. Both star and peer-to-peer topologies are supported and the MAC technique is based on 
carrier sensing, even if it is possible to allocate particular time slots to nodes with restrictive time 
requirements. Two kinds of nodes are defined: Full Functionalities Device (FFD), that implements the 
whole stack and require more resources, and Reduced Functionalities Device (RFD), that implements a 
subset and can be easily implemented on low cost hardware. 
 
On the contrary, IEEE802.11 has been designed to replace Ethernet connection and offers transmission 
rate comparable with the 10/100BaseT wired link. Power consumption is not of main concern and 
usually the implemented network is infrastructured, i.e. it relies on several “Access Points” 
interconnected by a wired backbone that manages wireless nodes. However, “ad hoc” implementations 
are also described. The 802.11b version employs DSSS with a gross transfer rate of up to 11 Mbps, 
while 802.11g employs OFDM with a gross transfer rate of 54 Mbps. Both of them define 14 channels 
in the 2.4 GHz band, each having a distance of 5 MHz. Since the WLAN radio signal has a bandwidth 
of 22 MHz, not all channels can be used concurrently, but there is room only for three non-overlapping 
channels: 1, 7 and 13 (in Europe). The MAC strategy is based on carrier sensing, but some form of 
time scheduling and priority services is provided. 
 
 
3.2 Interoperability and Coexistence 
 
Different systems that work using the same set of rules are said to be interoperable; on the contrary, 
coexistence is the capability to work in an environment where other devices can operate following 
dissimilar rules. As previously stated, each manufacturer generally considers other communication 
systems as noise sources. Some efforts have been done to overcome this approach and to give 
indications on how ensure coexistence. Task Group IEEE 802.15.2 (TG2) was formed in 2000 to 
address issue of coexistence of WLAN and WPAN, primarily 802.11b and 802.15.1 (i.e. Bluetooth). 
However, it must be remembered that now IEEE802.15.2 is in hibernation; its suggestions have only 
partially been included in IEEE802.11 and IEEE802.15 standards. 
 
TG2 defines two different approaches: collaborative and non-collaborative. In the former, systems 
exchange information and thus are linked together, while in the latter each one guesses the existence of 
other systems analyzing the medium itself. Best results may be obtained with collaborative 
mechanisms, i.e. exploiting all information available on fighting communication systems [3]. The 
simplest collaborative method is the so called “Alternating Wireless Medium Access” (AWMA). The 
basic idea is to coordinate the medium access so that no collision occurs at all. This implies that both 
the WLAN and the WPAN coordinators are linked together and synchronized; the WLAN node 
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schedules network accesses defining a “Medium free signal” that is used to notify the WPAN interval. 
The WLAN Beacon packet is modified in order to add a MSE (Medium Sharing Element) field that 
specifies intervals time duration. Particularly interesting is the “Packet Traffic Arbitration” (PTA), 
where an additional arbiter uses knowledge of networks status, packet priorities and PHY 
characteristics to deny transmission of packets that may result in collisions. The last collaborative 
method is the “Deterministic Interference Suppression” (DIS); this approach can be used when one of 
the communication systems can be considered as a narrow band interfering signal, as occur in WLAN 
transmissions with respect to IEEE802.15.1. This kind of interfering signal can be filtered out knowing 
its time and frequency behaviour in the receiving demodulator, thus improving robustness. Non-
collaborative methods must be employed when a-priori knowledge is not available and they are useful 
when dealing with changing data streaming. 
 
There is also the IEEEP802.19 Wireless Coexistence Technical Advisory Group, formed in 2001 to 
address wireless coexistence across all of IEEE 802. The aim is to develop a document called 
Coexistence Assurance (CA) document, which is a study showing how well a proposed wireless 
standard, planned for unlicensed operation, coexists with current standards. Anyway, it is still in a 
draft state. 
 
 
3.3. The Industrial Scenario 
 
In the literature, several proposals have been done in order to improve coexistence of wireless systems 
for the consumer market (especially for IEEE802.15.1 and IEEE802.11b [4, 5]). In this case problems 
may arise when both radios are co-located within the same device, e.g. a laptop. The considered 
scenario involves bursty and asynchronous transmissions of a relatively high amount of data. Usually, 
latency is not of main concern and suggested solutions implement data queuing and postponed data 
transmission. 
 
The industrial scenario is just the opposite; the data delivery model involves cyclic data transmission 
(to ensure determinism) of a relatively small data amount at a low transfer rate. In fact, first available 
wireless sensing solutions for the factory automation [6] adopt star topology with Time Division 
Multiple Access (TDMA) strategy. Non-collaborative approaches are preferred in the home/office 
environment, since scalability and self healing are key features in consumer applications. Again, the 
industrial scenario has completely different requirements; wired links are always present and best 
results can be reached recurring to collaborative schemes. 
 
 
4. The Proposed Architecture 
 
As previously stated, in industrial applications it is very difficult to ensure coexistence relying on 
collaboration between systems of different manufacturers. On the other hand, all vendors propose 
wireless solutions that do not constantly occupy the entire free spectrum. This means that sometimes a 
system has to leave the bandwidth free of traffic. Synchronization of network coordinators can help in 
exploiting such “fairness” characteristics in order to allow for coexistence among networks even from 
different vendors. The proposed solution (Fig. 2) is a sort of arbiter that harmonizes medium accesses 
by means of time reference sharing and global knowledge of the whole plant. The arbiter does not care 
about application data transmitted on the networks, it just exchanges some configuration information 
to quantify requirements of each network. In particular, the arbiter creates a map of {time, frequency, 
geographical area} requests of every network. Successively, it “orthogonalizes” these specifications in 
order to avoid or decrease mutual interference. 
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Fig. 2. The proposed system. 
 
 
The proposed arbiter works at the MAC level, since strategies at the PHY level implies hardware 
modifications which are not tolerated. For this reason the proposed arbiter has been called 
“MetaMAC”. 
 
Rather than organize all the nodes collocated in the same area of interest, the MetaMAC only talks 
with WSN coordinators that continue to manage their subnets on their own. This allows for a simpler 
solution with a lower impact on existing solutions. WSN coordinators are usually connected by means 
of fieldbuses or RTE networks and MetaMAC could also use this infrastructure. Since in new 
installations RTE is preferred, the exchange of configuration and synchronization data can rely on 
RTE performance. 
 
The previously introduced map should also be flanked by ancillary information, such as channel/link 
quality (RSSI, PER, BER…), retry strategies (Automatic Repeat Request - ARQ, number of retries…), 
etc. Using this knowledge the MetaMAC can more effectively apply safety strategies. In this scenario 
frequency hopping or ARQ should be performed under the MetaMAC supervision. For instance, it 
could be preferable to disable retransmission to ensure several TDMA networks coexistence. 
 
 
4.1 Simulation Framework 
 
A simulation framework has been created, in order to test the architecture behavior with arbitrary 
networks and protocols. OMNeT++ has been used as simulation environment: models of wireless 
nodes as well as models of resource allocators can be implemented as C++ objects that exchange 
messages. Each node has its own properties like position, transmission power, sensitivity, protocol, 
and internal state machine. The compound module representing a WSN is shown in Fig. 3: several 
nodes are collected together representing a wireless network. 
 
At least one coordinator is present in every WSN and each coordinator has a double data path (wired 
and wireless), so it can send (or receive) information along a wired connection in a sort of double tier 
network. The model of the MetaMAC has been created and it can be interfaced with other coordinators 
by means of the wired network. A snapshot of the simulator appearance at the highest level of 
abstraction is shown in Fig. 4. 
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Fig. 3. Simulation module representing a WSN. 
 
 

 
 

Fig. 4. Simple coexistence simulation: two WSNs are coordinated by a MetaMAC. Both networks receive 
medium access rights via the RTE_backbone and try to access the wireless channel accordingly. 

 
 
It should be noted the presence of another compound module (the “cloud”) that models the wireless 
channel behavior; in fact wireless nodes exchange message passing through the wireless channel 
model in order to simulate the shared nature of the medium. The wireless channel model takes into 
account the presence of a finite number of radio channels, the attenuation and the fading due to 
physical node position (i.e. the x and y coordinates), the noise, the collisions when two nodes attempt 
transmitting at the same time/on the same frequency. 
 
The framework is versatile, since no assumptions has been done on the nature of the wireless network 
or the wired network; the scenario can be customized by the user before starting the simulation. 
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5. Example of a Real Application 
 
The simulation scenario described in the previous section has been tested on a real application. A 
plastic machining plant, where two extruders are flanked one each other, has been considered. The 
fluid temperature is continuously measured by means of wireless thermocouples [7]; each extruder has 
its own star network with up to 16 nodes operating with an hybrid CSMA/TDMA strategy and 
exploiting a PHY level compliant with IEEE802.15.4. A wireless thermocouple prototype is shown in 
Fig. 5. 
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Fig. 5. Photo and block diagram of a wireless thermocouple prototype. 
 
 
Usually, in order to assure coexistence of multiple WSNs and to increase the number of sensors, 
different frequency channels are chosen. With the aim of implementing a prototype of two interfering 
WSNs, authors considered two systems operating on the same channel. 
 
The wireless protocol of both WSNs is very simple; each network coordinator divides time into 
segments by means of particular packets called Beacons. The portion that immediately follows a 
Beacon (JP, Join Period) is used for acyclic communications and uses CSMA/CA. Once a node has 
joined its coordinator, it receives a communication time slot and performs cyclic data exchange on 
TDMA basis in the remaining portion of the frame (RTP, Real-Time Period). Obviously, if more than 
one network operates on the same channel and covers the same area collisions may arise as in Fig. 6. 
For instance, Beacon overlap condition can last for several seconds, while the offset between time 
segments of the two WSNs shifts (randomly) for thermal drift. 
 
The considered protocol has two kinds of packet: Beacon and Data. No ACK packets are provided 
since data exchange is continuous and cyclic (i.e. retries are useless). The Beacon packet is 13 bytes 
long (416 µs @ 250 Kbps) including IEEE 802.15.4 header and footer. The Data packet is 18 bytes 
long (576µs @ 250kbps). In the current implementation, the segment is 128 ms wide: JP lasts 32 ms 
and RTP lasts 96 ms (16 time slots of 6 ms). However, each time slot is occupied for just the duration 
of a Data packet in air. 
 
The proposed MetaMAC has been used to opportunely shift frames of both networks in order to avoid 
collisions (see Fig. 7). The offset accuracy between Beacons of the two WSNs depends on RTE 
synchronization accuracy. On the other hand, the relative position of time slots depends on the WSN 
synchronization accuracy. 
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Fig. 6. Two unsynchronized WSNs with collisions. 
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Fig. 7. The MetaMAC decides the offset between WSN time segments, avoiding collisions. 
 
 
The realized prototype system is shown in Fig. 8. RTE Node 1 includes also the MetaMAC 
functionalities, since it has a high performance microprocessor. A total of 32 wireless sensors (16 
sensors for each coordinator) are present in the system. 
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Fig. 8. Block diagram of the prototype system. 
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5.1. RTE Network 
 
In the prototype system, PROFINET IO RT_Class_3 has been used as RTE protocol. PROFINET IO 
RT_Class 2 and 3 cover the CP 3/6 of the new international standard IEC FDIS 61784-2. A good 
introduction to PROFINET IO is presented in [8]. Briefly, PROFINET IO defines IO-Controllers (i.e. 
intelligent devices which carry out automation tasks) and IO-Devices (i.e. field devices like sensors, 
actuators, IO module etc.). IO-Controllers and IO-Devices exchange process data using real-time 
communication channels; for configuration, statistics, and management data non real-time channels 
(i.e. UDP/IP) are used. PROFINET IO grade of determinism is described with the class number: 
RT_Class 2 and RT_Class 3 (often called IRT, Isochronous Real-Time) are used with applications 
requiring isochrony and cycle time in the order of 1 ms. In particular, RT_Class 3 (also called IRTtop) 
is the top performance class. No delays can happen within this RT_Class since the frame scheduling 
sequence in each cycle is “a priori” known and always identical. The network configuration tool 
calculates the trip for every frame of a cycle and downloads the schedule in the RTE network 
infrastructure (i.e. RT_Class 3 compliant switches). 
 
In [9], performance of a PROFINET RT_Class 3 system has been experimentally evaluated. At the 
network level the synchronization accuracy is below 150 ns. At the application layer interface, results 
indicate that maximum offset errors between real nodes of an RT_Class 3 system is less than 3 µs with 
a standard deviation of 500 ns. Moreover, the performance could be improved in the future with simple 
firmware modifications. 
 
In this paper the PROFINET IO network is composed of an IO-Controller (Node 1) and an IO-Device 
(Node 2). Both of them are based on ERTEC400 ASIC (Siemens) which includes an ARM9 core, 
running WxVorks operating system, and Ethernet interfaces. 
 
 
5.2. WSN 
 
Two kinds of wireless coordinator have been realized, as illustrated in Fig. 8. The first one is obtained 
joining the IOC 1 node, described in previous section, with a traditional dual chip (a microcontroller, 
HCS08GT60 and a transceiver, MC13192, both from Freescale) coordinator. The Node 1 furnishes a 
synchronization signal that is used by the network coordinator to mark Beacon transmission instants. 
 
In the other coordinator the same processor of the Node 2 handles both wireless and PROFINET 
protocols. The only other component is the radio frequency transceiver (MC13192). 
 
Wireless nodes are based on the same hardware (µC: HCS08GT60, transceiver: MC13192; see Fig. 5) 
and are battery powered; a DC/DC converter (TPS60016 from TI) has been adopted to obtain power 
supply from two AA batteries; life has been estimated in about 4 months of continuous working. The 
sensing element is a common J-type thermocouple whose conditioning chain has been designed around 
a low-power low-noise amplifier (OPA330 from TI). The overall accuracy is in the order of 1°C and 
resolution is 0.1°C. 
 
 
6. Experimental Results 
 
WSN coordinators are always on and remain in the transmitting state only to send Beacons, otherwise 
they listen to what happens on air. On the contrary, wireless sensors use low power modality in order 
to extend their life. They spent most of their time turned off (Doze mode of the MC13192); wakeup 
instants are determined using the high accuracy crystal based timer (resolution 1 µs). 
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In order to precisely determine time position of packet in air, a purposely designed sniffer has been 
realized. It uses a different transceiver compliant with the IEEE802.15.4 (CC2420 from TI), which 
offers a digital line that signals the arrival time of each packet and its duration. The signal goes high 
after the packet Start Frame Delimiter has been detected and goes low at the packet end. Therefore, the 
signal pulse durations are 256 µs for the Beacon and 416 µs for the Data, since the 4-bytes preamble 
and the 1-byte SFD fields are not included. 
 
Referring to Fig. 9, a mixed signal scope (MSO6054A from Agilent) has been used to simultaneously 
show: the packet duration signal given by the sniffer (AIRPKT trace); the transmission and reception 
signals from the MAC layers of WSN coordinators (traces CRD1 and CRD2) and nodes (the traces 
NODES1 and NODES2 are the OR combination of all the node signals). The synchronization pulse 
sent by IOC 1 (trace SYNC) is also displayed. 
 
The proposed MetaMAC decides to separate the begin of WSN 1 and WSN 2 cycle of 2 ms, achieving 
coexistence of the two networks. The synchronization through the PROFINET IO network allows the 
exact positioning of Beacons. As a result, the system correctly manages 32 co-located wireless sensors 
in a time segment of 128 ms, harmonizing their operations on the same frequency channel. 
 
Fig. 10 is a detail of the end of time segment n and the begin of time segment n+1. Data packets 
coming from the 16th sensor of WSN 1 and WSN 2 are visible, together with the Beacons of the new 
time segment. In the two boxes are shown, by means of oscilloscope persistence, the magnification of 
the transmission instant of: the 16th sensor; the Beacon of WSN 2. The offset accuracy, measured over 
15 minutes, is very good; the jitter (the maximum offset minus the minimum offset) is 3.5 µs for 
Beacons and 5.5 µs for sensors. It should be remarked that the last wireless node has the largest time 
inaccuracy because it remains in the doze mode for the longest time after receiving a Beacon. 
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Fig. 9. A complete time segment (128 ms) of the real system. AIRPKT: signal given by the network sniffer 
indicating the position of packets in the air. 
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Fig. 10. Last part of a time segment and Beacons of the next segment. In the boxes: jitter of the 16th sensor of 

WSN 2 and jitter of WSN 2 Beacon. 
 
 
7. Conclusion 
 
In this paper, a methodology based on an arbiter for coexistence of different WSNs has been proposed. 
Resources harmonization is obtained by means of a common sense of time among WSN coordinators; 
synchronization is done using a wired Real-time Ethernet network. A simulation framework has been 
also provided in order to test resource allocation strategies with different WSN protocols. 
 
Last, the applicability of the architecture has been demonstrated by means of a prototype system that 
can interleaved time scheduling of two WSNs (operating on the same frequency channel) with an error 
less than 10 µs. In conclusion, the proposed architecture and the related simulation tool give the 
possibility to test coexistence among generic WSNs (e.g. Bluetooth and IEEE802.15.4 Zigbee) before 
the physical placement of the networks. 
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