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Abstract: To respond to the new development needs of sensor networks and their unique deployment,
there are many available processors and varying target footprints for deploying sensor networks. The
most common needs are supporting many different types of wireless radios and an environmental
measuring operating system which allows interfacing to 8, 16 bit target microcontrollers. The
constraints of the sensor nodes (that form the network) however, are that they have limited processing
power, limited wireless range, limited memory, low data transmission rates and low cost packaging.
The design of the software stack being proposed in this paper is based on the previous work by the
authors who focused on implementation of Control Radio Flooding (CRF) protocol to self organizing
sensor networks. The proposed stack, which is fully power-aware, is referred to as CRF-STACK. It
integrates the hierarchical space partitioning tree with a data transaction model that allows seamless
exchanges between data collecting sensors and its parent nodes in the hierarchy and could be
compatible with emerging IEEE standards. This heart of model is a scalable real-time OS which allows
a programming interface to develop sensor application and underlying radio communication. Through
routing simulations we demonstrate that the energy-aware reusability of resources in sensor networks

has a 0(lagN) complexity where N is the total number of nodes. In sensor network the processing
power for a given operation is typically measured as a collaborative processing of a group of nodes
which is always higher than the individual sensors capabilities, the residual energy remaining of the
sensor network at the end of the simulation is a good measure of the collaborative factor (lesser the
residual value the better the collaborative factor). We show by simulation the optimal values for
reusability to attain max lifetime converges without sensor faults for N <= 20% for CRF and
LEACH-E. Even though LEACH-S results peak at routing N=5% it has a complex lifetime with errors
with a residual energy after faults at 27.9%. To accommodate the lifetime with faults in the case of
LEACH we extend this static sensor network model with a fault-recognition algorithm making the
real-time values measured from sensors more fault resistant and reliable throughout its maximum life-
time. Copyright © 2008 IFSA.

Keywords: State machine stack, Sensor networks, Routing protocols, Fault recognition algorithms

72
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1. Introduction

With the availability of low-cost sensor nodes there have been many standards developed to integrate
and network these nodes to form a reliable network allowing many different types of hardware vendors
to coexist. Most of these solutions however have aimed at industry-specific interoperability but not the
size of the target footprint and the description of published standards usually run into hundreds of
pages. In the proposed design we use a simple data transaction model which keeps the memory
requirements low and configures the sensor network using CRF discovery protocol and routes the
sensed data using an application specific polling rate.

The heart of the design is a small foot print OS which implements a caching based energy-aware router
which attains a peak collaborative factor, the implementation divides the rest of the sensors into 1-hop
and 2-hop data sensing devices. These ad-hoc sensors are further made energy-aware which supports
an agent (i.e. remotely accessible function) which uses low data rate wireless transmission, reduced
duty cycle and uses data aggregation to enhances the battery life of the connected sensors. This design
has to address the stack state machine to control the network messages and also integrate at the
physical layer with different radios and the connected sensors which have real-time monitoring
requirements. The underlying cooperative OS allows dedicated tasks for data collection and control of
attached sensors. We use the seven layer OSI model for reference due to the tiny nature of the sensors
the numbers of effective layers are reduced to mini four namely application, network, data-link and
physical layers. Our protocol is dependent on the functionality of the target sensor as some of them
need more data aggregation-specific requirements and others need to handle data routing needs. So the
ROM and RAM requirements are the qualifying factors to tailor the functionality of the network layer
or a scaled down bare minimum CRF-STACK [1] implementation for more passive sensors.

As in any network environment, reliability and robustness are important part of the network design, we
need to address self configuration of sensor networks as these are non-IP based and ad-hoc in nature.
The existing body of research is currently focused on distributed infrastructure less multi-hop,
clustering [5] and power-aware routing algorithms which have complete knowledge of the network but
does assume any operating system complexity. In reality this assumption may not be true as the
sensors need to be built from ground up with a power-aware maintainable operating system. In this
work we enhance the previous work on LEACH by actually giving each sensor a reuse probability and
measuring the mean residual before failure (loading per sensor) with varying percentages of cluster
heads. Also we present a MAC level protocol CRF [2] which has adaptive low-complexity routing
based on variable transmit power network discovery to partition the network into functional zones. The
simulating the whole network (up to 100’s of nodes) to perform self-discovery, partition of the large
network into functional zones, assign hierarchical network addressing and application targeted routing.

The data transmission uses the B-tree with |N| formed with all the sensor nodes and each edge |E| of
radius calculated by the CRF protocol. We show that the routing complexity cannot be balanced by
increasing the resource availability but can actually degrade the expected performance, so there exists
an ideal or fixed number of routers which need to be configured for any wireless sensor network to
maximize its lifetime without failure for a given transmission throughput.

The rest of paper is divided into three main sections, section one compares the light weight CRF-
STACK with the standard OSI model, section two shows the functional implementation of CRF-
STACK layers and the transaction model and section three shows the simulation routing performance
results of the CRF protocol with and a fault recognition algorithm to detect false alarms due to faulty
readings and concludes with hardware resources it needs to deploy on the target platform for a passive
sensor or controllable implementation of the CRF-STACK.
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2. CRF and Environmental Partitioning and Deployment

Control radius flooding (CRF) is a method for recursively (steps 1, 2, 3 in Fig. 1) subdividing an ad-
hoc sensing region into zones sets by individual sensor flooding. The subdivision gives rise to a
representation of the ad-hoc static sensors by means of a tree data structure known as CREF tree. It uses
two criteria to make if energy efficient. The first it uses the minimal power needed from node-0
(coordinator-C) to flood its neighbors which is recursively repeated three times to form three forward
zones joining the source to the distance sink. The second criteria is CRF uses a static cache (Zone 2)
which for maximum energy efficiency needs to be 20% of the total number of nodes N. This split is
shown in iteration 4 of the tree in green.

Zone 1

Zone 3

Zone ,

Zone 2

® ® -

Zone 1

Zo,-,e 2

Zone 3

@
e
S

Fig. 1. Partition of the sensing region into functional zones using recursive CRF protocol
and the percentage of nodes after complete topology discovery.

3. Open Systems Interconnection (OSI) Model

Open Systems Interconnection (OSI) model is a reference model developed by ISO as a framework of
standards for communication in the network of different equipments. The OSI model defines the
communication process into seven layers. The OSI model is capable of being used for wide area
networks and, hence, it is more complex than what is needed for CRF-STACK. The stack features for
the implementations of computer network and CRF-STACK protocols are compared in Table 1.
Inspired by these unique requirements, we propose our protocol stack with four layers namely
application, network, data link, and physical layer. In the proposed model, we compress the existing
CRF protocol into the network layer and the data link layers. The upper three layers of the OSI model
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could be merged into one layer that is called application sensing layer which handles zone creation and
data aggregation. The physical layer and the MAC layers implements the CSMA-CA protocol and a
hardware abstraction layer (HAL) is implemented to use any type of radios and also to interface to any
real-time sensors.

Table 1. OSI (Vs) CRF-STACK

Implementation Type
Protocol Stack
Layers Com e
puter Network i
protocol stack CRF 'H_-'.]
Application Software
Presentation Software Hardware/
Session Software Software
Transport Software
Network Hardware/Software Hardware
Data Link Hardware/Software Hardware
Physical Hardware Hardware
08, Kernel Desktop HAL/Real-time Ext.

4. Design of Protocol Stack

Each layer of the proposed protocol stack is divided into both transmit and receive only parts. Stack
size of at least 55Kbytes is required for a full CRF-STACK and < 20Kbytes for a passive sensor.

4.1. Application and Sensing Layer

This layer is the highest layer of the protocol stack. In a CRF-STACK environment, each sensing node
is pre-configured (hard coded) to comply with its ROM and RAM sizes and the zones they are located
to be a fully functional aggregator, a router or a tiny passive sensor. This layer implements the CRF
zoning to split the whole network into three functional zones. Zone-one has tiny passive sensors and
uses a single hop to connect to the parent data aggregator (which is normally considered as node-0),
zone-two has routers with full CRF-STACK capable of acting as a cluster head [5] and zone three has
tiny passive sensing devices. The monitoring only stack has real-time extensions to the OS scheduler
to manage dedicated sensing activity to periodically collect the sensed data to be communicated over
the stack.

4.2. Network Layer

The most important responsibility of this layer is routing of sensed data to a central aggregator. To
accomplish the design goals of supporting a hierarchical tree routing with zone hopping (multi-
hopping), a bare minimum protocol needs to be defined. The network layer also can handle large
amounts of nodes with low latencies and without the use of high power transmitters. To add a new
protocol on top of CRF one has to know the data flow and extend the appropriate addressing to support
large number of nodes in a zone partitioned network. For simplicity to satisfy the data rate of the
application we assume a traffic model which, at an application defined rate, updates the newly read
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sensor values and routes to a central aggregator. We first choose the addressing scheme. In this
hierarchical topology we use two types of addressing: one is a unique 64 bit long address and the other
a 16 bit short address. The addressing mode is source/destination identifier for peer to peer
communication; typically the parent and the central aggregator have long addresses and the children
are assigned short addresses. The long addresses are unique over multiple networks as each network
can have up to 216 (65,535) sensor nodes. Thus a single network is always addressed in three zone
format, parents (long address), siblings (long address) and children (short address).

To address application-specific data flow with a basic transaction (data aggregation schedule) to
accomplish these on a wireless medium, where only one node can transmit data at a given time, we
need to see the data flow using a beacon and a beacon-less system. A beacon is generally used to
detect new sensors on the network and register them as part of the network or to allow existing sensors
to update their new data. The shorter the beacon time the shorter is the node detection time of the
overall network. But as the beacon period is reduced, more capacity is used for beacon transmission.
As all the data collecting sensors are located in zone three and zone one we need a beacon based
system for scheduling the sensors to wake up and collect the new data and send it to its parent. Also,
this beacon system can discover new sensors and assign them a short address.

In a sensing application there are two types of needs: in the first case the data needs to be gathered
only when needed and the rest of the times sensors are put to sleep saving valuable battery power. In
the second case the application has some measured threshold such as if is there is a change in
measured-delta then only the data is forwarded to the central aggregator thus saving redundant packets.
Both these transaction needs can be addressed: the first uses a beacon based time slot the other uses
non beacon based data trigger to forward the packets.

Having decided on the basic structure of transactions to enhance CRF, one needs to define a packet
format for transaction between sensor and cluster heads as shown in Fig. 3. This message format is
defined in Fig. 2 to suit a low data rate, low latency requirement. To keep it light weight, we define a
simple implementation. GENFRAME definition has the protocol CRF data packet as well as MAC
standard envelope which we call as CRFPKT.

Protocol version(one byte)
Flags (one bit each)

Command

Response

Error

Sequence and acknowledgement
Data length (two bytes)

NNk W=

3.2.1. Packet Format

Ver Flag Seq Ack Dlen

Fig. 2. Simple protocol packet for CRF.
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typedef struct {
CRFSTACKHDR h;
BYTE data/ CRFSTACKPDLEN];

JCRFPKT:

typedef struct {
GENHDR g;

BYTE bufffMAXGEN];
? GENFRAME:;

CLUSTER HEAD SENSOR

START LIFE TIME f )

CH Establishes
and request
joining message

HOP1 (m?)
Sensor in the
HOP2 (m?) neighbor »
______ responds to join
CH adds it to its
neighborhood list Sensor responds
to beacon

schedule and
refreshes new
reading

v

HOP3 (m2)

CH aggregates

new value from
sensor

HOPy, (dxm?)
MULTI-HOP
CH,

MULTI-HOP
CHy

Data packet
arrives at the

Central Server
HOP(N) _—— — .

80% pW (off-line)

<

P
s
20% mW (on-line)

ENDLIFETIME — — — — — —

Fig. 3. Figures shows message sequence during routing on the left and energy dissipation during data
aggregation on the right per node.

4.2.2. Internal Storage

Having fixed the external appearance of the CRF-STACK ten byte packet (CRFPKT) one needs to
standardize on the internal storage format. For a 10Kbps channel capacities it can at most send 50
header packets per second. It may be recalled that since one of the main goals is to be compatible with
all types of radios and existing wireless standards, we need to assign a generic frame type to handle
which type of super frame it is. The super frame is followed by a block of data up to the maximum size
possible. This could be integrated into the emerging family of standards in wireless sensor network

protocols for interoperability (GENHDR) such as IEEE 802.15.4.
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4.2.3. Addressing

Since this layer assigns hierarchical addressing, we need to incorporate it into the existing packet
format as defined in Fig. 4 to route uni-cast, broad-cast and multi-cast operations. We have already
defined two types of addressing, long and short addressing. To get the long address of the parent the
child nodes can query the sibling and its next multi-hop parent to resolve the complete destination
path.

Dest Srce Pcol Ver Flag Seq Ack Dlen Data

Fig. 4. Addressing CRF routing.

From Table 2, the usage of short and long addressing used by CRF-STACK protocol can easily be
understood.

Table 2. Addressing mode between motes.

From To
123456789ABC FFFFFFFFFFFF Broadcast
3456789ABCDE 123456789ABC Pa.rept to
sibling
123456789ABC 255 Parent to
child(short
address)

4.4. Data Link Layer

This layer is cluster aware and holds the neighborhood table as this has the entries of all the children
(zone III). The layer has full knowledge and control of one hop neighbors. As shown in Fig. 1, a
beacon based refresh mechanism is used to keep track of all the connected sensors. The main
functionally of the layer is discovering new sensors, scheduling data aggregation for all the child nodes
and power management by using the sensor nodes to be on (duty cycle) when acquiring new data
defined by an application beacon rate.

The MAC implements the localization, mobility and neighbor list. On top of these it does power
control i.e. the amount of transmitted power range it needs to assign for a given sensor node as shown
Fig. 5 which is calculated by CRF on-line clustering algorithm. Currently since there is no standard, it
can be anywhere between 10-100 meters which is practical for indoor deployment but for high density
sensor networks it needs to be specially adjusted which is called special density of the covered region.
A good topology discovery algorithm is to find the density of the network and use flooding and create
a neighbor list. CRF implements control flooding i.e. if a node is already in the neighbor list it can
flood within its RF range but a newly discovered node cannot until it is added to the list for the next
iteration of flooding. This process is repeated three times as our need is to split the topology into three
separate zones with always connected end zones with a caching middle zone. At the end of the
discovery phase the complete range is found out which is a single hop from the farthest node to the
central aggregator and the neighbor list contains all the address of the single hop parent and all the
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siblings have the addresses of the child nodes. This flooding is performed only during the initial
discovery phase typically started by FormNetwork-API (Fig. 10).

Fig. 5. MAC and its differential radio power control dependencies.

4.4. Physical layer

Physical layer consists of spread spectrum radio technology which transmits a signal to a much wider
range of frequency band. To a narrow band receiver, the transmitted signal is impossible to detect as it
appears as low-level noise. However, a wide band receiver can monitor the whole frequency band and
detect changes. The overall goal of this layer is to use an emerging standard to make the radios
interoperable.

4.5. Hardware Abstraction Layer (HAL)

This is a BIOS (Basic input-output) dependent layer which controls the input, output LEDs and sensors
connected to each mote. As the stack size is of a critical concern no additional tasks are running inside
the motes so the network stack allows call back functions to control the connected sensors and acquires
the readings without OS buffering. The target specific API’s are compiled for each build which
implements specific hardware interfaces.

4.6. Simulation and Cross Layer Optimizations

The protocol stack used by the central aggregator is dependent on all the underlying layers of the stack
that contains software and hardware only implementations. Since the hardware layers are non-
programmable, it is best to use the specification for low cost, low memory and low data rate
requirements. In the case of software, layers starting from the application sensing are very closely
dependent on the type of application specific traffic and the available bandwidth which leads to the
term cross layer optimization in sensor network applications. As the topology of CRF is static, once
discovered it seldom changes making it easier to tune the parameters for addressing large sensor
networks, multi-hop tree routing and data aggregation model for localized sensing. By simulation
which implements the stack layers and a battery model (except the channel access protocol), we show
that these parameters achieve optimal savings over the complete life-time of the sensor network when
routing data packets. The simulation results are compared on two optimal criteria. The first is the
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maximum number of rounds which can be achieved by a routing algorithm which is shown in Table 3
and then the same results are extended to find residual energy dissipation which calculates how evenly
does the distributed algorithm fair in terms of energy drain per node (reliability) as shown in Fig. 6 as
opposed to peak performance (max rounds) in our previous case.

= % =0
=5 25 |=4]
MAC-ROUTING sm|l £2 |53 CENTRAL
) m2| oS |5= SERVER
r= m 2 =
m o X g

Fig. 6. MAC and its differential radio power control dependencies.

Table 3. Routing results for varied percentage of cluster and their residual energies.

LEACH-S

(Random Probability, 0.2 CH & 0.8 nodes) 8992
20%*

30% 8535 46%

27.90%

38%
36%

40% 8894 50%

LEACH-E
(O - Threshold ) 10%*¥

30%

40% 32.50%
50% 7932 64.10%

CRF ZonelZone2Zone3
( Fixed caching 1/3 rd) 5% 30% 5%
10% 30% 10%

20% 30% 20%*

30% 30% 30%

40% 30% 40%¥

50% 30% 40%

80



Sensors & Transducers Journal, Vol. 90, Special Issue, April 2008, pp. 72-86

3.7. Routing Comparison of Energy Efficiency Versus Cluster sizes

The wireless sensor simulator [6] allows picking the number of cluster heads in each simulation run
and the type of distributed algorithm used such as LEACH, LEACH-E and CREF. In this experiment for
each lifetime run (up till the 1* sensor dies) for a routing algorithm the percentage of cluster heads is
gradually increased from 5% up to 50%. The results are plotted as seen in Fig. 7. LEACH-S which is
the standard [5] implementation of the paper in 2001 from MIT which is shown in Table 3 as expected
it linearly increases as the number of cluster heads increases. But in the case of the energy adapted
version LEACH-E and CRF it is optimal when the percentage of cluster heads are at 5% and 40%.
Here we cross-verify the results and show that for energy efficiency in minimum loading per node in
the case of LEACH-E and CRF and converges without error at N <=20 as shown in Fig. 7.

m | EACH-S
WL EACH-E
W CRF

F2 DIRECT

Fig. 7. Lab results shows residual energy dissipation impact loading on the whole network for distributed
routing algorithms compared to direct transmission(always 100% loading).

The adaptive versions of LEACH are LEACH-E for energy centric threshold and CRF which uses a
static cache. In both the cases loading is minimal (Fig. 6 shows the data points in percentage of
remaining residual power) and highly fault tolerant when the percentage of cluster heads are set to
20% as shown in figure (0% for LEACH-E and 6.04% for CRF). This result highlights the fact that the
energy dissipation is network size invariant and always divides the sensor nodes into 80-20 rule which
is 80% of the nodes are idle and 20% does the real routing.

4.6. Routing Comparison of Energy Efficiency Using Multi-hop Algorithms

These families of routing algorithms are non-cluster based. To verify with other routing algorithms
which are non cluster based as simulated before we use a multi-hop based routing which implements
the following forward one hop routing algorithms. These algorithms are based on each hop logic and
they decide on how to branch or navigate the densely connect mesh of the sensor network. The can be
further divided according to path logic used, minimum spanning tree which visits a node only once and
has no cycles, Power-aware hop which uses the most non-used path with high remaining residual
energy and the short-path which takes the quickest path available between source to sink. Fig. 8 shows
that when compared to CRF (cached based routing) the multi-hop version does far below the expected
values in terms for maximum number of rounds completed. The MST comes closest to CRF followed
by worst cases results in MH-PA and MH-SH.
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No. of Nodes=100
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Fig. 8. Lab results shows number of rounds for clustering, multi-hop and on-demand algorithms.

5. Fault Recognition Model for Sensor Data Aggregation
The model uses Bayes posterior estimation by introducing two types of expected errors.

ltkelthood x prior
Posterior = (1)

Faidanra

It is true, however, that the sensor measurements in the operation region are spatially correlated (since
many environmental phenomena are). The first namely the electronic sensor faults which are
uncorrelated [3] with the sensor measurement and the other which is based on the total unattended life-
time of the sensor network or simply load balancing errors. One can define the total unattended life-
time of the sensor network as

Unattended Life — time = No. of routing rounds before the 1st sensor dies +
No.of remaining routing rounds before the last sensor dies

Using equation (1) we can estimate the probability before the 1st sensor dies given by equation when it
is tamely faulty.

k
1-—p)=
Ppons =g P @
(1_P1JE+P1(“_I‘:)
pi(n—Kk) 3)

F =
bad Pi(ﬂ-_kj +L:(1_TJ:LJ

We will say that we are trying to find the correction c, out of all possible corrections, that maximizes
the probability of ¢ given the original measurement M:

P,maxc= P (ﬁ)
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By Bayes Theorem this is equivalent to

i
P,maxc = P(—)P{c]
.

P(c) the probability that a proposed correction ¢ stands on its own. This is called the correlated cluster

model. P (E] the probability that M would be measured by itself when the network meant c. This is

the error model. Pmaxc, the control mechanism, which says to enumerate all feasible values of ¢, and
then choose the one that gives the best combined probability score. p; can be corrected locally at the
sensors and p, can be corrected at the host as it needs more processing power.

Where p; is the % of faulty (e.g. 2%) sensors and k is the number of good sensor readings and n is the
total number of sensors in the cluster. It at least needs two or more good sensors to recognize the fault.
If it is widely faulty then equation (3) gives the best estimate. The second type of sensor error p,
happens due to the type of clustering algorithm used (e.g. LEACH) which re-uses the sensors
resources and eventually drains it out of battery power. This stage of the sensor life-time happens
when the 1* sensor dies due to overuse. If the total number sensors in the network in N (large), then
the probability of the error for the remaining part of the lift-time will be 1/N after the 1* sensor dies,
applying in equation (1), (2) we get the posterior estimate of the sensor reading for correlated sensor
faults. P, estimate after the 1st sensor dies and prior probabilities are preserved.

Similar to life-time definition the sensor faults can be modeled as tamely faults and widely faulty in
the respective regions of their life-time cycle as shown in Fig. 9. This model defines an overlap criteria
[4] using membership functions which take value between [0,1]. These are four membership functions
defined one for the un-correlated faults and other three for each clustering algorithms compared. With
this a linguistic variable is defined with values [0,1] for tamely faulty and widely faulty. The notion of
erroneous high values readings from faulty sensors can be interpreted using the degree of membership
function it takes in the underlying rule based model.

Dedicated
Transmission

LEACH-E l CRF LEACH-S

Distributed Transmission
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Fig. 9. Fault recognition Overlap function for data aggregation using membership function.
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6. Environmental Measurement Real-Time OS

To implement the CRF-STACK for a given target embedded processor we need to comply with the
available ROM and flash memory resource availability. The current stack size including HAL layer
takes up to < 50kbytes. The comparison for specific compiler and functional requirements and its
target sizes are seen in Fig. 10. The functional differences and resource requirements needed to store
neighbor tables and implement dedicated sensor tasks are discussed in section 7. Tools needed to
configure and program an embedded system are a target based compiler which means that one needs
an MxN number of compilers where M is the number of target processors and N is the number of
supported languages. As this is a huge number we standardize on ANSI-C for portability purposes as
most of embedded compilers support this low-level language. This makes use of M compliers to
support all available sensor targets. The parameters which are target dependent are listed below in
Table 4. Most of the sensors have specific ROM, RAM and additionally a flash interface built in. The
current architecture allows to add a multi-tasking OS [5] which could be ROM resident with most of it
kernel services and runtime libraries. As CRF-STACK are state machines and could be adapted to be
re-entrant (if the application must run the FSM from multiple independent threads and the FSM code
must only process a single transition and then return).

Table 4. Energy-aware stack simulator.

Implementation Type
Protocol Stack
Layers
Computer Network protocol
stack CRF (Energy Usage)
Application Software
Presentation Software
Session Software Hardware/Software
80% pW(off-line)
Transport Software
| _h 20% mW (on-line)
Network Hardware/Software |
K Embedded
- 80% pW (off-line)
Data Link Hardware/Software LJ Embedded
Phvsical 80% pW (off-line)
ysica Hardware/Software Hardware
0S-Kernel 80% pW (off-line)
HAL Desktop OS HAL/Real-time Ext.
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. CRF Stack APIs.
unsigned short taskﬁstack[200]";"m\m“‘; Comparison of target Protocol Stack
const ROM_TCB task_rom_listl]= | specification for Hl- Lavers . .
b inoo TECH PICC processor Y Fully functional Monitoring only
Sensetsk1 ,&task_stack[50],2, stack stack
Sensetsk2,&task_stack[100],3, ‘y @ Controllers
)’ L€ Router Application FormNetwork() Join Network()
int main (void) % 50Kb 7
éyte status; /5 Network CreateZones() StackBeacon()
T
L / 1]

K_OS_Init(); //init OS / 2 / .
status = K_Task_Create(TASK1_iD); ) /\ Passive Data Link CRF() CRF()
status |= KfTaskareate(TASK/Z;ID); g boKb ‘\ Sensors
while (status) s [ —@ Physical IEEE Standard IEEE Standard
for(;;); »
¥ 0S-Scheduler SetLED() SetLED()

M“'t"?as"'“gsm HAL CreateSenseTsk1

sensing needs CreateSenseTsk2

Fig. 10. Stack size for different sensor footprint needs and the program for tiny multi-tasking.

With these modifications some of the static data can be loaded into ROM and the remaining could be fit into
available RAM. The multi-tasking feature can service sensor events or periodically aggregate data which could
be queried by the top level application and send over the stack. The complexity of the program and its resource

requirements is dependent on the routing, aggregation algorithms or data logging periodicity needs.

7. Benefits of Energy-awareness in the OS Measurement

Shown below are the energy management parameters available to the simulator at each level.
TOPOLOGY LEVEL: O-threshold based cluster head selection (Caching)....""
TOPOLOGY LEVEL: Optimal number of clusters (Power Law)..................
TOPOLOGY LEVEL: Density of sensor network (K-neighborhood distance)...

TOPOLOGY LEVEL: Routing overhead — O(logn)..............................
DATA LINK: BEACON duty cycle, synchronization---------------------------
DATA LINK: Data aggregation & compression (Lossy Model)--------------------
DATA LINK: Adjustable Transmit range (Redundancy=less power)
PHYSICAL LAYER: Low bandwidth, Data rate/ bit---------------emmmmeee -

OS-KERNEL: Sensing scheduler (less contention=less power)--------------------- Sensing
OS-KERNEL: IDLE time scheduler(less usage=less power)-----------------------

OS-KERNEL: Low footprint(low memory reqd.=less power) ---------------

Classification

mZ 00NNk W=

—_ O

8. Conclusion

In this paper we have addressed how to implement a tiny protocol and a portable stack for R&D and
simulation of large sensor networks which uses cluster based routing protocols and multi-hop
protocols. The network layer and the data link layer use all the cross layer optimization to achieve
specification requirements and extends the real-time kernel services to implement time critical and
sensor specific tasks to achieve a better design. Each of these routing categories clustering and multi-
hoping finds specific application advantages based on the type of deployment one is periodic and other
mostly reactive networks. Also it models a cluster fault recognition algorithm to better predict and
rectify false alarms when a routing algorithm does not converge in a simple lifetime and erroneous
sensor measurements. We also prove from the results that the resource problem in sensor network is
scale invariant and converges when N<=20%. By uniquely dividing the load and by adjusting the
cluster size we could extent this reliability model to all the previous work on sensor network into fuzzy
model to predict the max lifetime to distributed complexity of each power-aware algorithm.
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